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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

With Common IMS it has become possible to use IMS over a wide variety of access networks. These access networks provide security of varying strengths, or, in some cases, no security at all. It is therefore desirable to have a standard for IMS media plane security, which guarantees uniform protection of IMS media against eavesdropping and undetected modification across access networks. Furthermore, media transport in the core network, although generally less vulnerable than in the access network, may also be realised in varying ways with different guarantees of protection. It is therefore also desirable to have a standard for IMS media plane security, which guarantees protection of IMS media against eavesdropping and undetected modification in an end-to-end fashion between two terminal devices.

1
Scope

The present document presents IMS media plane security which is designed to meet the following three main objectives: 

1. to provide security for media usable across all access networks
2. to provide an end-to-end media security solution to satisfy major user categories

3. to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities. 
The media plane security is based on well established protocols like SRTP and (PSK-)TLS. Key management solution for these media plane protection protocols is defined.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
…

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
IMS media plane security overview
4.1
Introduction
4.1.1
General

4.1.2 
Solution overview
4.2
IMS media plane security architecture
4.2.1
General

4.2.2 
End-to-middle security
4.2.3 
End-to-end security using SDES
4.2.4

End-to-end security using KMS
5
IMS media plane security features
< Describes the security functions common to both e2m and e2e. Describes interactions and issues of coexistence of e2m and e2e>

5.1
Media integrity protection 

5.2
Media confidentiality protection

5.3
Authentication and authorization
< Policing of scope of protection/authorization. No authentication for e2m. Authentication against KMS. >
5.3.1 
Authentication and authorization for e2m protection

5.3.2 
Authentication and authorization for e2e protection using SDES
5.3.3 
Authentication and authorization for e2e protection using KMS
5.4
Security properties of key management, distribution and derivation

< e2m key management and e2e key management properties. No procedures. >
5.4.1 
Security properties for e2m protection

5.4.2 
Security properties for e2e protection using SDES
5.4.3 
Security properties for e2e protection using KMS
6
Security mechanisms

6.1 
Media security mechanisms

6.1.1 
Media security mechanisms for real-time traffic

6.1.2 
Media security mechanisms for non-real-time traffic

6.2 
Key management mechanisms for media protection 

6.2.1 
Key management mechanisms for e2m protection

6.2.2 
Key management mechanisms for e2e protection using SDES
6.2.3 
Key management mechanisms for e2e protection using KMS
7   
Security association set-up procedures for media protection

7.1 
Registration procedures
7.2 
Originating procedures
7.2.1
Originating procedures for e2m

7.2.2
Originating procedures for e2e using SDES
7.2.3
Originating procedures for e2e using KMS
7.3 
Terminating procedures

7.3.1
Terminating procedures for e2m

7.3.2
Terminating procedures for e2e using SDES
7.3.3
Terminating procedures for e2e using KMS
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