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The description of the use cases does not reflect the scope of the TR
**** Start of changes ****

4.1
Use cases

SA1 has performed a study in TR 22.868 where they have identified a number of use cases (cf. TR 22.868, clause 4.4 [2]) covering the most important user requirements and also outlined some areas where they think improvements are needed. This section provides more detail on some of those use cases to clarify the security requirements on M2M systems.

Use Case 1: Traffic Cameras

Traffic cameras with cellular connectivity may be installed in locations such as motorway overpasses or remote stretches of roadway. Cameras may also require simultaneous secure local WLAN connectivity to the next camera down the road, e.g. when measuring average speed. It will be necessary to securely provision these cameras with subscription credentials. When cameras are deployed over a large area, it may be necessary to be able to select a carrier for a given camera after it has been deployed, and this selection process must be properly secured. 

Use Case 2: Metering

A change of utility by the residential customer may also require a change in operator. The utility itself may switch operators, requiring a change to many meters dispersed over a large geographical area in a limited timeframe. The management of these changes may require complex accounting mechanisms. Without the ability to remotely change operator
, a service person may need to visit each affected device. For commercial applications, obtaining physical access to deployed devices may be expensive, because of geography, extreme environmental conditions, or the need to interrupt a manufacturing process (e.g., petrochemical refining). Therefore, remote means of operator change 
could be needed.

Use Case 3: Vending

Vending machines are subject to regular attacks on their contents, which increases the threat to other items of value in the machine. Vending machine connectivity may come from a Home NodeB or 3GPP I-WLAN access within the M2M end user or M2M subscriber premises.
. The M2M end user or M2M subscriber may also change its preferred network operator. It may also be necessary to do the operator change within a limited timeframe. 
Use Case 4: Asset / Cargo Tracking

Asset and cargo tracking will often require that the M2M equipment be placed in areas where physical access is difficult. Such placements would be part of a service provider’s attempt to resist theft and tampering with the M2M equipment. These placements can make it difficult and costly to gain physical access to the M2ME to change    subscription credentials. As noted in TR22.868, this is “practically impossible” under the current solution.

**** End of changes ****

�There is no justification given for removing the text. It is a requirement to be able to remotely select an initial operator after deployment and to later remotely change subscriptions, so the text should not be removed.


�This change is not justified. See the title and scope of the TR





�This change is not justified. See the title and scope of the TR


�This change is not correct. It may be necessary to perform updates to subscription data in a  short time. As per the scope and title of the TR, it talks about remote change of subscription.


�This change is not justified. See the title and scope of the TR





