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Abstract of the contribution:
To pave path for a case where a given EPS crypto algorithm is not supported anymore (e.g. cracked algorithm), this document proposes to adopt mechanisms for the UE and the network to stop the usage of the unsupported EPS security algorithm and bring new algorithm in use.
Introduction

Based on the knowledge of UE EPS security capabilities the core network (CN) decides the algorithm to be used with the UE for secure the communication. However, in the case when the EPS network does not know the UE EPS security capabilities e.g. the UE is handed over from a pre Release8 network, the two aspects as given below have to be considered:

· If the network chosen algorithm is not supported by the UE (UE with new algorithm) anymore, the communication between the UE and the network will not be secure. This happens when the UE is upgraded to use new algorithm but the network is not yet upgraded.; 

· In current system the UE does not reject the connection towards the LTE network based on checks on the EPS algorithm. Thus subsequent communication between the UE and the network could be based on a cracked algorithm, implying no communication security. To address this issue, i.e. if the UE does not support the indicated EPS AS security algorithm,, this document describes a method for the UE to reject the connection towards 3GPP LTE. 

· In case the UE connecting to the network does not support the new algorithm but the network is upgraded then the new algorithm cannot be used.
· To address this issue, this document describes a method for the network to allow a UE to connect towards the EPS with the UE supported EPS NAS or AS algorithm or stop the connection if the network is upgraded not to support the unwanted algorithm. Currently, the UE and the network cannot make use of a new EPS security algorithm. 
Discussion

The following discussion proposes to pave path for Release 9 UE and network to cope with a change of EPS security capabilities when one of the algorithms is not to be supported anymore, for example, the algorithm is cracked. If this happens, the network and UE should be ready to handle the situation thus this document proposes to put in place dedicated mechanisms from Release 9 onwards.

A) Foreword

In this document, the following terminology is used:

- a "new" UE or network is a UE or network that does not support the old security algorithm anymore but has been upgraded to support the new security algorithm if any;
- a "old" UE or network is a UE or network that still supports the old security algorithm i.e. has not been upgraded to support the new security algorithm if any
A security algorithm can be either related to integrity protection or ciphering. The default set of EPS security algorithms is as given 33.401. Note that the old security algorithm can be part of the default set of EPS security algorithms (i.e. from 3GPP Release8 version) or can be part of version from 3GPP Release8 onwards.

1. Scenario where a new UE faces an old network
It is crucial for a new UE to be able to reject mobility to a old LTE network due to security reasons i.e. cracked algorithm basically means no security. Currently, there is no mechanisms to prevent such situation.  To address this issue the alternative hereafter is proposed:

The UE rejects a AS handover based on a check of LTE algorithms at AS level as proposed by the network in the AS Handover Command. The UE AS Handover Failure can include a new cause value so that the network can infer that the connection is rejected due to unsupported security algorithm. Then, the network can re-initiate a handover procedure. This is illustrated by the figure below.
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Figure: Interactions between a new UE and an old Network in case of handover from a non-EPS network to an EPS network
Proposal 1: A new UE sends a dedicated cause value #"unsupported EPS AS security algorithm" in AS handover failure message to notify the reason for rejecting the handover due to unsupported EPS AS security algorithm.
2. Scenario where a new UE or an old UE faces a new network
When an EPS NAS (Non Access Stratum) or AS security algorithm has been cracked and while a new one is being put in place in the network but not in the UE, it should still be possible for a old UE to be able to connect to this network. Moreover, it should be possible for a new UE to be able to use the new EPS security algorithm.
It is highly probable that while a EPS algorithm is not supported anymore, a new EPS algorithm is about to come and supersede the old one. With time there will be less and less UEs and networks still supporting the unwanted EPS algorithm. That's why it is proposed for a new network to prioritize the new EPS algorithm and to provide means for old UE to still be able to connect to the network.
Currently, there is no mechanism that allows the above. When a UE is requested from a pre Release8 network which does not have the UE EPS security capabilities, to perform a handover to the EPS network, the UE will accepts the handover, thus leading to the possibility that the communication makes use of a alternative existing EPS security algorithm which might be less robust than the new one. 
2.1. Scenario where a new UE faces a new network
The new network that does not know the UE EPS security capabilities proposes to the UE a (prioritized) list of security algorithms, and leaves the new UE to select one and inform the network. This is illustrated in the figure below.
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Figure-i: Interactions between a new UE and a new Network in case of handover from a non-EPS network to an EPS network

Proposal 2: A new network sends a list of prioritized EPS NAS security algorithms and one of EPS AS security algorithms in the AS handover command to the UE.
Proposal 3: A new UE selects among its supported security algorithms the most prioritized one according to network's received list.
Proposal 4: A new UE sends AS handover confirm unciphered. AS handover confirm is integrity protected with the selected security algorithm.
Proposal 5: A new UE sends NAS Tracking Area Update Request including the selected algorithm. NAS Registration Update Request is integrity protected with the selected security algorithm.
2.2. Scenario where an old UE faces a new network
The new network that does not know the UE EPS security capabilities proposes to the UE a (prioritized) list of security algorithms, Then, from the notification from the old UE of its EPS security capabilities, the network can change to an EPS security algorithm supported by the UE, different from the old one. This is illustrated in the figure below.
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Figure-ii: Interactions between an old UE and a new Network in case of handover from a non-EPS network to an EPS network
Proposal 6: From the unciphered and not integrity protected AS handover confirm message, the network triggers the AS security based on UE's list of supported EPS security algorithms in the NAS Tracking Update Request by selecting an EPS security algorithm supported by the UE and different from the unwanted one.
Conclusion

It is proposed that SA3 discuss and agree on the following proposals:

Proposal 1: A new UE sends a dedicated cause value #"unsupported EPS AS security algorithm" in AS handover failure message to notify the reason for rejecting the handover due to unsupported EPS AS security algorithm.
Proposal 2: A new network sends a list of prioritized EPS NAS security algorithms and one of EPS AS security algorithms in the AS handover command to the UE.

Proposal 3: A new UE selects among its supported security algorithms the most prioritized one according to network's received list.
Proposal 4: A new UE sends AS handover confirm unciphered. AS handover confirm is integrity protected with the selected security algorithm.
Proposal 5: NAS Registration Update Request includes the selected algorithm. NAS Registration Update Request is integrity protected with the selected security algorithm.
Proposal 6: From the unciphered and not integrity protected AS handover confirm message, the network triggers the AS security based on UE's list of supported EPS security algorithms in the NAS Tracking Update Request by selecting an EPS security algorithm supported by the UE and different from the unwanted one.
NEC would be happy to provide the related CR accordingly to the next meeting.
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The network that does not know the UE EPS security capabilities includes a list of prioritized security algorithms.
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AS handover confirm is unciphered nor integrity protected as the UE does not support the new EPS security algorithm indicated by the network.





NAS Tracking Area Update Request 





From the previous unciphered and not integrity protected AS handover confirm message, the network triggers the AS security based on UE's list of supported EPS security algorithms in the NAS Registration Update Request by selecting an EPS security algorithm supported by the UE and different from the unwanted one.
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