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1. Introduction 
We propose to re-organize chapter 8.1 of TR 33.837 ‘Evaluation Criteria’ for two reasons:

1. to remove criteria that are listed twice (details see below)
2. to sort the criteria into groups with different weight (details see below)

Explanations re 1:
Criterion 13 ‘Resilience against forged information on …’ covers the threats ‘Sender Impersonation UC (see 5.2.11)’ and ‘Specific UC threats on Identity in IMS and non-IMS inter-connections (see 5.3)’. It is proposed to keep criterion 13 and not consider the two threats, mentioned above, as part of criterion 8 ‘Security: How well does the solution address threats and meet the security requirements …’.
Criterion 14 ‘Interworking with legacy networks …’ and criterion 15 ‘Coexistence with Single Radio VCC …’ are also covered by requirement 3GR-UC-9 ‘The solution should also work in interworking scenarios with legacy networks and devices, in particular when using Single Radio VCC, IMS Service Continuity, and IMS Centralized Services’. It is therefore proposed to delete criteria 14 and 15.

Explanations re 2:

In order to ease the evaluation this approach tries to group the evaluation criteria, listed up to now in parallel with no weighting, into groups with different weight as explained below. The fact that criteria carry different weight is already underlined in the current version of the TR by the NOTE: ‘Not all requirements carry equal weight’.

We propose to group the criteria, including the requirements and threats, into the three categories ‘Essential’, ‘Important’ and ‘Others’. We believe that such a qualitative categorisation may be helpful as a meaningful quantitative weighting of the criteria may be difficult to achieve. The category “essential” means that a solution must be positively evaluated against this criterion; otherwise the solution cannot be selected. The category “important” means that the solution should be positively evaluated against this criterion; otherwise the solution cannot only be selected if a rationale is given why this criterion is less important in this case. The category “other” means that the criterion may or may not be applicable or measurable in a meaningful way, depending on the individual case. 
A consequence of this approach is that the evaluation criterion 8 ‘How well solution addresses threats and requirements …’ is not longer one bullet but is divided into several bullets grouped according to the importance of the threats or requirements (further comments see below). 
2. Pseudo-CR 
The revised text below is interspersed with explanations clearly marked as such and to be removed by the editor when implementing the pseudo CR. 
Start of Changes
8.1
Evaluation Criteria

Criteria to evaluate solutions discussed in this TR are given below. These criteria are grouped into three different categories, each category carrying a defined weight. The weight is ranging from ‘Essential’ over ‘Important’ to ‘Others’. A definition of the categories and a reason why a certain evaluation criteria is allocated to a specific category (for the categories ‘essential’ and ‘important’) is given within this clause.
Category: Essential
This category contains evaluation criteria that must be fulfilled to provide at all a basic and reliable UC protection functionality. Without these criteria a proper functionality of UC prevention is not possible.
1. Resilience against forged information on the UC originating source and UC source versatility: how well does the solution protect against UC in an IMS network if the UC source forges originating identity information or if the UC source changes dynamically with a high frequency?

This criterion is essential because a reliable identification of the UC source is basis of all UC prevention techniques. Without resilience against forged information on the UC originating source and UC source versatility not only the functionality of UC prevention is impaired but even new threats like UC reputation attacks would be introduced

Explanation [not to be included in TR]: refers to old criteria 13 and (part of) 8.

Explanation [not to be included in TR]: This evaluation criterion addresses the threats ‘Sender Impersonation UC (see 5.2.11)’ and ‘Specific UC threats on Identity in IMS and non-IMS inter-connections (see 5.3)’. Therefore these threats are not included in new criterion 7 below.
2. Security: How well does the solution address the following threat ‘Privacy Violation – Bulk UC (Advertising) (see 5.2.3.1.1)’

This is the outstanding threat that has first and foremost to be mitigated. Regarding overall UC prevention standardization and legislation this is common denominator.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.

Explanation [not to be included in TR]: This evaluation criterion refers to the threat described in 5.2.3.1.1 and therefore this threat is not included in new criterion 7 below.
Category: Important

This category addresses evaluation criteria that are either important for further UC protection functionality to mitigate against other threats than ‘resilience against bulk communication’ or that have a significant influence on the technical or user environment
3. Security: How well does the solution address the following requirement 3GR-UC-1 ‘The IMS should provide a means for IMS-users to report communication as a UC (see 6.2)’ ?

As perception of UC is largely user-specific and the UC prevention techniques of the network depend on user feedback, it is important to provide a means for the user to express his UC rating of a specific communication or a specific communication source.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
4. Security: How well does the solution address the following requirement 3GR-UC-7 ‘The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication (see 6.2)’ ?

This requirement is important for the IMS network to provide a UC protection functionality for the user by e.g. blocking, re-directing or forwarding a communication with a specific UC rating or from a specific UC source, supposed that the user has given explicit consent to the UC protection.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
5. Impact on existing standard: This criterion is meant to check whether any of the existing standards are impacted by a given solution. The preference of course is to have a solution that does not require changes in existing (pre-Rel-9) standards.

Changes in existing (pre-Rel-9) standards could have influence on the already installed IMS equipment base and on inter-working with other networks.

Explanation [not to be included in TR]: refers to old criterion 1.
6. Security: How well does the solution address the following requirement 3GR-UC-9 ‘The solution should also work in interworking scenarios with legacy networks and devices, in particular when using Single Radio VCC, IMS Service Continuity, and IMS Centralized Services’ ?

It is important that a solution is able to support mixed legacy/NGN environments to be effective (given that these will remain a reality at least for a transition period from legacy to NGN and perhaps even for a long time to come). It is also important to support an interworking between IMS and features/services of legacy networks, connected to IMS.

Explanation [not to be included in TR]: refers to (part of) old criteria 8, 14 and 15.

Explanation [not to be included in TR]:: This evaluation criterion replaces criteria 14 ‘Interworking with legacy networks …’ and 15 ‘Coexistence with Single Radio VCC …’.
7. Security: How well does the solution address the following threats presented in section 5 ?
a. Privacy Violation - Targeted UC (see 5.2.3.1.2)
b. Contentious Incoming Call Service Charge (see 5.2.4)
c. Contentious Roaming Cost (see 5.2.5)

d. Non-disclosure of Call Back Cost (see 5.2.6)

e. Phishing (see 5.2.7)

f. Network Equipment Hijacking (see 5.2.8)

g. User Equipment Hijacking (see 5.2.9)

h. Mobile Phone Virus (see 5.2.10)

i. Unavailability of Service or Degraded Service Quality (see 5.2.12)

It is important that a solution provides also as efficiently as possible protection against all other kind of UC threats analyzed in chapter 5 (besides the two criteria ‘resilience against forging …’ and ‘Privacy Violation - Bulk UC’ that were rated as essential, see 1. and 2.)

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
8. Simplicity: A solution should not be complex in itself, i.e. difficult to understand, relying on complex security mechanism or otherwise like usage or implementation. Thus a simple solution is preferred.

This evaluation criterion is in so far important as it prefers in case of multiple alternatives simple solutions, supposed that the effect concerning UC protection is comparable.

Explanation [not to be included in TR]: refers to old criterion 2.
9. Unintrusive to legitimate users: Annoying a caller can be as bad, or perhaps worse, as a user receiving an unsolicited call.

It is important to select UC prevention techniques in a way that intrusiveness of legitimate users is a small as possible. That is necessary to achieve acceptance of users that in a large majority are up to now customized to normal phone calls without UC. However the intrusiveness of UC prevention techniques has to be balanced against the intrusiveness of UC occurrence. As a consequence this means as well that a higher grade of UC protection intrusiveness may be accepted if the overall intrusiveness of UC occurrence increases significantly. This evaluation criterion is also important as it prefers the most unintrusive solution between multiple alternatives, supposed that the protection is comparable.

Explanation [not to be included in TR]: refers to old criterion 9.
10. Operating expense (OPEX): Expense caused when using the solution (including e.g. service call costs)

This criterion is certainly an important generic criterion. However, it may be difficult to evaluate. If no clear evidence is available its weight should be re-considered.

Explanation [not to be included in TR]: refers to old criterion 3.
11. Capital expenditures (CAPEX): Expense caused when implementing the solution

This criterion is certainly an important generic criterion. However, it may be difficult to evaluate. If no clear evidence is available its weight should be re-considered.

Explanation [not to be included in TR]: refers to old criterion 4.
12. Modular: This checks whether new addition can be brought in place without any issues with the solution

This criterion is certainly an important generic criterion as it prefers in case of multiple alternatives modular solutions, supposed that the effect concerning UC protection is comparable. However, it may be difficult to evaluate. If no clear evidence is available its weight should be re-considered.

Explanation [not to be included in TR]: refers to old criterion 6.
13. Scalable: The solution should be scalable in terms of volume of attack it can cater for and number of users that can use it. The solution should also be scalable in terms of network size.

This criterion is certainly an important generic criterion as it prefers in case of multiple alternatives scalable solutions, supposed that the effect concerning UC protection is comparable. However, it may be difficult to evaluate. If no clear evidence is available its weight should be re-considered.

Explanation [not to be included in TR]: refers to old criterion 7.

14. Latency: Does the approach significantly add to the latency between the initiation and completion of desired communications?

This criterion is important as large latency is annoying to users. Therefore solutions adding significantly to latency should be avoided.

Explanation [not to be included in TR]: refers to old criterion 11.
15. Network Load: Does the approach negatively impact the performance of network components?

This criterion is important as a significant impact on the performance of network elements addresses either the need to upgrade existing networks when introducing UC prevention or to accept a performance degradation.

Explanation [not to be included in TR]: refers to old criterion 12.
16. Sensitivity and specificity (false acceptance / false rejection): Examples

a. Unwanted Calls Allowed: Does the solution detect and block UCs?

b. Unwanted Calls Criteria Adjustable to User’s Requirements: Does the method allow the user to adjust the Unwanted Calls criteria to match their desires?

c. Desired Calls Blocked: Does the solution avoid blocking desirable calls?

d. Desired Calls Criteria Adjustable to User’s Requirements: Does the method allow the user to adjust the Desired Calls criteria to match their desires?

This criterion refers to the quality and efficiency of a potential UC protection solution and is important as such. But It may be difficult to evaluate with reference to specific implementations.

Explanation [not to be included in TR]: refers to old criterion 10.
Category: Others
This category addresses evaluation criteria that have as well a significant influence on the acceptance of UC prevention techniques, either from an operator or a user point of view, or that provide enhanced UC prevention features. But they may not be as generally applicable as the criteria listed as essential or important.
17. Security: How well does the solution address the requirement 3GR-UC-5 ‘The IMS should provide the ability to the operator to extract information from the signalling and other means to provide an indication of the likelihood whether the communication is unsolicited’ ?

This criterion is rather a requirement on a particular solution how to fulfil other, more generic, PUCI requirements. There may be other ways to achieve the desired goal

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
18. Security: How well does the solution address the requirement 3GR-UC-6 ‘The IMS should provide a mechanism to convey the UC indication in the signalling’ ?

This criterion is rather a requirement on a particular solution how to fulfil other, more generic, PUCI requirements. There may be other ways to achieve the desired goal.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
19. Security: How well does the solution address the requirement 3GR-UC-2 ‘Reports of UC relating to IMS-users should be auditable by the IMS’ ?

It is not clear whether fulfilment of this criterion will be part of any potential UC protection solution or whether the operator will provide auditable reports in another way. Therefore an evaluation of this criterion could lead to the rating ‘not applicable’.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
20. Security: How well does the solution address the requirement 3GR-UC-3 ‘The IMS should provide the ability for a user who is party to a communication to request whether a communication was rated as UC’ ?

It is not clear whether fulfilment of this criterion will be part of any potential UC protection solution or whether the operator will provide UC ratings to users in another way. Therefore an evaluation of this criterion could lead to the rating ‘not applicable’.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
21. Security: How well does the solution address the requirement 3GR-UC-4 ‘The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC’ ?

It is not clear whether fulfilment of this criterion will be part of any potential UC protection solution or how the operator will provide possibilities for users to challenge the justification why the communication was identified as UC. Therefore an evaluation of this criterion could lead to the rating ‘not applicable’.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
22. Security: How well does the solution address the requirement 3GR-UC-8 ‘Requests for UC protection made by IMS users should be auditable by the IMS’ ?

It is not clear whether fulfilment of this criterion will be part of any potential UC protection solution or whether the operator will provide auditable reports about user requests for UC protection in another way. Therefore an evaluation of this criterion could lead to the rating ‘not applicable’.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.
23. Security: How well does the solution address the threat ‘Negative Service Preconception Leading to Non-adoption (see 5.2.13)’ ?

As already stated in clause 5.2.13 this threat is only highlighted for completeness and does not imply any further technical requirements. Therefore an evaluation of this criterion will presumably lead to the rating ‘not applicable’.

Explanation [not to be included in TR]: refers to (part of) old criterion 8.

Explanation [not to be included in TR]: This evaluation criterion refers to the threat described in 5.2.13 and therefore this threat is not included in new criterion 7 above.
24. Service agnostic: Whether a solution can work as is for all kind of IMS based services or a variation is needed for each service.

The most important service in this context is voice. If a solution for this particular service can be found it is valuable in itself. Nevertheless, it is clearly desirable if a service-agnostic solution can be found.

Explanation [not to be included in TR]: refers to old criterion 5.
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