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1. Introduction

This contribution proposes the addition of text in sections 7.2.2 and 8.3.2 of TS 33.xyz.

2. Background

In order to prevent various kinds of attacks against H(e)NB originating from a compromised SeGW or H(e)MS, this contribution proposes to extend the device authentication procedures with an explicit check of the actual FQDN of SeGW and H(e)MS against the respective FQDN carried in a specific field of the respective certificate of SeGW and H(e)MS. 
3. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).

**************************** start of first change *******************************

7.2.2
Certificate-based Device Authentication

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator CA. The H(e)NB shall verify the SeGW identity by checking the FQDN carried in the subjectAltName field of the SeGW certificate against the actual FQDN of the SeGW. 

**************************** start of next change **********************************
8.3.2 Connection to H(e)MS accessible on public Internet
In case that the H(e)MS is accessible on the public Internet, the H(e)MS is exposed to attackers located in insecure network. H(e)MS traffic shall be protected by TLS tunnel established between H(e)NB and H(e)MS. In this case, mutual authentication between H(e)NB and H(e)MS shall be based on device certificate for the H(e)NB and network certificate for the H(e)MS. The H(e)NB shall verify the H(e)MS identity by checking the FQDN carried in the subjectAltName field of the H(e)MS certificate against the actual FQDN of the H(e)MS.
**************************** end of last change **********************************
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