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*** BEGIN CHANGES ***
O.2.1
TLS Profile for TLS based access security

The UE and the P-CSCF shall support the TLS version as specified in RFC 2246 [34]. 


-
Protection mechanisms:

-
The UE and P-CSCF shall support the CipherSuites TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_AES_128_CBC_SHA.  All other CipherSuites as defined in RFC 2246 [34] and RFC 3268 [33] are optional for implementation.

-
CipherSuites with NULL encryption may be used. If NULL encryption is implemented and used, TLS_RSA_WITH_NULL_SHA shall be supported as defined in RFC 2246 [34]. The UE shall always include at least one CipherSuite that supports (non-NULL) encryption during the handshake phase.

-
CipherSuites with NULL integrity protection (or HASH) are not allowed.
-
The key exchange method shall not be anonymous. Hence CipherSuites with anonymous Diffie-Hellman key exchange (all CipherSuites with key exchange algorithm DH_anon or DH_anon_EXPORT) are not allowed.

-
RFC 2246 [34] supports the negotiation and use of compression methods. However, since these methods are not specified within RFC 2246 [34], compression shall not be used. 

-
Authentication of the P-CSCF

-
The P-CSCF shall be authenticated by the UE as specified in RFC 2246 [34] by presenting a valid server certificate.  The P-CSCF certificate profile shall be based on TLS certificates as presented in clause O.5.1.  

-
Authentication of the UE

-
The P-CSCF shall not request a certificate in a Server Hello Message from the UE.  The HN shall authenticate the UE as specified in Annex N of this specification. 

-
Verification of the TLS session endpoints

-
In order for the UE to be able to trust the TLS session endpoint, the P-CSCF certificate shall be used during the authentication procedure. 

-
In order for the P-CSCF to be able to trust that the UE, which was authenticated according to Annex N, is the TLS session endpoint, the P-CSCF shall use the mechanism for associating the TLS Session ID with registration parameters IP address, port, IMPI, IMPU(s), specified in clause O.2.2, and shall have assurance that man-in-the-middle attacks can be mitigated, e.g. by following the rules in the NOTE in clause O.1.1. 

-
TLS session parameters

· The TLS Handshake Protocol negotiates a session, which is identified by a Session ID. 
-
The lifetime of a Session ID is subject to local policies of the UE and the P-CSCF. A recommended lifetime is one hour (or at least more than the re-REGISTRATION time out). The maximum lifetime specified in RFC 2246 [34] is 24 hours. The procedure for TLS session re-negotiation in IMS is specified in clauses O.4.1 and O.4.2.

-
Ports

-
The P-CSCF shall be prepared to accept TLS session requests on port 5061 or on a port published by the operator.

-
Forwarding requests

-
The procedures for forwarding requests by the edge proxy in draft-ietf-sip-outbound [32] shall apply to the P-CSCF when managing TLS connections. 

NOTE 1: The use of draft-ietf-sip-outbound [32] in conjunction with TLS is needed so that terminating requests can re-use an existing TLS connection.

*** NEXT CHANGE ***
O.5.1
TLS Certificate

X.509 digital certificates [35] shall be used for authentication in TLS. All X.509 certificates shall be signed by a trusted party. The certificates shall be profiled as follows: 

Editor’s Note X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs.

	TLS Server Certificates

	Subject Name Form
	C=<Country>
O=<Company>
CN=<FQDN>

Additional fields may be present in the subject name.

FQDN is the server’s fully qualified domain name (e.g., server.example.com). Only a single FQDN is allowed in the CN field.

	Intended Usage
	These certificates are used to authenticate TLS handshake exchanges (and encrypt when using RSA key exchange). 

	Validity Period
	Set by operator policy

	Modulus Length
	1024, 1536, 2048

	Extensions
	KeyUsage[critical](digitalSignature, keyEncipherment)

extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)

authorityKeyIdentifier (keyIdentifier=<subjectKeyIdentifier value from CA cert>)


*** END OF CHANGES ***
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