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This contribution proposes some additional text to section 7.4 of PUCI TR 33.837 to clarify intended use of contextual information. Proposed text is given in the form of a pseudo-CR to S3-091100 below. It also includes a few editorial corrections to the existing text.
*** BEGIN CHANGES ***
7.4
Contextual Information 
7.4.1
Introduction
This section describes how marking with contextual information regarding an incoming communication could be provided as a partial solution to the introduction problem, i.e., for a communication between users A and B, when B does not previously know A. This contextual information could be used as additional criteria to filter or redirect communications on, or be presented to the end user to make a decision regarding whether to, e.g., accept an incoming call. 

IMS already provides different type of contextual information that is valuable for the decision process (such as calling party identities, access network information etc), Thus, this contextual information should be seen as complementary to existing information. 

7.4.2
IMS Mechanism Outline
The intent of the information is to provide additional critera for making a decision on how likely it is to be unsolicited communication. Therefore, a reasonably light weight marking mechanism could be built on the use of private SIP headers. However, this is an implementation detail best left for the technical specification. 

More important is to identify useful contextual attributes that could be used to complement existing information in the IMS messages. The following possibilities are suggested:

	Attribute
	Type
	Values
	Explanation

	IdentityStrength

	static
	Unknown
IMS-AKA
SIP Digest auth.
SIP Digest auth. with TLS
GIBA
NBA
Non-IMS verified subscriber
Non-IMS unverified subscriber
	Indicator of how trustworthy the presented origination identity is. This can depend on the strength of the authentication method, and to what extent the subscription can be tied to a person or organization.

	CostCategory
NOTE: It may not be allowed due to national regulations to forward cost related information between operators. 

Editor’s Note: The values to be used for this category is for further study as cost information may become very complex.
	static
	Unknown
Free
Flat rate
Volume charged (per minute or per call)
	Indicator of cost of communication.

	OriginNetwork
	static
	Network
	The network originating the request.

	OriginNetworkType
	static
	Unknown
IMS
PSTN/CS
Internet
	Originating network category; assuming that different categories are associated with different trustworthiness.

	CallComplaintFraction
NOTE: This is a form of scoring for general discussion on scoring please refer to Section 4.1.
	dynamic
	
	Fraction of calls (real-time communications) from a specific user resulting in UC feedback.

	MessagingComplaintFraction
NOTE: This is a form of scoring for general discussion on scoring please refer to Section 4.1.
	dynamic
	
	Fraction of messages (non-realtime communications) from a specific user resulting in UC feedback.


Attributes of type “static” depend only on the originating subscriber or the originating network, whilst “dynamic” attributes need to be calculated based on observed behaviour (with certain exceptions).
7.4.3
Use of Contextual Information

7.4.3.1
General

To describe the usage of the contextual information we refer back to the IMR solution variant leveraging supplementary services described in Section 7.2.4.2. As already stated, the general idea behind defining contextual information for communications relevant for PUCI is to augment the information that already exists in signalling messages (such as calling party identities, access network information) to provide additional criteria for PUCI reaction policies. Existing supplementary services (SS) can, for instance, be used to react based on calling party identities. However, the reaction policies may be constrained by the currently available information. Thus, reaction mechanisms and policies can benefit from additional contextual information regarding communications being available to the decision process. Moreover, such contextual information should have clearly defined semantics. That is, the information should be easy to interpret and readily verifiable. Communications can be marked with contextual information, or it can be provided alongside the communication through some side channel. This is currently left open. To simplify the description we will assume that the communication is marked with contextual information.

7.4.3.2
Reaction

As indicated in Section 7.2.4.2, existing SS mechanisms, when appropriately augmented, could be used to react to incoming communications, That is, they would interpret a PUCI policy defined by the end user or by the operator and enforce it based on the contextual information available regarding the communication. (A user controllable policy is desirable to permit adjustments for specific needs. However, to make it practical this should be combined with predefined operator controlled policy settings and possibly operator specified profiles to assist the user.) The PUCI policy could simply be an extended version of the SS settings currently available where constraints on the proposed added contextual information can be specified.

7.4.3.3
Marking

Marking with contextual information needs to be performed where the information in question is readily available, and thus dependent on the specific information.

· Identity strength is, if possible, supplied by the CSCF in the originating network. However, this may be altered by the IBCF in the destination network, for instance, if the given information is not trusted.

· Cost category needs to be supplied by the originating network. However, this information may be sensitive to pass between operators. In some such cases, it might be possible to set a category in the IBCF simply based on the identity of the originating network (for instance one that provides free calls through an advertisement driven business model, or similar). 

· Origin network should be supplied by the originating network, where possible.
· Origin network type is supplied by the IBCF based on the type and identity of the originating network.

· Complaint fraction information would be collected by the PUCI functionality in the destination network and supplied by it for use by the reaction mechanism. In order to be able to collect this information, the PUCI functionality needs to be able to observe all communications in the destination network and receive all feedback information from users.

Finally, some contextual information may be supplied to the callee to help him/her to determine whether to take a call. However, in such a case usability aspects are critical, so only limited information in a simplified form would come in question. Examples of potentially useful information to display to end users may include a notification if authentication of the caller identity is known to be weak (for instance from a free account at an Internet VoIP provider), or there has been a large (above some threshold) fraction of complaints about the caller.
7.4.3.4
Sharing of Information
Some of the proposed contextual information is most useful if shared between operator networks. However, it is also the case that some of the information may be considered sensitive and, thus in some cases, not be possible to share. The need for and consequences of information sharing for each case are as follows:
· Identity strength is most useful if provided by the originating network and made available to the destination network. In general, this information is not expected to be of a sensitive nature. If particular values (cases) are identified as sensitive, it should be possible to omit them and still provide useful information.

· Cost category is also most useful if provided by the originating network to be used in the destination network. However, this information may be sensitive, so can most likely only be optionally provided. In some cases, it may be known by the destination operator that an originating network employs a certain business model which defines the cost category (for instance, when interworking with “Internet VoIP providers”), at least in terms of a coarse dichotomy between free and charged calls. In this case, the destination network could mark incoming communications in a border node if no information has been provided by the originating network. If no cost category is provided by the originating network and the destination network cannot determine cost category, a border node can mark it as cost category “unknown” to indicate that this field should be ignored when enforcing PUCI policy.
· Origin network information should be provided by the originating network to the destination network. However, it is not expected to be sensitive.

· Origin network type information does not need to be shared, as it is provided and used internally within the destination network.

· Complaint fraction information can be collected and used locally in the destination network. Thus, it does not have to be shared between operator networks, which could avoid potential liability or privacy concerns. However, it would require that the destination network track the behaviour of subscribers in other networks. The scalability implications of such an approach are FFS. Alternatively, if local legislations and operator preferences do not preclude sharing of such information, it could also be possible to share this information in two ways: 
1. Information collected about user behaviour in the originating network could be shared with the destination network for policy enforcement.

2. Complaint information collected in the destination network could be shared with the originating network, to be used according to (1) above.
This could avoid potential scalability issues with user behaviour tracking. However, it would require trust between the operators regarding such information, and may raise privacy and liability concerns as already mentioned.
7.4.3.5
Impact on Supplementary Services
As previously mentioned in Sections 7.4.1 and 7.4.3.1, the proposed PUCI contextual information could be used by SS mechanisms as complementary information to already existing information about the communication. Thus, relevant SS functions, such as CDIV, CB, MCID, would need to be augmented to be able to identify and process the additional PUCI contextual information fields, and policy definitions for communication handling similarly would need to be augmented. 
Beyond these additions, no further impact is expected on SS mechanisms from the use of PUCI contextual information.
*** END OF CHANGES ***
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