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1
Introduction
The main justification of the WI “NDS enhancements to support backhaul security” (SP-090286) is interoperability between eNBs and the supporting certificate management infrastructure. The means for achieving this is by standardizing how to secure the enrolment of credentials subsequently used to establish backhaul security. This input contributes to that objective.

2
Analysis
To distinguish between different credentials, we propose the following terminology:

Transport Credential = Private key and public key certificate used by the eNB to establish backhaul security. This certificate is the result of a CMPv2 enrolment procedure with the supporting certificate management infrastructure.

Enrolment Credential = credential used by the eNB for securing the enrolment request of a Transport Credential with the certificate management infrastructure.

We now begin the discussion of what is needed to specify in order to achieve security and interoperability of the enrolment of a Transport Credential with the use of an Enrolment Credential.
2.1 CMPv2 integrity protection

The main security feature for protecting the enrolment request is integrity protection. The following CMPv2 message fields are used to support data integrity protection (and directly or indirectly data origin authentication):

· "PKIProtection", which contains a Message Authentication Code (MAC) or signature generated by the Enrolment Credential

· "extraCerts", which optionally contains a supporting certificate chain in the case of the Enrolment Credential being PKI based.

· "protectionAlg", which contains Algorithm Identifier. Identifies what signature and/or MAC algorithm that is applied to the Enrolment Credential to protect the message. 

Examples of types of protection algorithms in the CMPv2 specification are (shared secret based) protectionAlg = “id-PasswordBasedMac”, and (public key/signature based) protectionAlg = "md5WithRSAEncryption" and protectionAlg = "dsaWithSha-1".

It is for further study to analyze what restrictions of algorithms are needed to ensure interoperability. For instance, MD5 is considered broken and its use in new designs is deprecated.

In the case the Enrolment Credential is a public key certificate, the certificate profile must be decided. It is for further study whether the profile specified in TS 33.301 is appropriate.

2.2 Enrolment Credentials and trust relationships
To ensure the interoperability of the enrolment of a Transport Credential using CMPv2 we need to specify the different kinds of trust relationships to be supported. It is for further study to enumerate such trust relationships.

3
Conclusion and Proposal
To achieve security and interoperability of the enrolment of a Transport Credential with the use of an Enrolment Credential, it is needed to specify:

· which CMPv2 integrity protection algorithm(s) that are allowed

· which certificate profile that is allowed in CMPv2 in the case of Enrolment Credential being a public key certificate

· which trust relationships that are required in the certificate management infrastructure
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