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1
Introduction
In its core, security is about risk management. To be justifiable, the perceived benefit from a security mechanism in terms of reduced risk must offset the increased operational expense invariably incurred by configuring and using the mechanism.  Actual and perceived risk inherently varies from installation to installation. For this reason, any standardization must be carefully crafted to neither unnecessarily mandate the use of security mechanisms, nor prevent best common practice security mechanisms to be used in conjunction with the standard.  For example, TS 33.401 allows individual operators to assess the risks associated with not protecting S1-U and X2-U by cryptographic means (clause 5.3.4), i.e. to decide how to balance the costs for IPsec, and threats associated with not using IPsec over the specific reference points. Inputs to such decisions are for instance the degree of control the operator has over the physical line; whether owned by the operator, leased, or purchased from an ISP as a managed IP service.

To achieve the standardization goals of interoperability and an as secure network as possible, a standard needs to anticipate, acknowledge and cater for those security requirements that can be reasonably expected in most installations. The standard needs to provide a well assorted catalogue of security mechanisms that may be put to use and must specify the specifics necessary for interoperability if they are used.

Initial establishment of security is one of the most significant security events in the operational lifetime of an equipment. The level of security and control in this stage is directly linked to how secured the equipment can be considered to be during its subsequent operation.  
2
Analysis
An eNB put to malicious use, or an adversary able to masquerade as an eNB, has significant potential for causing damage in the network. 

During large scale roll-outs, the typical eNB deployment scenario seen from a management perspective will be that a new node appears in the network requesting to be included in the family of secured and trusted nodes. Obviously, the act of trusting and accepting the node into the network is associated with a risk that the entity making network contact to the management infrastructure is not what it claims to be. The main risk in this situation is probably that an adversary has managed to steal a set of initial authentication credentials and can fraudulently enrol network credentials that can be put into malicious use.

Another risk is that the eNB being enrolled into the network has already been compromised so that it might be used for malicious purposes at some later time.

A risk that not necessarily is of malicious origin is that an eNB of the wrong make or model or at the wrong location is introduced in the network.

When considering the level of risk the ever increasing dependence on telecom networks in daily life and business should also be noted. Viewing the network as a critical infrastructure asset has impacts both on likelihood of malicious attacks and the assessment of the potential consequences.  

Below, a set of potential security requirements are listed. Fulfilling these potential requirements help in mitigating the risks identified above. The list is not exhaustive and should be the subject for further work and investigation.
· It shall be possible to make a persistent audit trail of the installation.
Rationale: Maintaining an audit trail is a basic security mechanism. The audit trail is indispensable for monitoring activities in the system and for investigating suspected security breaches. All management events of significance (initial establishment of backhaul security being a prominent example) must create a persistent audit trail that provides a record about the individual (“who”) that caused the event to take place, the event itself, the time, and other relevant information.

· It shall be possible to authenticate and authorize the installation staff before an eNB is being installed.
Rationale: Authentication of actor and audit trail of actions can be used to achieve accountability and has a strong deterring effect that can prevent mischief, carelessness, and abuse. 

· Any security relevant data used in deployment shall only be accessible to authorized staff.

Rationale: Provisioning of enrolment credentials and other data to be used to authenticate enrolment of backhaul security credentials should only be carried out by a duly appointed and authorized person. 


· It shall be possible to manually configure credentials and other essential provisioning data on site.
Rationale: In the event of vendor credentials expiry or compromise, or in the case of a trust model where the operator wants to have control of the key generation, the operator must be able to supersede any pre-provisioned credentials. This may in particular be relevant to re-installation.
· The eNB shall be able to authenticate and authorize the SEG, RA or some other node in the network it connects to.

Rationale: Before installation is completed the eNB may be sensitive to attacks. In a shared network setting, such as a pico base station deployment in a shopping mall, the eNB shall only connect to and accept to be managed by its operator, since this otherwise may be a source for exploit of vulnerabilities.
It should be noted that the macro base station deployment setting is different from pico, as it typically require more skilled installation personnel for assembly, and where installation personnel is trusted access to site.
· The eNB shall be able to enrol with an operator controlled certificate management infrastructure as part of installation.
Rationale: An operator may want to reduce trust in external parties by relying only on own keys, such as its own certificate management infrastructure, or keys generated under its command e.g. in the case of on-board key generation. 
3
Conclusion and Proposal
For establishment of backhaul security, operators must be able to make individual risk assessments and should be able to choose to enforce security policies that are reasonable for their environment. We believe that the specification should focus on interoperability between different equipment when it comes to the specifics for how different mechanisms are used, while leaving the decision of what mechanisms to use to the operator.
To provide reasonable security for today’s and future telecommunication networks, we believe that the following security requirements should be met:
1. It shall be possible to make a persistent audit trail of the installation.

2. It shall be possible to authenticate and authorize the installation staff before an eNB is installed at a site.

3. Any security relevant data used in deployment shall only be accessible to authorized staff.
4. It shall be possible to manually configure credentials and other essential provisioning data on site.

5. The eNB shall be able to authenticate and authorize the SEG, RA or some other node in the  network it connects to
6. The eNB shall be able to enrol with an operator controlled certificate management infrastructure as part of installation.

We propose that SA3 agrees to these security requirements.
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