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*** NEXT CHANGES ***

4.1.2 
GBA-Push system overview

The system overview in this clause gives a high level description of the general ideas behind the GBA-Push system solution and the features it offers.

The generic use case considered is that a NAF initiate's establishment of a shared Security Association (SA), a NAF SA, between itself and a UE. This is done by the NAF pushing all information, the so called GBA-Push-Info (GPI), needed for the UE to set-up the SA. The key in this SA is a NAF-key and the GPI is requested from the BSF. The NAF-key is generated as defined in GBA, TS 33.220 [1]. 

After the NAF SA establishment, the NAF can send protected Push-messages to the UE. If a return channel exists and if defined by the Ua application, the UE can also use the established SA to protect response messages to the initiating NAF How the NAF SA is used is out of scope for this specification. The NAF SA is identified by downlink and uplink SA identifiers. 

GBA-Push is aimed for both GBA_U and GBA_ME environments. To only establish an external NAF-key with GBA-Push, the ME-based functionality, GBA_ME, should be used. GBA-Push based on GBA_U will establish both an internal and external NAF-key.

GBA-Push utilizes a so called Disposable-Ks model. In the Disposable-Ks model, a Ks is only used once to derive a single set of NAF-keys (and other keying material used to protect the GPI during transport). After the NAF-key derivation, the Ks is erased or its further usage is denied. A new GBA-Push operation will be needed whenever a new set of NAF-keys for the same or another NAF is needed. 

NOTE 1: 
A generated NAF-key can be used to protect multiple Push-messages from the NAF to the UE. NAF-keys from different NAFs can coexist.

With the Disposable-Ks model, existing NAF-keys established as specified in TS 33.220 [1] or by GBA-Push will be unaffected. GBA_ME based GBA-Push will not interact with GBA_U but a GBA_U based GBA Push will invalidate an existing Ks on the UICC.

NOTE 2:
TS 33.220 [1] specifies that an existing Ks on the UICC will be overwritten when a new GBA_U Ks-generation procedure is executed. The ME may of course trigger a new bootstrap procedure immediately after the GBA-Push operation to avoid delays and certain synch problems when the UE operates GBA according to TS33.220 [1].

The transport method of GPI from a NAF to a UE is not standardized.

NOTE 3: 
Examples of possible transport methods are SMS, MMS, SIP MESSAGE, UDP or broadcast. For the transport of GPI to UEs, a NAF needs to know the message transport addresses to use for the chosen transport method. For SMS and MMS the transport address is the MSISDN, for SIP MESSAGE it is an IMPU and for UDP an UPD port - IP-address pair. For broadcast delivery the UE transport addresses could be any public identity associated with a UE or an identity agreed between the NAF and the UE. 

Resending of messages is a standard method to get “reliability” for delivery over unreliable channels like e.g. SMS or broadcast. Hence the GBA-Push shall allow that GPI is retransmitted several times including cases when it is sent every time a payload is pushed to the UE. Thus the system shall handle retransmissions of GPI efficiently.

The NAF SA defined by the GPI, is based on the use of a particular UICC (USIM/ISIM) application. Sometimes the transport method / address indicate to the UE which UICC application to use but in other cases it has to be explicitly signaled. If MSISDN is used as delivery address, then the USIM associated with that MSISDN should be used. This is so because a SMS will only reach the UE when the USIM corresponding to the MSISDN is active in the UE. When an IMPU is used as destination address, the corresponding ISIM should be used. For UDP and broadcast the USIM/ISIM application to use has to be indicated in the GPI or be agreed upon out of band.

To protect user privacy, parts of the GPI shall be confidentiality protected, in particular the identity of the initiating NAF when broadcast transport is used. For unlinkability between NAF to UE and UE to NAF messages, a separate SA identity for UE to NAF security shall be assigned by the NAF and be included in the confidentiality protected part of the GPI. To help prevent serious effects of DoS attacks and thwart some NAF misuse of GBA-Push, the GPI also needs to be integrity protected. The integrity protection of GPI will also prevent that incorrect GBA Push security associations are accepted by the UE as it will detect transmission errors. The keys for confidentiality and integrity protection are derived from the Ks defined by the GPI.

*** NEXT CHANGES ***
4.2.1
Description and Rationale

The GBA Push functionality builds on the architecture and functionality provided by TS 33.220 [1]. The main difference from TS 33.220 [1] is the definition of new reference points between the BSF and the NAF and between the NAF and the UE, as indicated in figure 4.2-1, which is a modified version of figure 4.1 in TS 33.220 [1].
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Figure 4.2-1: Simple network model for pushed bootstrapping via NAF

The GBA Push architecture outlined in figure 4.2-1 is based on the following rationales:

-
The Ua reference point protection shall be unaffected i.e. it should not make any difference for Ua-protocols whether the GBA-keys used for protection are UE-initiated or push-initiated. 

-
In viewpoint of the BSF, the NAF is still the initiating entity of a key retrieval, but now in situations where the NAF has no B-TID (but the UE may have a valid GBA session). A Zpn reference point is introduced, based on the Zn-reference point protocols defined by TS 33.220 [1].

-
A new reference point Upa is introduced between the NAF and the UE. All messages over Upa are network initiated. Upa defines the GBA-Push-Info. 

- 
The NAF receives the GBA-Push-Info intended for the UE from the BSF over the Zpn reference point and forwards it over Upa. 

*** NEXT CHANGES ***

4.3.1
General GBA Push Requirements

The following general requirements are applicable to enable GBA Push:

-
A network entity, a so called Push NAF, shall be able to securely trigger the generation of a NAF SA between itself and a UE.

-
A Push-NAF shall be able to use channels with deferred delivery of messages when triggering the generation of a NAF SA.

- 
A Push-NAF shall be able to use public identities when referencing a UE in a request towards the BSF.

-
When a public identifier is used for GBA push it shall correspond uniquely to a single private identity..

-
ME based GBA Push shall be used when only ME based NAF keys are needed, i.e. Ks is established in the ME. UICC based GBA Push shall be used only when UE contains a GBA aware UICC (GBA_U), and when UICC and ME based NAF keys are needed or when only UICC based NAF keys are needed, i.e. Ks is established in the UICC.
-
The generation of the NAF SA in the UE is triggered by the reception of a message pushed to the UE from the Push-NAF.

-
The UE should not have to contact any network entity to be able to correctly generate the NAF SA.

-
The UE and the NAF shall be able to use bootstrapped NAF-keys on Ua reference point independent on whether the bootstrapping has been performed via Ub or Upa reference point.
NOTE:
When a GBA-push mechanism is used to create a NAF SA between the UE and the NAF it shall not restrict the NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). 

-
The mechanism to generate keys for confidentially and integrity protection of GPI shall be based on GBA-keys in order to avoid pre-configuration of keys.

-
The NAF shall be unable to obtain or generate the keys that protect GPI.
*** NEXT CHANGES ***

5.1.1
GBA Push Message Flow

Figure 5.1-1 outlines the message flow for the case, where the NAF wants to send data to the UE, but has no valid NAF-key available i.e. no Ks(_int/ext)_NAF available The reason that the NAF has to initiate NAF SA establishment can be that the UE may be unable to perform a bootstrapping procedure directly with the BSF or that the UE should not perform a bootstrapping procedure directly with the BSF

NOTE 1:
An example use case when the UE is unable to perform a bootstrapping procedure is in a broadcast scenario.
If the subscriber is managed in an HLR instead of the HSS then GUSS functionality and SLF functionality are not available otherwise the functional flow is the same when substituting the word HSS by HLR in the text and the message flow below.
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Figure 5.1-1: High level message flow description for bootstrapping through the NAF

A precondition for use of GBA-Push is that the UE is registered with the Push-NAF for the intended service. Annex B describes information that the Push-NAF must register to be able to deliver the push service and the information that has to be agreed between the UE and the Push-NAF.

Processing and message flow:

1.
A NAF needs to establish a shared NAF SA with a UE which is registered for Push services. It knows the identity of the subscriber. The Push-NAF performs the processing described in clause 5.1.2 and generates the GPI Request.

2.
The NAF sends the GPI Request to the BSF. 

3.
Upon receiving the request from the NAF, the BSF performs the processing steps 1 to 5 described in 
clause 5.1.3. 

4.
The BSF fetches a new AV and subscriber's GUSS from the HSS. The GUSS contains subscriber security related information e.g. UICC GBA awareness and USS elements. 

5
The HSS sends the AV and the GUSS to the BSF. 

6.
When the BSF receives the AV Response from the HSS, it performs the processing steps 6 to 9 described in clause 5.1.3. 

7.
The BSF sends the GPI Response to the NAF. 

8.
The NAF stores the received information together with other user information in a NAF SA, see clause 5.2.3. 
9.
The NAF then forwards the GPI to the UE over Upa using the selected transport mechanism and the given transport address.

10.
When the UE receives the message containing the GPI, it processes the GPI as defined in clause 5.1.4 and stores the corresponding NAF SA(s) 

The UE and NAF are now ready to use the established NAF SA. 
*** NEXT CHANGES ***

5.1.3
BSF processing of NAF GPI request

When the BSF receives the GPI request from the NAF it performs the following processing steps:

1.
The BSF checks that the NAF is authorized to use the NAF_Id provided in the GPI request. If it is not, an error message is generated and the processing is terminated.

The BSF checks that the requested Key_LT in the GPI request is less than the allowed max value in the system. If the value is greater than the max value an error message is generated and the processing is terminated. 

2.
If the UE_Id is a public identity, the BSF resolves the corresponding private identity (i.e. IMPI or IMSI) as specified in TS 29.109 [x1].

3.
If needed, the BSF retrieves the HSS address for the given UE using the SLF.

4.
The BSF requests an AV, and subscriber's GUSS from the HSS. 

NOTE 1:
If the network utilizes an HLR, then no SLF is used.

NOTE 2:
If the network utilizes an HLR, then GUSS can be realized using an external database as defined in TS 33.220 [1].
5.
The BSF checks if GBA_ME or GBA_U is requested by the NAF. If GBA_U is requested the BSF checks that this is compatible with the GBA awareness of the UICC according to the GUSS information. If it is not, an error message is generated and the processing is terminated.

The BSF may use USS for policy management and key selection indication as described in TS 33.220 [1].
If GBA_U is requested the BSF queries its database to find out if the private UE_Id is registered and if a valid Ks already exists. If a valid Ks exists the BSF shall invalidate this Ks.
If the network utilizes an HLR instead of an HSS, then the BSF request only the AV from the HLR.

NOTE 3:
If the network utilizes an HLR, then GUSS can be realized using an external database as defined in TS 33.220 [1]
6.
The BSF generates the requested NAF-key(s) according to provided NAF_Id. 

7.
The BSF generates the GPI. The parameters of the GPI are defined in clause 5.2.1. The generation of the GPI includes calculation of the GPI MAC and performing confidentiality protection on parts of the GPI. GPI protection is described in clause 5.3.
8.
The BSF sends its response to the NAF, and deletes the Ks used. The GPI response is defined in table 5.1.3.1.

Table 5.1.3.1: Parameters in GPI response 

	Parameter name
	Description 
	Notes

	GPI
	GPI 
	GPI information is defined clause 5.2.1

	Ks_NAF /

Ks_ext_NAF
	External NAF-key
	Ks_NAF is generated in GBA_ME based GBA-Push
Ks_ext_NAF is generated in GBA_U based GBA_Push

	Ks_int_NAF
	UICC internal NAF-key
	Ks_int_NAF is generated in GBA_U based GBA_Push

	Key_LT
	NAF-Key life time
	

	UE_Priv_Id
	Private user identity (IMSI/IMPI) for used UE_Id
	Only returned if requested and public user identity was used in GPI request.

	USS
	USS information
	If available


*** END OF CHANGES ***
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