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1. Introduction

This contribution proposes to include AAA Server and HSS in the system architecture of H(e)NB in Section 4 of the TS 33.xyz, since AAA Server and HSS is required to authenticate H(e)NB when Hosting Party authentication is performed.
The detailed changes in the pCR shown below:

First, AAA Server/HSS is included in Figure 4.1.1 of section 4.1 “System architecture of H(e)NB”;

Secondly, AAA Server and HSS Network Elements are described in section 4.2.
Thirdly, the interface between SeGW and AAA Server, and the interface between AAA Server and HSS are described in Section 4.3, due to this reason, the second paragraph of the Editor’s Note in Section 4.3.3 also deleted.
2. pCR


The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).
*************************Begin of first Changes*****************************
4
Overview of Security Architecture and Requirements 
4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or eUTRAN;

· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

· AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.
· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link.
· HNB-GW performs the mandatory access control and HNB performs the optional control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB=GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

· HeNB GW is optional to deploy. If HeNB is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

· Secure communication is required to H(e)NB Management System (H(e)MS). This becomes even more important if H(e)MS is placed outside the operator’s network.
Editor’s Note: The security implications of collapsing certain Core networks related functionality (e.g. SGSN or GGSN) )in the H(e)NB should be included if such collapsing is allowed  
<This section explains the high-level architecture of H(e)NB  security>
4.2
Network Elements

4.2.1
H(e)NB

The H(e)NB is a network element that connects User Equipment via its radio interface to the operator’s core network. Backhaul link to the network is an available broadband connection to the Internet. A H(e)NB is typically deployed in customers’ premises.

NOTE: The term H(e)NB refers to both Home NodeB (HNB) and Home eNodeB (HeNB), when both are meant without distinction.

4.2.2
Security Gateway (SeGW)

The SeGW is a network element at the border of the operator’s core network. After successful mutual authentication between the H(e)NB and the SeGW, the SeGW connects the H(e)NB to the operator’s core network. Any connection between the H(e)NB and the core network is tunnelled through the SeGW.

4.2.3
H(e)NB Management System (H(e)MS)

The H(e)MS is a management server that configures the H(e)NB according to the operator’s policy. H(e)MS is also capable of installing software updates on the H(e)NB. The H(e)MS server may be located inside the operator’s core network (accessible on the MNO Intranet) or outside of it (accessible on the public Internet).

The HMS is specified in TS 32.583 [2].

The HeMS is specified in TS 32.593 [11].

4.2.4
UE

UE is a standard user equipment for UMTS (for HNB) or LTE (for HeNB).

4.2.5
H(e)NB Gateway (H(e)NB-GW) and MME

Editor’s Note:
It has to be decided if this element is an essential part of the security architecture and should be described here. Otherwise this sub-clause can be deleted.
4.2.6
AAA Server and HSS
HSS stores the subscription data and authentication information of the H(e)NBs. When hosting party authentication is required, AAA server authenticates the hosting party based on the authentication information retrieved from HSS.
4.3
Interfaces (Reference Points)

Editor’s Note:
Are we going to specify new interface designators, or are we describing the interfaces with the designators as used for the functions e.g. carried inside a secure tunnel?

4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.

H(e)MS traffic is also tunnelled through this secure backhaul link, if the H(e)MS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.

4.3.2
H(e)MS Interface

The H(e)MS Interface between the H(e)NB and the H(e)MS server provides a secure connection carrying configuration data., SW updates and additional data, e.g. location information.
4.3.3 Interface between SeGW and AAA Server, AAA Server and HSS
The interface between the SeGW and AAA Server provides a secure connection carrying authentication, authorization, and related information.

The interface between AAA Server and HSS provides a secure connection for the retrieval of authentication vectors (e.g. for hosting party authentication) and retrieval of H(e)NB access-related subscriber information. 

4.3.4
Other

Editor’s Note:
Do we need any other interface to be specified with normative text?

****************************End of second changes*****************************************
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