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1. Introduction

This contribution discusses security issues associated with the new work item description on Local IP Access.
2. Background

The concept of Local IP Access (LIPA) has been initially introduced for H(e)NB with mainly two intentions: allowing the subscriber to connect to the local home network and saving operator's costs by breaking out the Internet traffic directly from the H(e)NB. At the SA#44 3GPP operators have shown a strong interest to apply the concept of LIPA also to macro networks, namely UTRAN and E-UTRAN. The idea is that the Internet traffic can be routed to the Internet PDN without traversing the operator's core network. This would allow operators to save on transmission cost and to limit the capacity needed in the core network for Internet traffic.
SA3 will need to study the security implications of the use of LIPA. One such implication is that data routed via LIPA through either a macro nodeB or an H(e)NB will have different (and often less robust) security transforms applied to it. For example, LIPA-routed user traffic may be sent over the backhaul link from an H(e)NB completely unprotected, while “normal” or non-LIPA traffic will be protected within the IPSec tunnel between the H(e)NB and the SeGW. SA3 needs to consider the requirements this difference may impose on the UE, which may need to be able to influence, or at least be aware of, the LIPA- or non-LIPA status of a particular data flow. Controlling authorization of the use of LIPA will also be important. TS22.220, 5.9 requires operators to be able to enable or disable LIPA for an individual H(e)NB. Of course this may also be needed for macro nodeBs. Further, the operator should be able to authorize the use of LIPA for a given UE as well.
Other issues are likely to arise in the course of SA3’s analysis. Thus far, the issues raised by LIPA seem to be common whether a Home or macro (e)NB is involved. Therefore we believe that SA3 should ensure that the security solutions are applicable to both cases. 
3. Proposal for Approval
It is proposed to agree on the accompanying  reply LS and revised WID.
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