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7.5.2.5
Policy for H(e)NB Validation 

This section describes a mechanism that takes advantage of both trusted start-up and secure start-up with adequate consideration on how the operator’s policy applies. Note that this is not a separate method of performing the H(e)NB validation.

Before possible introduction of a policy based mechanism the following topics may have to be clarified: 

- Certain measurements/validation values/boot sequences may be existent only in H(e)NBs of some vendors, dependent on selected implementation. Also dependencies between such values and measurements may vary, e.g. which checks are necessary to achieve a certain security level. Such dependencies may even be hidden, as they may result from vendor-specific implementation details. Thus certain measurements may lead to high security level for one implementation, but to a lower level on others. This implementation dependence could lead to proprietary solutions, which do not need standardization, but are then also not interoperable between different vendor’s products.
- Making some measurements or checks configurable by policy, all possible ways must be implemented first. Thus either the implementation is minimal (which does not need policies), or a multitude of procedures and configurability has to be provided, which may be complex and thus be counterproductive for an inexpensive customer premise device.
- Policies may need to be expressed in a formalized way and be flexible to accommodate all expected variations of implementations. New formalisms may be necessary which have to be standardized for interoperability. Also the dependencies and achievable security levels have to be formally described, to allow operators an easy statement of policies, while assuring the required security level of the selected policy.
The policy may be divided into two separate parts:

1. Part 1, the locally stored policy in HeNB that rules what measurements should be checked locally by the TrE in the H(e)NB and which of these measurements or data that captures the integrity check made by the TrE about these measurements should be sent to the network; 

2. Part 2, the network stored policy that describes how to use the validation results (locally or remotely) and how to make access control decisions, e.g. re-boot, limit access, network isolation or repair online.  

The operator is responsible for the policy generation, configuration, update and distribution. Usually the original copy of the policy is stored and maintained in the core network.

The network verifier should be the PVE (which could be implemented in the SeGW or AAA server depending on the operator’s implementation). If the SeGW receives the HeNB validation messages, it can handle them itself or forward the messages to the entity that has the ability to verify the integrity of H(e)NB (i.e. PVE or AAA server).

The process of performing validation based on policy is described below:

-
Stage 1. Execute a secure boot process STEP by STEP according to the locally pre-configured policy provided by the network.
E.g. the critical core code needs to be checked with the expected value. Only those definitely necessary checks take place at this time, e.g. BIOS, OS loader,(except for those influence the flexibility). 

-
Stage 2. H(e)NB executes the local part of trust boot process. Additional components are loaded one by one according to the locally pre-configured policy provided by the network.

-
Stage 3. Network executes remote validation to complete the trust boot process. 
-
At the end of boot procedure, the TrE sends a signed status message to the network, including the Type 1 local validation result and Type 2 measurements.
-
The network verifier analyzes and assesses the two parts . As to the actual measurement values, it compares them with the expected check-values stored in the network and obtained a remote validation result; 

-
Network makes a H(e)NB access control decision according to the validation results (locally and remotely) and the network stored policy. Based on the two assess results, the core network determines whether H(e)NB is allowed to continue the access procedure, or whether H(e)NB is compromised and needs to be isolated or needs to be repaired by OAM. 
The policy update and re-validation process may also happen periodically or event-initiated when the H(e)NB has been in active status. Also, OAM and software update may also apply in this stage. A re-validation may require a reboot of the H(e)NB to perform the necessary steps as required by the updated policy.
7.5.2.6

H(e)NB Initiated Remediation Upon Validation Failure
Remediation procedures should be defined in the event of a failure of the local integrity check procedures or denial by the SeGW/PVE to authenticate the H(e)NB, in order to support remote maintenance of the H(e)NB.

The H(e)NB should contain a secure code image known as the Emergency Code Base (ECB) [similar to the OMTP TR1 description of ECB]. The ECB provides limited functionality to allow the TrE to be loaded and to check the integrity of codes that enable communications with the OAM to perform remote diagnostics and/or to enable a complete rebuild of the remediated code in a secure manner, and then load and execute such codes only after successful integrity check of such codes. The integrity check and execution of the codes are done under the control and supervision of the TrE.
Upon validation failure either local (through failure of a local integrity check during stage 1 or stage 2 (section 7.5.2.x)) or instigated by the SeGW/PVE (through failure of the binding authentication/validation procedure), the H(e)NB should re-boot itself into a state whereby only the ECB will be loaded and executed. 
The ECB would provide functionality to enable the H(e)NB to attach to the SeGW/OAM to notify it that the local integrity check failed and to request OAM procedures to remediate. In the case of SAV the request for remediation may alternatively be incorporated into the Notify Field of the IKEv2 authentication messages as outlined in section 7.5.2.4.

Following a secure update of the H(e)NB code base through OAM, the H(e)NB would automatically re-boot again and attempt to perform validation with the SeGW/PVE. This remediation process relies on the concept that the core RoT functions of the H(e)NB and the ECB are immune to attack or corruption.
Editor's Note: It is ffs to provide a mechanism preventing the device from entering a mode of continuous reboot following failed remediation attempts.
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