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1 Introduction
In IMS media security solution, KMS is used to provide media security service to persons with higher security requirement. The exchange messages between IMS UE and the KMS need to be protected by the shared key to prevent various kinds of attack. 
The purpose of this contribution is to provide a general solution for generation of shared keys between IMS UEs and the KMS, and also for generation of other key materials that would be used in KMS based solutions for different use scenarios. 
2. pCR to TR33.828-v1.3.0

7.4.2   KMS based Key Derivation 
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Figure 1: KMS based Key management in IMS UE 

The figure illustrates the procedure of shared key derivation. GBA is used to mutually authenticate IMS UE and network through HTTP digest authentication mechanism and then establish the master shared key, e.g. Ks_NAF in GBA_ME mode, between IMS-UE and KMS.  

KMS has one sub-function called Shared Key Derivation Function, which is responsible for retrieving GBA keys from the BSF, deriving Kue from GBA keys; using KMS’s own key Kkms to generate encrypted Kue, and distributing Kue and encrypted Kue to the UE by MIKEY message protected by master shared key. With these two keys, Kue and encrypted Kue, this solution can be used for the following three different KMS based solutions.

1. The IMS UE makes a new key derivation for every single exchange with KMS to establish a new shared key Kue. This solution can reduce the storage overhead and minimize the statefulness issue in KMS. But considering in the predictable future, people tend to use telecommunication service more intensively than today, the signaling overhead caused by bootstraps for every single exchange with KMS cannot be neglected.
2. The shared key Kue resides both in KMS and IMS UEs for its lifetime. After the shared key Kue expires, a new Kue will be generated. This method reduces the signaling roundtrip but requires the KMS and IMS UE to keep and maintain the shared keys.
3.  IMS UE and KMS derive the shared key in a way that IMS UE doesn’t need to do a new bootstrap for every single exchange while KMS also can be freed from the task of maintaining the shared secret with every IMS UEs. This is realized by distributing Kue and encrypted Kue to IMS UE. After the encrypted Kue is successfully transferred to IMS UE, KMS can purge the Kue out of its system. In this way, it won’t cause the storage overhead in KMS and in the meanwhile the security of KMS can be improved because attackers have no way to get the shared key by accessing the storage of KMS. 
The encrypted Kue can be used as token to send to KMS whenever IMS UE want to talk with KMS with shared key Kue. If messages received by KMS include the content protected by Kue, the encrypted Kue should also be included, thus KMS should first decipher the encrypted Kue to get the Kue before reading the content protected by Kue. 

To prevent the encrypted Kue from replay attack or being used by other malicious users, the following data, besides Kue, should also be encrypted together.

	Kue
	Used as a shared key between IMS UE and KMS.

Generated by a PRF(pseudo random function)

	ID
	The identifier of the IMS UE

	Issue Time
	The current time to generate the encrypted Kue.

	LT
	The lifetime of the Kue. 

	RAND (Optional)
	Generated by the PRF, used to protect against replay attack.

	T (Optional)
	Timestamp, used to protected against replay attack

	SQN (Optional)
	Sequence number, used to protect against reply attack

	......
	Other parameters


Notes: 

1). The RAND, T, SQN are optional. They are all used to prevent replay attack. In real implementation, we need to use at least one of them.  

2). The lifetime of Kue is limited. Once Kue expires, IMS UE should initialize the procedure illustrated in the figure again to generate the new Kue. KMS should reject to use an expired Kue. The length of lifetime of Kue can be configured according to the operator’s local policy. But it is suggested that the length of lifetime of Kue should be less than that of Ks_NAF.
The KMS’s own key Kkms can be configured in the hardware and the generation and decryption of encrypted Kue can be implemented by a very efficient custom hardware. Thus the additional encryption and decryption task won’t have significant impact on the performance of the KMS. 

The lifetime of Kkms is also limited. The replacement of Kkms can be done in many ways. Here a simple replacement solution is proposed. 

The lifetime of old Kkms and new Kkms can be overlapped. The overlapped part is called grace period, during which the old Kkms and new Kkms can co-exist. As shown in Fig.2, in the grace period, the encrypted Kue protected by the old Kkms is still acceptable by KMS, while in the generation of encrypted Kue, only new Kkms should be used to do encryption. After grace period, the old Kkms is deleted from the system; KMS only accepts the encrypted Kue protected by the new Kkms and rejects any encrypted Kue protected by the old Kkms. The purpose to introduce the grace period is to support the store-and-forward mechanism, such as deferred delivery, where the encrypted Kue may be sent to KMS several days after the initiator sends out the message.
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Figure 2 Grace period of the Kkms
The length of the lifetime of Kkms and grace period can be configured according to the local policies of operators.
Each solution has its own pros and cons, and the choice depends on the practical requirements and implementation. 
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