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7.1
Support of IMS emergency call over I-WLAN for a UICC-less terminal
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Figure 19

1.
A connection is established between the UICC-less WLAN UE and the WLAN AN, using a Wireless LAN technology specific procedure (out of scope for this specification).

2.
The WLAN AN sends an EAP Request/Identity to the WLAN UE.


EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

3.
The UICC-less WLAN UE sends an EAP Response/Identity message. The UICC-less WLAN UE sends its identity, complying with Network Access Identifier (NAI) format specified in TS 23.003 [18]. The realm part of the NAI in the User Identity is populated with the emergency specific realm.


The UICC-less WLAN UE's identity can be IMEI, MAC address or local IP address assigned by WLAN AN together with WLAN AN info.

4.
The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing path may include one or several AAA proxies (not shown in the figure).

NOTE 1:
Diameter referral can also be applied to find the AAA server.

5.
The 3GPP AAA Server receives the EAP Response/Identity packet that contains the terminal identity. With the realm part of the NAI in the User Identity populated with the emergency specific realm as defined in TS 23.003, 3GPP AAA Server identifies the user is requesting for an emergency call, based on the received identity. 3GPP AAA Server shall set the Emergency_Access flag [2].


The identifier of the WLAN radio network and the MAC address of the UICC-less WLAN UE shall also be received by the 3GPP AAA Server in the same message.

6.
The 3GPP AAA Server initiates the authentication using EAP-TLS, in which client authentication is omitted.

7.
The WLAN AN forwards the EAP Request/TLS to the WLAN UE.

8.
The UICC-less WLAN UE responds with EAP Response/TLS.

9.
The WLAN AN forwards the EAP Response/TLS to the 3GPP AAA Server.

10.
MSK is derived from TLS master secret, see RFC 5216 [7].

11.
The 3GPP AAA Server sends the EAP Success message to WLAN AN. The WLAN AN can store the keying material (MSK) which can be used in communication with the authenticated WLAN UE.

12.
The EAP Success message is forwarded to WLAN UE.

13.
The UICC-less WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and UICC-less WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.


The PDG shall check if there is already an IKE_SA for the UICC-less WLAN UE. If yes, the PDG shall reject the request.

14.
The UICC-less WLAN UE sends the user identity (in the Idi payload) and the emergency W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE's the realm part in its NAI indicates to the PDG the connection request is for emergency call and it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in IETF RFC 4282 [14]. According to IETF RFC 4306 [29], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameter.


If the WLAN UE's Remote IP address needs to be configured dynamically, then the UICC-less WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

15.
The PDG sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in reference [37]. This will help the 3GPP AAA Server to distinguish between authentications for WLAN access and authentications for tunnel setup.

16.
The 3GPP AAA Server shall check whether the Emergency_Access flag is set for the user. If the Emergency_Access flag isn't set or the W-APN is not that for emergency as defined in TS 23.003 [18], the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.


When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material to the PDG. This keying material shall consist of the MSK generated during the authentication process. When the Wm interface (PDG-3GPP AAA Server) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in IETF RFC 4072 [23].

17.
The MSK shall be used by the PDG to check the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in IETF RFC 4306 [29].

18.
The PDG responds with its identity and a certificate. It completes the negotiation of the child security associations as well. EAP Success message is also forwarded to the WLAN UE. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UICC-less WLAN UE requested for a Remote IP address through the CFG_REQUEST.
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A.1.2
Authentication

Legacy 802.11 authentication

The 802.11-1999 authentication mechanism works at the data link layer (MAC layer). Two authentication methods exist, open system authentication and shared key authentication. Open system authentication is in principle a null authentication scheme and accepts anyone that requests authentication.

Shared key authentication is a challenge-response authentication based on a shared secret. The mobile station sends an Authentication request to the Access Point (AP). The Access Point sends a chosen plaintext string to the station and the station responds with the WEP-encrypted string. (See below for more details on WEP). If the string is correctly encrypted the AP sends an Authentication message to the station to indicate that the authentication was successful. The standard allows for up to four keys in a cell but in practice all communication parties in the cell share the same secret. Note that the authentication is not mutual, only the mobile terminals are authenticated. Shared key authentication is very weak. An attacker that listens to a successful authentication exchange will have all elements that are needed to successfully perform an authentication of his/her own, even if the shared key is unknown. Today shared key authentication is not considered useful.

IEEE 802.1X and EAP

The 802.11i Task Group (TGi) within IEEE is working on enhancements to the 802.11 security IEEE Std 802.11i [6]. It has been decided to use IEEE 802.1X as the authentication framework IEEE P802.1X [19]. IEEE 802.1X in turn uses the Extensible Authentication Protocol (EAP) that allows for end-to-end mutual authentication between a Mobile Station and an Authentication Server (see ref. [3]). Thus, even though 802.11i still performs access control on layer 2, the authentication message exchange is not restricted to the MAC layer but uses other IEEE standard as well as IETF standards.

IEEE 802.1X is a standard for port-based access control. IEEE 802.1X can be described to lie between the MAC layer and higher layers and takes care of filtering of frames to/from non-authenticated stations. Before authentication is completed only EAP-traffic is allowed to pass. This allows an authentication exchange to cross the Access Point before general data is allowed to pass. When the 802.1X entity in the Access Point (AP) is informed that a mobile station has successfully authenticated, the AP starts to forward data packets to/from that station. 
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Figure A.1: IEEE 802.1X in part of protocol stack in Access Point or mobile station.
EAP messages are always accepted while other packets are filtered based on authentication status

EAP allows for end-to-end authentication between a Mobile Station and an Authentication Server (AS). EAP is a generic protocol that allows different authentication mechanisms (called EAP methods) to be transported. EAP has a general part that describes the general packet format and header content. Each EAP method then has a more specific description for how the actual authentication mechanism is carried by the EAP packets. The EAP packets can then be transported over different protocols. In 802.1X a special frame format called EAP over LAN (EAPOL) is defined for sending EAP messages over 802 links. This allows EAP messages to be sent over the LAN before higher layer protocols, e.g. IP, have been initiated. Between the Access Point (AP) and the AS, EAP messages are typically encapsulated in an AAA protocol, e.g. in RADIUS or DIAMETER (see figure A.2). It is out of the scope of 802.11i to specify a certain AAA protocol. IEEE 802.11i can in principle also be used without AAA protocol if the EAP method is implemented in the AP.
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Figure A.2: Example of end-to-end authentication using EAP

Examples of EAP methods (RFCs) are:

-
EAP-SIM 
for SIM-based authentication. (RFC 4186  [5]);

-
EAP-AKA for SIM and USIM-based authentication (RFC 4187  [4]);

-
EAP-TLS for certificate-based authentication (RFC 5216 [7]).

The actual EAP authentication takes place between the MS and the AS and is in principle transparent to the AP. The AP only has to forward EAP messages: EAPOL-encapsulated on the wireless side and e.g. RADIUS-encapsulated on the wired side. If authentication is successful, the AS sends a RADIUS-Access Accept message to the AP (in the case RADIUS is used as AAA protocol). The AP then knows that the MS has been authenticated and can start forwarding traffic to/from the MS. After reception of the Access-Accept message from the AS, the AP sends an EAP-Success message to the MS (see figure A.3).

Key management

To use an EAP method with 802.11i it is required that a 256-bit master key is established as part of the authentication process. Many EAP methods generate key material as part of the authentication (e.g. EAP-SIM, EAP-AKA, EAP-TLS) but the exact way in which the master key is generated depends on the EAP method and is outside the scope of 802.11i. After the EAP authentication is finished, both the MS and the AS will know the master key. If RADIUS is used, the AS then sends the master key to the AP as an attribute in the RADIUS-Access Accept message. The MS and AP use the master key to derive session keys for encryption and integrity protection, as specified in 802.11i. This provides unique unicast keys for each MS-AP association. 

The broadcast/multicast key in a cell is generated by the AP and sent in an EAPOL-Key message (defined in 802.1X) to each station. To protect the broadcast/multicast key the EAPOL packet is encrypted with TKIP or AES (see below) using the unicast key. The AP can in principle update the broadcast/multicast key any time, e.g. when a MS leaves the cell.

It shall also be possible to use a pre-shared key instead of the EAP master key material.

Message exchange (example with RADIUS)
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Figure A.3: General EAP authentication with 802.11i and RADIUS as AAA protocol
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