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Introduction and Proposal

This P-CR describes an example for the classification of authentication methods. GBA does not map fully into the OpenID example in the OpenID Provider Authentication Policy extension. Our approach was to see if the general classes that are provided by OpenID were somehow fitting with the security GBA provides.

	Method
	Level 1
	Level 2
	Level 3
	Level 4

	Password via HTTP
	Yes, if challenge-response
	 
	 
	 

	Password via HTTPS
	Yes
	Yes
	 
	 

	PIN and Digital Certificate via HTTPS
	Yes
	Yes
	Yes
	 

	PIN and "soft" OTP token via HTTPS
	Yes
	Yes
	Yes
	 

	PIN and "hard" OTP token via HTTPS
	Yes
	Yes
	Yes
	 

	PIN and "hard" crypto token via HTTPS
	Yes
	Yes
	Yes
	Yes, if FIPS 140-2 Level 2 crypto and Level 3 physical



Source OpenID Provider Authentication Policy Extension Annex / Example
It is really difficult to compare security features, since a lot depends on the actual implementation and the framework it is used in. Here the motivation for the levels that we suggest in the Pseudo Change Request. 

Our assumption is that GBA is better then simple username / password via HTTP. TS 33.222 mandates usage of HTTPS i.e. GBA in general should be level 2 or more. 2G GBA is regarded as better then password via HTTPS, but it does by far not reach the security level of GBA as described in the main body of TS 33.220. Hence level 2 was considered appropriate for 2G GBA. ME based GBA was considered equivalent to a mix of PIN and soft OTP and PIN and hard OTP via HTTPS. Since there exists a hardware trust root, so it is more then soft OTP, but the key generation does not take place in the hard OTP, so it is slightly less than this,. UICC based GBA was considered equivalent to PIN and Hard OTP token via HTTPS. This resulted in level 3 for both of them with a note on that further differentiation was not possible.

We propose to study and accept this P-CR request.

Pseudo-CR

4.5.4
Authentication Method Classification Example
The OpenID Provider Authentication Policy Extension 1.0 [10] provides an optional mechanism by which a RP can request that particular authentication policies are to be applied by the OP, when authenticating the user. This extension also provides a mechanism by which a RPcan request that the OpenID Provider communicate the levels of authentication used, as defined within one or more sets of requested custom Assurance Levels, and for the OpenID Provider to communicate the levels used. 
The source for bootstrapping the credentials is the major difference between different GBA variants.
In all GBA variants, a one time password i.e. (the Ks_(ext/int)_NAF is generated (to make it an one time password, it is recommended to set the key lifetime sufficiently short)). To switch on the ME the user inserted his PIN. 
NOTE1: 
As part of the UICC application (USIM or ISIM) activation procedure, the UICC could require user verification e.g. a PIN entry.
The whole key generation is based on a cryptographic key stored in the secure environment controlled by the operator (e.g. SIM / USIM application on UICC). The only arguable part is that a device once switched on may be open (if not protected by a lock-keyboard PIN) for already a while before the GBA run takes place. We suggest using level 3 for 3GPP GBA_ME and GBA_U and level 2 otherwise, since the security level is notably weaker when, for example a SIM card is taken.
NOTE2: 
Due to the coarseness of the levels no further differentiation between GBA_ME and GBA_U was possible.
A GBA_U enabled USIM that is FIPS level 2 crypto and level 3 physical certified should be regarded as OpenID level 4 according to the example in [10].
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