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Discussion
Text for Clauses 8 and 8.1 is proposed.
Editor’s note is deleted as no longer required.
Section 8.1.3 is deleted as Alternative 1b is no longer in consideration.

Material is added to a new section 8.1.3.  This new material is the proposed text of clause 8.1.4 from S3-090991 with the proposed change in S3-091034 added, with some slight wording changes (“This alternative reflects the solution currenlty in place to address the existing 3GPP M2M business” changed to “This alternative is the solution currently used for the existing 3GPP M2M business").  Also two instances of the word “simply” from S3-090991 are not in this pCR.
Typos are corrected. ‘Alternative 1a’ becomes ‘Alternative 1’.  ‘Ki’ becomes ‘K’.
Proposal
* * * First Change * * * *

8
Summary and conclusions



8.1
Summary of the report methodology and solutions presented

8.1.1
General

This technical report presents a study of the feasibility of securely and remotely managing USIM/ISIM/MCIM applications for M2M equipment within a 3GPP system. Security aspects of a some  M2M use cases  are analysed. A number of security and other requirements are derived from this analysis, and evaluation criteria are derived from these security requirements. A variety of solutions for securely and remotely managing USIM/ISIM/MCIM applications for M2M equipment are then presented, these are:

· Alternative 1: TRE-based solution with remote subscription provisioning and change

· 
· Alternative 2: UICC-based solution with no remote subscription provisioning and change

· Alternative 3a: UICC-based solution with remote subscription change; K transfer between operators

· Alternative 3a: UICC-based solution with remote subscription change; Pre-configured K list on UICC

A threat analysis methodology is described and applied to each of the proposed solutions. Both general threats which apply to any potential solution as well as threats specific to the proposed alternatives are considered. Each alternative is then evaluated according to the criteria given earlier.

Many key aspects of this report, such as the requirements and evaluation criteria, already exist in a compact form and therefore need not be repeated here. The descriptions of the proposed solutions themselves can be quite long, however, so each of them is briefly summarized below.

8.1.2
Alternative 1: TRE based solution with remote subscription provisioning and change

This solution relies on a trusted environment (TRE) within the M2M equipment. Among other features, a TRE should also be able to validate the M2M equipment and perform user authentication. A TRE hosts one or more MCIMs, which are remotely provisioned over the air. MCIMs can exist in one of several lifecycle states. A TRE will manage the transitions between these states and enforce security controls on the MCIMs.

The solution also includes a network architecture which defines a variety of functions, roles and services. A role performs one or more functions. The mapping of functions to roles is not specified, though some natural groupings are evident. Services are provided by one or more functions to the M2M equipment and/or subscriber.

The basic services described are initial and operational connectivity, application, and M2ME supply. The goal of initial connectivity is to provide an IP connection over which the M2ME can be provisioned with credentials and other data required to access the operational network, which may provide any standard 3GPP connectivity. Application services are concerned with supplying the required MCIMs to the M2ME, while the goal of M2ME supply is to physically deploy a functional M2ME to the subscriber. 

Several functions form a part of this solution. The Connectivity Credential Issuing Function (CCIF) is responsible for generating credentials required for initial network access. The Discovery and Registration Function (DRF) helps the M2ME to discover and register with the SHO. The MCIM Download and Provisioning Function (DPF) manages the downloading and provisioning of MCIMs to the M2ME. The Initial Connectivity Function (ICF) provides IP connectivity to allow the M2ME to discover the SHO. 

These functions are performed by one of the following roles: M2ME subscriber; M2ME supplier; Registration, Visited Network, and Selected Home Operators; Non-3GPP Initial Connectivity Service Provider; Platform Validation Authority (PVA); and Regulator. Most of these roles are self-explanatory. The registration operator provides initial connectivity as well as registration and provisioning functions to the M2ME. Non-3GPP Initial Connectivity Service Providers provide non-3GPP access to activation and registration services for the M2ME. The PVA is the authority responsible for validation of credentials used to verify the M2ME as a trusted platform based on a platform credential supplied by the M2ME before downloading of the MCIM takes place. A Regulator may governs the operation of the M2MEs and networks in a country or region.

The solution provides examples of the interactions among the defined roles that are necessary for an M2ME to be remotely provisioned with an MCIM application and credentials. The process of changing to a new SHO is also detailed. Two variants are presented: moving directly from one SHO to another and using the intermediate step of reverting to the original, or pristine, state.

Lastly, the solution presents a trust model describing the tasks that each role is expected and trusted to do by the others.



8.1.3
Alternative 2: UICC-based solution with no remote subscription provisioning and change

This solution consists of providing a removable UICC to each deployed M2M equipment. Either a standard UICC or one having an M2M-specific form factor may be used. Initial provisioning consists of inserting into the device a UICC from the operator selected by the M2M subscriber. The same process is also employed to change a subscription to a different operator. This alternative is the solution currently used for the existing 3GPP M2M business.

