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Discussion
Material is proposed for clause 8.2.1, summary of the solutions evaluated against the use cases (with section header for clause 8.2 as well).
The material is taken from S3-090991 with the following changes made:

· Clause 8.2.1.2 of S3-090991 (containing Alternative 1b) removed as Alternative 1b is no longer in consideration.  Subsequent sections of 8.2.1 renumbered accordingly.
· ‘Alternative 1a’ changed to ‘Alternative 1’ throughout.
· Many of the suggested changes from S3-091034 are used, though not all of them, and in some cases the suggested wording from S3-091034 is adapted
· With respect to the changes to the clause 8.2.1.2 material in S3-090991 that were proposed in S3-091034, the paragraph:
· “The absence of remote provisioning and subscription change means that change of subscription will require someone to physically travel to the M2ME and replace the UICC of one operator with that of another operator. When the initial choice of operator must be done after the device is deployed, this same physical travel will also be required to insert a UICC. This procedure will be a relatively expensive operation.
· Since some M2M scenarios involve large-scale and wide-spread distributed systems (traffic cameras, smart-meters) these costs may be too high for operator change.  This may raise regulatory issues since people might not be able to change their energy supplier, if their metering systems are bound to a certain MNO.  This renders a UICC-based solution with no remote subscription management potentially unsuitable for large-scale M2M distributions.  Indeed TR22.868 notes that for use case 4, use of the existing UICC-based solution makes subscription change “practically impossible”
Has been changed to:
· “The absence of remote provisioning and subscription change means that change of subscription will require someone to physically travel to the M2ME and replace the UICC of one operator with that of another operator. When the initial choice of operator must be done after the device is deployed, this same physical travel will also be required to insert a UICC. This procedure may be a relatively expensive operation, but it may still be possible to have viable M2M business models involving this procedure.  It should be noted that TR22.868 notes that for use case 4, use of the existing UICC-based solution makes subscription change “practically impossible”.

The following two paragraphs from S3-090991, which S3-091034 proposed to delete, have been retained, as the comments against them in S3-091034 are not fully accepted:

· “The requirement to have need for a removable UICC may also mean that M2MEs cannot be below a certain size (as the UICC cannot be so small that it is not physically removable), which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required.

· The requirement to have a removable UICC will also lead to concerns with UICC removal for use cases such as numbers 2 and 3 where the M2ME is readily accessible to attackers. Additional protection mechanisms may have to be implemented which may further limit the future uses of this solution.”

Though the comment “The use of the new Industrial Form Factor UICC may remove this concern” has been added in this document (to both clauses 8.2.1.2 and 8.2.1.3).  Further the phrase “which may further limit the future uses of this solution” at the end of the second bullet above has not been retained for this document.
· It is believed that all of the changes to S3-090991 in S3-091026 have been addressed in this document:
· “Note that TR22.868 does not consider UICC-less use cases” has been added to 8.2.1..1 as proposed in S3-091026

· Text in 8.2.1.3 of S3-090991 on regulatory concerns has not been retained for this document, removing the need for the suggested addition to this text in S3-091026

· Text on the new Industrial Form Factor has been added in 8.2.1.2 (in response to comments in S3-091034) removing the need for the suggested text on this in S3-091026
Proposal
* * * First Change * * * *

8.2
Summary of the solution evaluations against the use cases and against the evaluation criteria

8.2.1
Summary of the solutions evaluated against the use cases

The use cases in section 4.1 were developed in order to derive security requirements and in turn, evaluation criteria for the candidate solutions - they were not developed to directly assess the candidate solutions.  Nonetheless, as the use cases were considered sufficiently representative to be used as a source of security requirements, they can also be considered sufficiently representative for there to be some value in assessing how the candidate scenarios could be used to implement them.

The four use cases in section 4.1 are (see section 4.1 for full descriptions):

· Use Case 1: Traffic Cameras

· Use Case 2: Metering

· Use Case 3: Vending

· Use Case 4: Asset / Cargo Tracking
8.2.1.1
Alternative 1: TRE based solution with remote subscription provisioning and change
In principle, alternative 1 could be used to implement the four use cases, including choice of initial operator after the M2ME has been deployed..  However security concerns with the use of an integrated Trusted Environment rather than a separate UICC, have been expressed by some 3GPP MNOs and also by the GSMA (see Annex A.1).  The need for significant amounts of new infrastructure for remote provisioning of subscriptions may also be a concern to others - this new infrastructure may be too expensive for some use cases.

The security concern might be particularly relevant to use case 2, Metering, where the owner of the property in which the M2ME used for metering is situated has unlimited access to the M2ME and a strong incentive to tamper with its operation.  For use cases 1 and 4, where the M2ME may be in locations that are difficult and/or expensive to access, the capability for over the air change or update of subscription credentials can be seen as particularly advantageous to some entities.

Note that TR22.868 does not consider UICC-less use cases.
8.2.1.2
Alternative 2: UICC-based solution with no remote subscription provisioning and change
Alternative 2 can meet all four use cases, except that it does not allow for remote choice of initial operator after the M2ME has been deployed (though the operator can be chosen after M2ME deployment if physical insertion of a UICC is acceptable). The existing 3GPP M2M business relies on this solution and there are implementations of this solution in the market already for use cases 1, 3 and 4 at least.

However, Alternative 2 may not present an optimal solution for the four use cases for the following reasons:

· The absence of remote provisioning and subscription change means that change of subscription will require someone to physically travel to the M2ME and replace the UICC of one operator with that of another operator. When the initial choice of operator must be done after the device is deployed, this same physical travel will also be required to insert a UICC. This procedure may be a relatively expensive operation, but it may still be possible to have viable M2M business models involving this procedure.  It should be noted that TR22.868 notes that for use case 4, use of the existing UICC-based solution makes subscription change “practically impossible”.

· The requirement to have a removable UICC may also mean that M2MEs cannot be below a certain size (as the UICC cannot be so small that it is not physically removable), which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required.  The use of the new Industrial Form Factor UICC may remove this concern, though this may mean the UICC is then non-removable.

· The requirement to have a removable UICC will also lead to concerns with UICC removal for use cases such as numbers 2 and 3 where the M2ME is readily accessible to attackers. Additional protection mechanisms may have to be implemented.

8.2.1.3
Alternative 3a: UICC-based solution with remote subscription change; IMSI change and key (K) transfer between operators

Alternative 3a can be used to implement all four use cases, except that it does not allow for remote choice of initial operator after the M2ME has been deployed.   As M2MEs operate in exposed environments, the unauthorised removal of the UICC can become an issue.  The exchange of subscriber/OTA keys among operators will require the establishment of trust relations among those operators. It may be challenging for a new operator to join a group with a pre-existing set of such relationsAlso, especially in the context of alternative 3a, where operators are required to exchange K/OTA key pairs, a large infrastructure for the establishment of trust relationships has to be established to enable the exchange of subscriber/OTA key pairs among operators..  Since a UICC is used, there may be concerns with UICC removal for some use cases. However, this alternative provides for remote change of subscription, which means that the UICC can, if required, be physically attached to the M2ME so that it is very difficult or impossible to remove.

The requirement to have a UICC may also mean that M2MEs cannot be below a certain size, which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required.  The use of the new Industrial Form Factor UICC may address this concern,.

8.2.1.4
Alternative 3b: UICC-based solution with remote subscription change; Pre-configured K list on UICC

Alternative 3b can be used to implement all four use cases, except that it does not allow for remote choice of initial operator after the M2ME has been deployed.  Since a UICC is used, there may be concerns with unauthorised UICC removal for some use cases. However this alternative provides for remote change of subscription, which means that the UICC can be physically attached to the M2ME so that it is very difficult or impossible to remove.

The requirement to have a UICC may also mean that M2MEs cannot be below a certain size, which may lead to devices/modules that are too big for variants of the use cases where very small embedded M2MEs are required. The use of the new Industrial Form Factor UICC may address this concern, though this may mean the UICC is then non-removable. According to the evaluation of 3b, UICC-swap may be required for cases where the OTA key-change procedure fails.

Implementations of alternative 3b would have to ensure that the number of different operators to which the UICC can be assigned during its lifetime was high enough to cover the operator change requirements required by some variants of the use cases.
