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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

With Common IMS it has become possible to use IMS over a wide variety of access networks. These access networks provide security of varying strengths, or, in some cases, no security at all. It is therefore desirable to have a standard for IMS media plane security, which guarantees uniform protection of IMS media against eavesdropping and undetected modification across access networks. Furthermore, media transport in the core network, although generally less vulnerable than in the access network, may also be realised in varying ways with different guarantees of protection. It is therefore also desirable to have a standard for IMS media plane security, which guarantees protection of IMS media against eavesdropping and undetected modification in an end-to-end fashion between two terminal devices.

1
Scope

The present document presents IMS media plane security which is designed to meet the following three main objectives: 

1. to provide security for media usable across all access networks
2. to provide an end-to-end media security solution to satisfy major user categories

3. to provide end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service. 
The media plane security is based on well established protocols like SRTP and (PSK-)TLS. Key management solution for these media plane protection protocols is defined.

2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
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For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3
Definitions, symbols and abbreviations



3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].




Application: In all places in this document where the term application is used to refer to a service offered by the MNO or a third party to the mobile subscriber, then it always denotes the type of application and not the actual instance of an application installed on an application server.
Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

Bootstrapping Transaction Identifier: the bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in reference points Ua, Ub and Zn.

Bootstrapping Usage Procedure: A procedure using bootstrapped security association over Ua reference point.
End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-middle security: This term refers to media protection extending between an IMS UE and an IMS core network node in the media path without being terminated by any intermediary.

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

GBA Function: A function on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is called by a Ua application when a Ua application wants to use bootstrapped security association.

IMS User Equipment: User equipment used for IMS media communications over access networks. Use of such equipment for IMS media communications over any 3GPP access network shall require presence of a UICC.

ME-based GBA: in GBA_ME, all GBA-specific functions are carried out in the ME. The UICC is GBA-unaware. If the term GBA is used in this document without any further qualification then always GBA_ME is meant, see clause 4 of this specification.

Network Application Function: NAF is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.

GBA User Security Settings: GUSS contains the BSF specific information element and the set of all application-specific USSs.
GUSS timestamp: the timestamp of the GUSS is set by the HSS. It changes whenever the HSS has modified the GUSS.

NAF Group: A grouping of NAFs to allow assignment of different USSs to NAFs representing the same application. This grouping is done in each home network separately, i.e. one NAF contacting BSFs in different home networks belongs to different groups in every home network.
NAF_Id: The FQDN of the NAF, concatenated with the Ua security protocol identifier.

NAF-Key: NAF-Key denotes a NAF_Key generated in GBA ME mode or a NAF_ext_Key generated in GBA_U mode, see TS 33.220 [6].

Ua Application: An application on the ME intended to run bootstrapping usage procedure with a NAF.
Ua security protocol identifier: An identifier which is associated with a security protocol over Ua.
UICC-based GBA: this is a GBA with UICC-based enhancement. In GBA_U, the GBA-specific functions are split between ME and UICC, see clause 5 of this specification.

User Security Setting: A USS is an application and subscriber specific parameter set that defines two parts, an authentication part, which contains the list of identities of the user needed for the application (e.g. IMPUs, MSISDN, pseudonyms), and an authorisation part, which contains the user permission flags (e.g. access to application allowed, type of certificates which may be issued). In addition, a USS may contain a key selection indication, which is used in the GBA_U case to mandate the usage of either the ME-based key (Ks_(ext)_NAF) or the UICC-based key (Ks_int_NAF) or both. Sometimes also called application-specific user security setting. The USS is delivered to the BSF as a part of GUSS from the HSS, and from the BSF to the NAF if requested by the NAF.
3.2
Symbols

For the purposes of the present document, the following symbols apply:



3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

e2ae security
End-to-access edge security 

e2m security
End-to-middle security 

e2e security
End-to-end security 

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

GUSS
GBA User Security Settings

HLR
Home Location Register

HSS
Home Subscriber System

KDF
Key Derivation Function

Ks_NAF
Derived key in GBA_ME

Ks_int_NAF
Derived key in GBA_U which remains on UICC

Ks_ext_NAF
Derived key in GBA_U

MNO
Mobile Network Operator

NAF
Network Application Function

PKI
Public Key Infrastructure

USS
User Security Setting
4
IMS media plane security overview
4.1
Introduction
4.1.1
General
IMS media plane security is composed of two more or less independent key management solutions. The first solution, SDES, is for protecting media over IMS access networks. This solution can also be used for end-to-end media protection. The solution relies on the security of the SIP infrastructure and in particular on SIP signalling security. 

The second solution is for e2e protection and aims for high security independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a "ticket" concept. The security offered is anchored in the KMS and the functionality used for user authentication key generation towards the KMS. 

Irrespectively of key management solution used, SRTP [9] is used as the security protocol to protect RTP based traffic. Specifically, the key(s) provided by this specification are used as the so called SRTP master key.
4.1.2 
Solution overview
4.1.2.1
SDES security

4.1.2.2
KMS based solution

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
The KMS based solution is an end-to-end security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a Key Management Service (KMS) and a "ticket" concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. 

Users served by different KMS's may establish connections with media plane security enabled, provided that the operators of the KMS's have a cooperation agreement and that the operators have established a secure and authenticated channel for message exchange between the KMS's. 

The KMS based solution allows implementation of per user policies regarding use of secure connections in general and key handling in particular. A simple default policy is defined but system specific policies can easily be defined and enforced by the KMS. Access to the KMS is based on user authentication and authorization. User authentication is either based on GBA [6] with the KMS taking the role of a NAF or use of a corresponding proprietary mechanism.

The KMS base solution specified here also solves the so called forking problem as it includes a mechanism which gives each individual recipient end-point in a forking scenario a unique key. These end-point unique keys cannot be recreated by any other end-point and in particular not any other end-point to which the call was forked. At the same time the solution offers SIP security independent mutual identity verification of caller and answering user.

This KMS based solution includes features aiming to off-load the KMS from receiving ticket requests. The first feature is that tickets may be reused. This means that a user may request a ticket for another user and then for a specified time period use this ticket to protect calls to the other user. Another feature is that it is possible to generate tickets that can be used to establish secure connections to any user in a defined set of users. Such tickets are called group tickets. Note that use of tickets combining these two features which may be used to significantly reduce the number of ticket requests that the KMS has to handle. Note also that the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.  
4.2
IMS media plane security architecture
4.2.1
General

4.2.2 
End-to-middle security
4.2.3 
End-to-end security using SDES
4.2.4 
End-to-end security using KMS

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
The objective of the KMS based solution is to establish media plane security between two IMS UE's. The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains.

A simple network model of the entities involved in the key management for The KMS based solution is shown in Figure 1. The architecture follows the Generic Bootstrapping Architecture (GBA) [6].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE 1: 
Instead of GBA other systems offering corresponding services may be used. The used system has to provide user authentication, a shared security association between KMS and user and an identity for the security association. The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

A new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket issued by another KMS. The end-points using Zk shall be mutually authenticated and Network Domain Security as in TS 33.210 [5] shall be used for confidentiality and integrity protection. Note that this introduces a hop-by-hop trust chain as only he KMS receiving the request from the IMS UE will authenticate the user. The KMS resolving the ticket will have to trust the requesting KMS.

The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed as the required new functionality is implemented by modifications in SIP/SDP.
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Figure 1. Reference model for key management for MIKEY TICKET

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [2].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [6]
-
For how to secure Zh and Zn also refer to TS 33.220 [6]
-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are defined in Annex A.
-
Reference point Zk also uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures is  according to Annex A with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [5] shall be used for authentication of endpoints and protection of messages.
5
IMS media plane security features

5.1
Media integrity protection 
The support for IMS media integrity protection is optional in the UE and optional in IMS core network elements.

The use of IMS media integrity protection is optional, except where specified otherwise.
NOTE: 
An example of an exception mentioned in the preceding sentence is that the use of integrity protection of RTCP is mandatory when SRTP is used, according to RFC 3711 [9].
5.2
Media confidentiality protection
The support for IMS media confidentiality protection is optional in the UE and optional in IMS core network elements. 

The use of IMS media confidentiality protection is optional. 
5.3
Authentication and authorization


5.3.1 
Authentication and authorization for e2m protection using SDES
5.3.2 
Authentication and authorization for e2e protection using SDES
5.3.3 
Authentication and authorization for e2e protection using KM
User authentication and authorization shall be performed as described in Clause 6.2.3. 

The KMS can perform policy control regarding e.g. who is allowed to set up connections with secured media to whom. Other ticket features defined in MIKEY-TICKET [14] such as reuse of tickets, forking key generation and terminating side authentication can also be controlled by the KMS.  

Authorization of ticket requests to the KMS is based on an authenticated user identity carried in the request message.  The user may request a specific type of ticket but the KMS can control the actual settings in the issued ticket.

When the terminating side requests the KMS to resolve a ticket and return the keys to use, the KMS checks that the terminating user is authorized to resolve the ticket. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user in the request message. 

When user authentication is based on GBA, the IMS UE uses its GBA BTID [6] as authenticated identifier. The NAF-key identified by the BTID is used for protection of the message exchange.

Mutual authentication between initiating and terminating users is achieved based on trust in the KMS. The terminating side will be assured of the initiating IMS UE identity as its (KMS User) identity will be included in the ticket and ticket integrity will be verified by the KMS and reported. The initiator will get assurance about the identity of the terminating user when receiving the TRANSFER_RESP message. The message will include a token (IDmod) generated by the KMS which includes a (KMS User) Identity representing the entity requesting the KMS to resolve the ticket. As the resolve request is authenticated by the KMS, the initiator gets assurance about the terminating side (KMS User) identity. 

As the based solution only provides end-to-end security there is no need for control and policing regarding the scope of media protection. 

If there is a need in the network to detect that KMS based security solution is used it can be done by inspecting the SDP parts of the SIP signalling, in particular the key management lines (use of MIKEY-TICKET).
5.4
Security properties of key management, distribution and derivation


5.4.1 
Security properties for e2m protection using SDES
5.4.2 
Security properties for e2e protection using SDES
5.4.3 
Security properties for e2e protection using KMS
Key management, distribution and derivation shall be performed as described in Clause 6.2.3.  It is performed in accordance with MIKEY-TICKET [14].  In particular the key derivation functions of MIKEY in RFC 3830 [11] are reused.

MIKEY-TICKET extends the concepts from MIKEY in RFC 3830 [11] to cover ticket based key management. The basic exchanges between a user and the KMS used in this specification are security-wise modelled after MIKEY PSK and exhibit the same security properties.

These exchanges are performed over HTTP [8] and the security is based on the message security offered by MIKEY-TICKET.

The ticket transfer exchange is also modelled after MIKEY PSK but instead of directly using shared keys for message protection and protection of TGKs/TEKs, these keys are carried in the ticket and made available to the users from the KMS. Assuming that the KMS is secure this will render this exchange the same security properties as MIKEY PSK.

Access to KMS is a single source of failure in the system and depending on service requirements back-up solutions should be considered. It would be possible to replicate the KMS functionality and e.g. use another address for access. It is also possible to use different KMS's for ticket requests and ticket resolves. 

The KMS and the BSF are critical components in the system and their availability should be protected. Measures to protect against denial of service attacks should be installed. 
6
Security mechanisms

6.1 
Media security mechanisms

6.1.1 
Media security mechanisms for real-time traffic
In this specification, protection for real-time traffic means protection for IMS traffic using the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [10].

The integrity and confidentiality protection for IMS traffic using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),  RFC 3711 [9]. The integrity and confidentiality protection for IMS traffic using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP),  RFC 3711 [9].
A compliant implementation shall support the default transforms and key derivation functions defined in SRTP [9] Additional transforms and key derivation functions may be supported. 
Key management mechanisms for SRTP and SRTCP, as used in this specification, are described in clause 6.2.  For SRTP [9] the key material provided shall serve as SRTP master key.
Editor’s note: Further profiling of SRTP and SRTCP is ffs. 
6.1.2 
Media security mechanisms for non-real-time traffic

6.2 
Key management mechanisms for media protection 

6.2.1 
Key management mechanisms for e2m protection
6.2.1.1 
Endpoints for end-to-access edge protection

The P-CSCF shall handle signalling related to end-to-access edge protection. In particular, the P-CSCF shall terminate the key management protocol and communicate the agreed security context parameters to the IMS Access Gateway over the Iq interface. 

The IMS Access Gateway shall terminate the protocol for media confidentiality and integrity protection towards the UE as requested by the P-CSCF. The IMS Access Gateway shall send unprotected packets to and receive unprotected packets from the network.

For IMS real-time traffic, the IMS Access Gateway shall send SRTP and SRTCP packets to and receive SRTP and SRTCP packets from the UE as requested by the P-CSCF. The IMS Access Gateway shall send RTP and RTCP packets to and receive RTP and RTCP packets from the network. 

For the definition of the IMS Access Gateway cf. TS 23.228 [3].
6.2.1.2 
Key management protocol for end-to-access edge protection

The key management protocol for end-to-access edge protection for real-time traffic shall be the SDP Security Descriptions (SDES) as defined in [13].

The secure use of the SDP crypto attribute defined in SDES requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, these security services are provided by the SIP signalling security mechanisms applied between the UE and the P-CSCF as defined in TS 33.203 [4]. SIP messages between the UE and the P-CSCF shall be confidentiality-protected either by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.203 [4], or by confidentiality provided by the underlying access network.  
6.2.1.3 
Functional extension of the Iq interface for end-to-access edge protection

Editor’s Note: This subclause describes the security context parameters, which shall be exchanged over the Iq interface. They are ffs. Whether status-related messages are required from the IMS Access GW to the P-CSCF also is ffs.
6.2.2 
Key management mechanisms for e2e protection using SDES
SDP Security Descriptions (DES) as defined in [13] may be used for key management for end-to-end protection for real-time traffic.

The secure use of the SDP crypto attribute defined in SDES requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, these security services are provided by the SIP signalling security mechanisms applied between the UE and the P-CSCF as defined in TS 33.203 [4] and between IMS core network elements as defined in TS 33.210 [4]. SIP messages between the UE and the P-CSCF shall be confidentiality-protected either by the confidentiality mechanisms of IPsec or TLS as defined in TS 33.203 [4], or by confidentiality provided by the underlying access network. SIP messages between IMS core network elements shall be confidentiality-protected as defined in TS 33.210 [4], or by confidentiality provided by the underlying core network.

NOTE: e2e protection using the key management mechanism described above may also be achieved between an IMS UE and a non-IMS SIP terminal. It is true also for this case that the services of a data security protocol to secure the SDP message are required. However, the means to provide such services in a non-IMS network are outside the scope of this specification.
6.2.3 
Key management mechanisms for e2e protection using KMS
Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
6.2.3.1
General

The key management mechanisms are defined by MIKEY-TICKET [14] and profiling of the tickets and the procedures in this specification.

MIKEY-TICKET [14] contains three message exchanges. The first exchange is called Ticket Request and is between the initiating user and the KMS. The second exchange is called Ticket Transfer and is between initiating and terminating users. The third exchange is called Ticket Resolve and is between the terminating user and the KMS. The exchanges and the messages in the exchanges are illustrated in Figure 2. In MIKEY-TICKET [14] the three parties involved in the message exchanges are called Initiator, KMS and Responder, respectively. 

Editor's Note: MIKEY-TICKET is a new MIKEY mode of operation extending the functionality of MIKEY to also cover ticket based key management. The work writing the AD sponsored draft is ongoing and a preliminary version can be found in S3-091345. 
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Figure 2. MIKEY-TICKET message exchanges
6.2.3.2
KMS user and user group identities


Users of the KMS based security solution shall have at least one public SIP-URI formatted identity. The NAI part (username@domain) of this identity is used for user identification and authentication in the key management system. This identity is called the KMS user identity. 

KMS user identities are used to identify the user to which a ticket is issued and the allowed recipients of the ticket, i.e. the (set of) user(s) which are allowed to resolve the ticket and receive the associated keys. This information is included in the ticket.  

User groups for key management purposes can be defined by wild-carding of KMS user identities. The character * (asterix) is used as the wild card character and designates one or more occurrences of a character. A string formatted as a KMS user identity and which includes at least one occurrence of the wild card character is called a KMS user group identity. The KMS group identity *.department@company thus defines the group of users that have a KMSb user identity matching the wild-carded string and the group would include e.g. user1.department@company and user2.department@company. Another example is the group of all users which would be designated as *.*. By appropriate assignment of public IMS user identities varying group structures can be implemented.

6.2.3.3
IMS UE local policies

The use of the KMS based security solution is at the users' discretion; its use may be controlled by a local policy in the IMS UE and the functionality may be access protected by e.g. a password. This local policy may also control if and when reusable tickets are allowed, if and when group tickets shall be requested and which group a ticket shall be issued for.  Furthermore, it may define which under which conditions a received ticket shall be accepted. 

Local policies may also control how and when warning messages are issued to the user.

6.2.3.4
Ticket format

The ticket format used is according to MIKEY-TICKET [14] with the following profiling defining the 3GPP version 1 ticket format.

Editor's Note: Ticket profiling is ffsThe final profiling of the ticket format has to be performed when a stable proposal in MIKEY-TICKET [14] is available.
Editor's Note: The following profiling shall be specified:
-  The public identity of the IMS UE to which a ticket is issued shall be a KMS User Identity. 
-  The public identity of an allowed recipient shall be either a KMS User Identity or a KMS User Group 
    Identity. 

A group ticket is a ticket having more than one user as allowed recipient.

6.2.3.5
Authentication of public identities in REQUEST_INIT and RESOLVE_INIT

When the KMS receives a REQUEST_INIT and RESOLVE_INIT request, it must verify that the user issuing the request is associated with the ticket being used. This verification is performed by matching the KMM user identities against the list of all Public (IMS) User Identities associated with the requesting user. The list of all Public (IMS) User Identities associated with the a user shall be made available to the KMS as USS information via the BSF. 

The authentication procedure is performed as described here. When a KMS receives a Ticket request, the KMS shall verify that the request comes from a KMS user which is one of the designated allowed recipients of the ticket. The user issuing the request is identified according to GBA procedures by the GBA BTID. The KMS uses the BTID to request the the NAF-Key used to protect the request and USS information containing a list of all Public (IMS) User Identities which are associated with the user that issued the request.  When the KMS has received the list of Public (IMS) user identities it may transform them into KMS user identities and verify that there is a least one matching the initiator/allowed recipient identity in the ticket. 

6.2.3.6
Authentication of terminating user identity

The IDmod in the TRANSFER_RESP message shall contain a KMS user identity associated with the user issuing a RESOLVE_INIT. If the KMS user identity sent in the RESOLVE_INIT message matches the allowed recipients, then this identity shall be useed. If it does n't not match the allowed set of recipients, but another associated Public (IMS) User Identity implies a match the corresponding KMS user identity shall be returned.

6.2.3.7
Reusable tickets

Reusable tickets are allowed and their use is controlled by KMS and IMS UE local policies. 

A ticket can be issued as a reusable ticket. That a ticket is reusable means that it carries an indication recommending that a ticket recipient stores it and the associated keys to not have to request keys from the KMS each time the ticket is received. It is however not required that reusable tickets are stored. Local policy may e.g. for capacity limited devices determine not to store such tickets. It is always allowed to resolve the ticket every time it is received.

Tickets that are not reusable shall be resolved when received at the terminating side. 
7   
Security association set-up procedures for media protection

7.1 
UE registration procedures
Figure 3 shows an IMS registration procedure in which the IMS UE registers its media security capability. 
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Figure 3: Registering Media security capability 

The IMS UE performs an IMS registration according to 3GPP TS 23.228 [3]. When performing the registration, the IMS UE (in Step 1) includes the supported UE media security capability. When receiving the UE media security capability from the I-CSCF (Step 5), the S-CSCF stores them. 

Editor’s Note: It is the P-CSCF, not the S-CSCF, which makes use of the registered UE media security capability, cf. subclause on terminating procedures for e2ae security. So, a means needs to be found to communicate the UE media security capability during registration to the P-CSCF for storage there. Providing UE media security capability from the S-CSCF to the P-CSCF only during call set-up would be another possibility in principle, but seems more difficult from a protocol point of view. 

Editor’s Note: The semantics of the UE media security capability are ffs. TR 33.828, clause 6.3.2, suggests the values should be “end-2-access-edge” or “end-to-end”. However, the procedure for the UE looks quite the same for e2ae and e2e, so it is questionable whether e2ae and e2e relates to different capability (as opposed to policies) on the UE side. The simplest option seems that the UE media security capability just indicates whether the UE supports SRTP, SDES or KMS.

Editor’s Note: It is ffs whether the P-CSCF media security capability should be communicated to the UE during registration. The P-CSCF media security capability would refer to the capability of the P-CSCF to support e2ae security. When originating a call it would be useful for the UE to know whether the P-CSCF supported e2ae security, as then the UE could avoid sending an SDP Offer for an SRTP stream if the UE already knew that neither the other UE nor the P-CSCF supported SRTP. 
7.2 
UE originating procedures
7.2.1
UE originating procedures for e2m
Figure 4 shows the originating call set-up procedures for real-time traffic using e2ae based security. 
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Figure 4: Originating call flow for end-to-access-edge case 

The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3].
The procedure in the above figure is now described step-by-step.

1.
UE A sends an SDP Offer for an SRTP stream containing an SDES crypto attribute with a key K11 and other security context parameters to the P-CSCF. UE A includes an indication that it requires e2ae security.

(1) 2.
The P-CSCF allocates the required resources and includes the IMS Access GW in the media path.

NOTE: this step may be required for the purposes of e2ae security even if it was not required otherwise.

3.
The P-CSCF changes the transport from SRTP to RTP in the SDP Offer and removes the SDES crypto attribute. The P-CSCF then sends the changed SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

5.
The S-CSCF receives the SDP Answer from the terminating network.

6.
The S-CSCF forwards the SDP Answer to the P-CSCF. 

7.
The P-CSCF creates a key K12 for protecting the media plane traffic towards UE A between the IMS Access GW and UE A. The P-CSCF communicates the established keys K11 and K12, as well as the other security context parameters, to the IMS Access GW. The P-CSCF instructs the IMS Access GW to decrypt the media plane traffic arriving from UE A using K11, and to encrypt the media plane traffic arriving from the terminating network using K12.

8.
The P-CSCF changes the transport from RTP to SRTP in the SDP Answer, includes an SDES crypto attribute with key K12 and other security context parameters, as well as a confirmation that e2ae security is provided, and then sends the SDP Answer to UE A. After receiving this message UE A completes the media security setup.

9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and the IMS Access Gateway. UE A encrypts and decrypts media plane traffic sent to and received from the network. The IMS Access Gateway decrypts media plane traffic arriving from UE A before passing it on towards the terminating network. The IMS Access Gateway encrypts media plane traffic arriving from the terminating network before passing it on to UE A.

Editor’s Note: It is ffs whether the indicator “e2ae indication” is mandatory, or optional, or not required at all. Its semantics is also ffs. It is also ffs whether further e2ae indications, and their inclusion in other messages than the ones shown above, are required.
7.2.2
UE originating procedures for e2e using SDES
Figure 5 shows the originating call set-up procedures for real-time traffic using e2e based security. 
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Figure 5: Originating call flow for end-to-end case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3].
The procedure in the above figure is now described step-by-step.

1.
UE A sends an SDP Offer for an SRTP stream containing an SDES crypto attribute with a key K1 and other security context parameters to the P-CSCF. UE A includes an indication that it requires e2e security.

2.
The P-CSCF forwards the SDP offer towards the S-CSCF.

3.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

4.
The S-CSCF receives the SDP Answer from the terminating network containing an SDES crypto attribute with a key K2 and other security context parameters.

5.
The S-CSCF forwards the SDP Answer to the P-CSCF. 

6.
The P-CSCF forwards the SDP Answer to UE A. After receiving this message UE A completes the media security setup.

7.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and UE B. UE A encrypts media plane traffic sent towards UE B using key K1 and decrypts media plane traffic arriving from UE B using key K2. 
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs. 
7.2.3
UE originating procedures for e2e using KMS
Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
Figure 6 shows the originating call set-up procedures for real-time traffic using KMS based security. 
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Figure 6: Originating call flow for end-to-end case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3]. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

The procedure in the above figure is now described step-by-step.

1.
IMS UE A interacts with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B. 

2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. IMS UE A includes an indication that it requires e2e security.

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-TICKET. 
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.
7.3 
UE terminating procedures

7.3.1
UE terminating procedures for e2m
Figure 7 shows the terminating call set-up procedures for real-time traffic using e2ae based security. 
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Figure 7: Terminating call flow for end-to-access-edge case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3].
The procedure in the above figure is now described step-by-step.

(1) 1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP stream from the originating network.

(2) 2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an RTP stream to the P-CSCF. 
3.
The P-CSCF checks the registered security capabilities of UE B. The P-CSCF then decides, based on its local policy to offer e2ae security. The P-CSCF allocates the required resources and includes the IMS Access GW in the media path. 

NOTE: this step may be required for the purposes of e2ae security even if it would not be required otherwise.
(3) 4.
The P-CSCF changes “RTP” to “SRTP” in the SDP Offer, includes an SDES crypto attribute with a key K21 and other security context parameters, as well as a confirmation that e2ae security is provided, and sends it to UE B. 

5.
UE B replies with an SDP Answer for an SRTP stream, including an SDES crypto attribute with a key K22 and other security context parameters. 

6.
The P-CSCF communicates the established keys K21 and K22, as well as the other security context parameters, to the IMS Access GW. The P-CSCF instructs the IMS Access GW to decrypt the media plane traffic arriving from UE B using K22, and to encrypt the media plane traffic arriving from the originating network using K21.
7.
The P-CSCF changes “SRTP” to “RTP” in the SDP Answer, removes the SDES crypto attribute, and then sends the SDP Answer to the S-CSCF.
(4) 8.
The S-CSCF forwards the SDP Answer towards the originating network.
 9.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between the UE B and IMS Access Gateway. UE B encrypts and decrypts media plane traffic sent to and received from the network. The IMS Access Gateway decrypts media plane traffic arriving from UE B before passing it on towards the originating network.  The IMS Access Gateway encrypts media plane traffic arriving from the originating network before passing it on to UE B.

Editor’s Note: It is ffs whether the indicator “e2ae indication” is mandatory, or optional, or not required at all. Its semantics is also ffs. It is also ffs whether further e2ae indications, and their inclusion in other messages than the ones shown above, are required.
7.3.2
UE terminating procedures for e2e using SDES
Figure 8 shows the terminating call set-up procedures for real-time traffic using e2e based security. 
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Figure 8: Terminating call flow for end-to-end case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3].
The procedure in the above figure is now described step-by-step.

(5) The S-CSCF in the terminating network receives an SDP Offer for an SRTP stream including an SDES crypto attribute with a key K1 from the originating network.

(6) The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an SRTP stream to the P-CSCF. 
(7) The P-CSCF forwards the SDP Offer for an SRTP stream to UE B. 

(8) UE B replies with an SDP Answer for an SRTP stream, including an SDES crypto attribute with a key K2 and other security context parameters. 

(9) The P-CSCF forwards the SDP Answer to the S-CSCF.
(10) The S-CSCF forwards the SDP Answer towards the originating network.
(11)  When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between UE A and UE B. UE B encrypts media plane traffic sent towards UE A using key K2 and decrypts media plane traffic arriving from UE A using key K1. 
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.
7.3.3 7.3.3
UE terminating procedures for e2e using KMS 
Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.

Figure 9 shows the terminating call set-up procedures for real-time traffic using KMS based security. 
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Figure 9: Terminating call flow for end-to-end case 

An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP stream containing a MIKEY-TICKET offer and an  e2e indication from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
4.
IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-TICKET response. 

6.
The P-CSCF forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE B protects media plane traffic to and from IMS UE A using keys established using MIKEY-TICKET.
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.
Annex A (normative):
HTTP based key management messages

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
Editor’s Note: The text in this annex is mainly stage 3 material. It is ffs whether this should be moved to a CT1 TS.
A.1
General aspects

This annex specifies the HTTP based key management procedures between the KMS and the UE. It defines bthe following HTTP based procedures:

-
TBS Ticket Request;

-
TBS Ticket Resolve;
A.2 
Key management procedures
The UE shall send the requests to the KMS in the message-body of a HTTP POST request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [8];

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "ticketrequest” or "ticketresolve”, i.e. Request-URI takes the form of "/keymanagement?requesttype=ticketrequest";

-
the header field Host shall contain the full KMS URI (e.g. kms.operator.example:1234);

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];

-
the message-body shall contain a base64 encoded MIKEY message. Either a REQUEST_INIT or a RESOLVE_INIT message corresponding to the requesttype parameter in the Request-URI. The MIKEY messages are specified in draft-nn-mikey-ticket-00 [14].

-
the UE may add additional URI parameters to the Request-URI;

-
the UE may add additional header fields;
The UE sends the HTTP POST to the KMS. The KMS checks that the HTTP POST is valid, and extracts the request for further processing.
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After processing, the KMS shall return the HTTP 200 OK to the UE.

The KMS shall populate HTTP response as follows:

-
the status code shall be 200 OK;

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];
-
the message-body shall contain a base64 encoded MIKEY message. Either a REQUEST_RESP or a RESOLVE_RESP message corresponding to the MIKEY message in the HTTP POST, or a Error message specifying the error that occurred. The response messages are specified in draft-nn-mikey-ticket-00 [14] and the Error message is specified in RFC 3830 [11].

-
the KMS may add additional header fields;
The KMS shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.
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A.3 
Error situations
The HTTP procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [8]. The 4xx status code indicates that the UE seems to have erred, and the 5xx status code indicates that the KMS is aware that it has erred.

Annex B (normative):
KMS based key management
Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
B.1
UE originating procedures

B.1.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket requests. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7] 

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid BTID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket request

B.1.2
Procedures

The originating call set-up procedure is described in clause 7.2.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed originating procedures are described in the following steps
1.
The initiator evaluates the local policy held in the IMS UE for calling the intended user. If the local policy determines that a fresh ticket should be used for each call then the processing continues at step 3

2. 
The initiator searches its local store of reusable tickets. If a reusable ticket is found having the intended recipient as an allowed recipient, and which also fulfils all other required ticket properties, then this ticket shall be reused. Next processing step is step 10.

3.
The initiator prepares a REQUEST_INIT_PSK message as described in MIKEY-TICKET [14]. The payloads are generated according to the local policy for ticket requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message.

4. The message is sent to the KMS over HTTP, as defined in Annex A.
5. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET [14].  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF containing a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the Puplic User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the requested ticket policy against its policy for the requesting user and requested allowed recipients. The KMS modifies the requested policy as needed or if that is not possible or allowed terminates processing and sends and appropriate error message.

8.
The KMS generates the REQUEST_RESP message according to MIKEY-TICKET [14] and sends it as a response over HTTP, see Annex A, to the initiator. 
9. 
The initiator receives the REQUEST_RESP message and checks the response according to MIKEY-TICKET. The initiator also checks if the policy has been changed and if so, verifies that it still fulfils the requirements for the call. If the ticket is a reusable ticket then it is stored in the local store of reusable tickets together with the corresponding keys retrieved from the REQUETS_RESP message.

10. The initiator generates the TRANSFER_INIT message according to MIKEY-TICKET [14].  The identities of the initiator and the responder in the message are the KMS User Identities derived from the URI's in the To: and From: fields in the INVITE.

The initiator prepares the media security offer in the SDP part of the INVITE according to local policies and this specification. It inserts the TRANSFER_INIT message according to RFC 4567 [12] 

11. The initiator receives the TRANSFER-RESP message in the SDP part of a 200 OK or an 18x provisional response. It verifies the message according to MIKEY-TICKET [14] and then verifies that the authenticated identity of the recipient (in authentication token) corresponds to the policy for the call. Depending on local policy different types of warnings may be generated if the returned identity differs from what is expected.

12. The initiator derives the media session keys and initiates the media plane security.  
B.2
UE terminating procedures 
B.2.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket resolve. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid BTID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket request

B.2.2
Procedures

The terminating call set-up procedure is described in clause 7.3.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed terminating procedures are described in the following steps
1.
The responder receives the TRANSFER_INIT message and makes an initial verification of the message by verifying that payloads are in accordance with the responders receive policy. As the keys used to protect the message are based on the content of the ticket no check of the authenticity of the message can be made. 

If the ticket is marked as reusable, the responder searches his local store of reusable tickets. If a match is found the next processing step is step 10. 

2. 
The responder prepares a RESOLVE_INIT_PSK message as described in MIKEY-TICKET. The payloads are generated according to the local policy for ticket resolve requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message. 

3.
The message is sent to the KMS over HTTP, as defined in Annex A.
4. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET.  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF. The USS contains a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the Public User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the public identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

8.
The KMS generates the RESOLVE_RESP message according to MIKEY-TICKET  [14] and sends it as a response over HTTP to the responder.  

9. 
The responder receives the REQUEST_RESP message and checks it according to MIKEY-TICKET [14]. If the ticket was a reusable ticket then it is stored in  the local store of reusable tickets together with the corresponding keys retrieved from the RESOLVE_RESP message.

10. The responder generates the TRANSFER_RESP message according to MIKEY-TICKET.  The responder prepares the media security response in the SDP part of the 200 OK or 18x provisional answer according to local policies and this specification. It inserts the TRANSFER_RESP message according to RFC 4567 [12]
11. The responder derives the media session keys and initiates the media plane security. 
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