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pCR  S3-091XXX    TS: IMS media plane security

***** Start of change *****
7   
Security association set-up procedures for media protection
7.1
Registration Procedures
7.2 
Originating procedures
7.2.1
Originating procedures for e2m
7.2.2
Originating procedures for e2e using SDES
7.2.3
Originating procedures for e2e using KMS
Figure x shows the originating call set-up procedures for real-time traffic using KMS based security. 
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Figure x: Originating call flow for end-to-end case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [X10]. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex Y.
The procedure in the above figure is now described step-by-step.

1.
IMS UE A  interacts with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B. 
2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. IMS UE A includes an indication that it requires e2e security.

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [X10] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-TICKET. 
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.




















7.3 
Terminating procedures

7.3.1
Terminating procedures for e2m
7.3.2
Terminating procedures for e2e using SDES
7.3.3
Terminating procedures for e2e using KMS
Figure y shows the terminating call set-up procedures for real-time traffic using KMS based security. 
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Figure y: Terminating call flow for end-to-end case 

An IMS terminating session set-up according to 3GPP TS 23.228 [X10] is performed. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex Y.
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP stream containing a MIKEY-TICKET offer and an  e2e indication from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [X10] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
4.
IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-TICKET response. 

6.
The P-CSCF forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE B protects media plane traffic to and from IMS UE A using keys established using MIKEY-TICKET.
Editor’s Note: It is ffs whether the indicator “e2e indication” is mandatory, or optional, or not required at all. Its semantics is also ffs.

















 
***** Start of next change *****
Annex Y (Normative)

Y1
MIKEY-TICKETKMS based key management
Y1.1
Originating procedures
Y1.1.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket requests. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [X8] 

-
The IMS SUE is configured with GBA protocol identifier to use for MIKEY-TICKET [X7] message exchange.

-
The IMS UE has perfomedperformed a GBA bootstrap and holds a valid BTID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket request

Y1.1.2
Procedures

The originating call set-up procedure is described in clause 7.2.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed originating procedures are described in the following steps
1.
The initiator evaluates the local policy held in the IMS UE for calling the intended user. If the local policy determines that a fresh ticket should be used for each call then the processing continues at step 3

2. 
The initiator searches its local store of reusable tickets. If a reusable ticket is found having the intended recipient as an allowed recipient, and which also fulfils all other required ticket properties, then this ticket shall be reused. Next processing step is step 10.

3.
The initiator prepares a REQUEST_INIT_PSK message as described in MIKEY-TICKET [X7]. The payloads are generated according to the local policy for ticket requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message.

4. The message is sent to the KMS over HTTP, as defined in Annex X1.
5. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET [X7].  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF containing a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the Puplic User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the requested ticket policy against its policy for the requesting user and requested allowed recipients. The KMS modifies the requested policy as needed or if that is not possible or allowed terminates processing and sends and appropriate error message.

8.
The KMS generates the REQUEST_RESP message according to MIKEY-TICKET [X7] and sends it as a response over HTTP, see Annex X,  to the initiator. sponse to the HTTP 
9. 
The initiator receives the REQUEST_RESP message and checks the response according to MIKEY-TICKET. The initiator also checks if the policy has been changed and if so, verifies that it still fulfils the requirements for the call. If the ticket is a reusable ticket then it is stored in the local store of reusable tickets together with the corresponding keys retrieved from the REQUETS_RESP message.

10. The initiator generates the TRANSFER_INIT message according to MIKEY-TICKET [X7].  The identities of the initiator and the responder in the message are the KMS User Identities derived from the URI's in the To: and From: fields in the INVITE.

The initiator prepares the media security offer in the SDP part of the INVITE according to local policies and this specification. It inserts the TRANSFER_INIT message according to RFC 4567 [X6] 

11. The initiator receives the TRANSFER-RESP message in the SDP part of a 200 OK or an 18x provisional response. It verifies the message according to MIKEY-TICKET [X7] and then verifies that the authenticated identity of the recipient (in authentication token) corresponds to the policy for the call. Depending on local policy different types of warnings may be generated if the returned identity differs from what is expected.

12. The initiator derives the media session keys and initiates the media plane security.  
Y1.2
Terminating procedures 
Y1.2.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket resolve. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [X8].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [X7] message exchange.

-
The IMS UE has perfomedperformed a GBA bootstrap and holds a valid BTID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket request

Y1.2.2
Procedures

The terminating call set-up procedure is described in clause 7.3.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed terminating procedures are described in the following steps
1.
The responder receives the TRANSFER_INIT message and makes an initial verification of the message by verifying that payloads are in accordance with the responders receive policy. As the keys used to protect the message are based on the content of the ticket no check of the authenticity of the message can be made. 

If the ticket is marked as reusable, the responder searches his local store of reusable tickets. If a match is found the next processing step is step 10. 

2. 
The responder prepares a RESOLVE_INIT_PSK message as described in MIKEY-TICKET. The payloads are generated according to the local policy for ticket resolve requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message. 

3.
The message is sent to the KMS over HTTP, as defined in Annex X1.
4. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET.  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF. The USS contains a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the Pubplic User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the public identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

8.
The KMS generates the RESOLVE_RESP message according to MIKEY-TICKET  [X7] and sends it as a response over HTTP to the responder.  

9. 
The responder receives the REQUEST_RESP message and checks it according to MIKEY-TICKET [X7]. If the ticket was a reusable ticket then it is stored in  the local store of reusable tickets together with the corresponding keys retrieved from the RESOLVE_RESP message.

10. The responder generates the TRANSFER_RESP message according to MIKEY-TICKET.  The responder prepares the media security response in the SDP part of the 200 OK or 18x provisional answer according to local policies and this specification. It inserts the TRANSFER_RESP message according to RFC 4567 [X6]

11. The responder derives the media session keys and initiates the media plane security. 

***** End of changes *****
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8. Completion of session setup and bearer setup procedures
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4. Interactions with KMS
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8. Completion of session setup and bearer setup procedures
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