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************ FIRST CHANGE ************

7.2.4.3.1
Initial NAS security context establishment

Each MME shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the MME shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The MME shall then initiate a NAS security mode comamnd procedure and include the chosen algorithms and the UE security capabilities (to detect modification of the UE security capabilities by an attacker)in the message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority according to the ordered lists.

7.2.4.3.2
MME change

In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security mode comamnd procedure and include the chosen algorithms and the UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).
NOTE: After an S1-handover with MME change a TAU procedure is executed. The same is true for an inter-RAT handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of MMEs.
************** NEXT CHANGE ***********
7.2.4.4
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEue and NONCEmme in the case of creating a mapped context in idle mobility (see clause 9.1.2). This message shall be integrity protected (but not ciphered) with NAS integrity key based on KASME indicated by the eKSI in the message (see figure 7.2.4.4-1). 

The UE shall verify the integrity of the NAS security mode command message. This includes ensuring that the UE security capabilities sent by the MME match the ones stored in the UE to ensure that these were not modified by an attacker and checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KASME indicated by the eKSI. In addition, when creating a mapped context for the case described in clause 9.1.2, the UE shall ensure the received NONCEUE is the same as the NONCEUE sent in the TAU Request and also calculate K'ASME from CK, IK and the two nonces (see Annex A.11). 
If successfully verified, the UE shall start NAS integrity protection and ciphering/deciphering  with this security context and sends the NAS security mode complete message to MME ciphered and integrity protected. The NAS security mode complete message shall include IMEI in case MME requested it in the NAS SMC Command message.
The MME shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the MME with this security context shall start after receiving the NAS security mode complete message. NAS uplink deciphering at the MME with this context starts after sending the NAS security mode command message. 
If any verification of the NAS security mode command is not successful in the ME, the ME shall reply with an unprotected NAS security mode reject message (see TS 24.301 [9]).

Only after EPS AKA the NAS security mode command message shall reset NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and eKSI or due to the algorithms change).
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Figure 7.2.4.4-1: NAS security mode command procedure

************** NEXT CHANGE ***********
9.1.2
Idle mode procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling Reduction, as defined in TS 23.401 [2]. 

The TAU Request and ATTACH Request message shall include the UE security capabilities. The MME shall store these UE security capabilities for future use. The MME shall not make use of any UE security capabilities received from the SGSN.
NOTE 1: TS 23.401 states conditions under which a valid GUTI or a GUTI that is mapped from a valid P-TMSI is inserted in the Information Element “old GUTI” in the Tracking Area Update Request.The value in the “old” GUTI IE informs the MME, which SGSN/MME to fetch the UE context from. 
Case 1: P-TMSI not included in “old GUTI” IE in TAU Request
The UE shall use the current EPS security context to protect the TAU Request and include the corresponding GUTI and eKSI value. The TAU Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current EPS security context algorithms to protect the TAU Request message. 

Case 2: Mapped P-TMSI included in “old GUTI” IE in TAU Request
If the UE sends a TAU Request to the MME, and was previously connected to UTRAN where the SGSN assigned a P-TMSI signature to the UE, the UE shall include that P-TMSI signature in the TAU Request.

If the MME received a P-TMSI signature from the UE, the MME shall include that P-TMSI signature in the Context Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/SGSN Context Response message. MME shall derive K'ASME from CK || IK as described in Annex A. In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.
MME shall select security algorithms, based on the UE EPS security capabilities received in the TAU request, and indicate them to the UE by e.g. with NAS SMC.

If the UE has a current security context, the UE shall use this security context to protect the TAU Request. If not the UE shall send the TAU Request unprotected. 

In both cases 2.1 or 2.2, the UE shall include in the TAU Request:

-
the KSI with corresponding P-TMSI and old RAI to point to the right source SGSN and key set. there. This allows the UE and MME to generate the mapped security context, as described in Case 2.2 below, if current EPS security context is not available in the UE and network. The KSI shall correspond to the set of keys most recently generated (either by a successful AKA run or mapping from an EPS security context).
-
a 32bit NONCEUE (see clause A.11 for requirements on the randomness of NONCEUE).
NOTE 2:
The current EPS security context may be of type "mapped", and hence the value of the eKSI be of type "KSISGSN". This value of KSISGSN may be different from the KSI pointing to the set of keys most recently generated in UTRAN as an AKA run may have happened in UTRAN after the current mapped EPS security context indicated by the eKSI with the value KSISGSN was generated
Case 2.1: Current EPS security context in the UE
The UE shall include the corresponding GUTI and eKSI value in the TAU Request. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the current security context algorithms to protect the TAU Request message. 

NOTE 3: Case 2.1 relates to the following scenario: a UE established a  current EPS security context during a previous visit to EPS, then moves to UTRAN/GERAN from E-UTRAN and storing the current EPS security context. When the UE moves back to E-UTRAN there is a current EPS security context.
In case MME has the current security context it shall verify the TAU Request message. If it is successful, the MME shall reply with a TAU Accept message protected with the security context. In case the TAU Request had the active flag set or there is pending downlink UP data, KeNB is calculated as described in clause 7.2.7.. 

If the MME changes the algorithms, they shall be indicated to the UE in an integrity protected NAS SMC, which shall also include the UE security capabilities and KSIASME. This message shall not be ciphered. UE shall reply with integrity protected NAS SMC COMPLETE protected based on the new selected algorithms and KASME.

If the USIM supports EMM parameters storage then the new native EPS NAS security context shall be stored on the USIM.

If the MME does not have the security context indicated by the UE in the TAU request, then Case 2.2 below applies.
Case 2.2: Creating a Mapped EPS security context

If a current EPS security context is not available in the UE, the UE shall send the TAU request unprotected. 

If the MME does not have the context indicated by the UE in the TAU request, or the TAU request was received unprotected, the MME shall create a new mapped security context. In this case, the MME shall generate a 32bit NONCEMME (see clause A.10 for requirements on the randomness of NONCEMME). and use the received NONCEUE with the NONCEMME to generate a fresh mapped K'ASME from CK and IK, where CK, IK were identified by the KSI and P-TMSI in the TAU Request. See Annex A.11 for more information on how to derive the fresh K'ASME. The MME initiates a NAS Security mode command procedure with the UE as described in clause 7.2.4.4 including the KSISGSN, NONCEUE, and NONCEMME in the NAS Security mode command. The uplink and downlink NAS COUNT for mapped security context shall be set to start value (i.e., 0) when new mapped security context is created in UE and MME.
If the TAU Request had the active flag set or there is pending downlink UP data, the uplink NAS Count which is set to zero shall be used to derive the KeNB in MME and UE as specified in Annex A. MME shall deliver the KeNB to the target eNB on the S1 interface. 

TAU Accept shall be protected using the NAS keys based on the fresh K'ASME.
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