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	Start of  Modification


A.* Transfer RIM of hardware information by unsymmetrical key
The following gives a method to transfer RIM of hardware information to TrE, this method supposes that there is a private key in the TrEin H(e)NB and a public key in the HLR/HSS, they can be the certificate for H(e)NB authentication.

The following are the steps:
1. The H(e)NB send  hardware information integrity request to the OAM server. 

2. The OAM server computes the RIM (Reference Integrity Metric) of the hardware information of the H(e)NB, the OAM server keep the computing order list (Hard_info_List).

3. The OAM server sends the RIM and the H(e)NB ID (IDh)to the PVE. 

4. PVE sends the IDh to HLR/HSS

5. HLR/HSS generate a random CK and encrypt it by the public key Kpub, the result is En(CK). 
6. HLR/HSS sends the (IDh, CK, En(CK)) to the PVE.
7. PVE cryptographically protect RIM(e.g. digital signature /or confidentiality) by CK. Suppose the result of digital signature for RIM is Sr, the result of confidentiality RIM is Cr. ie. Sr=Sig(CK, RIM), Cr=En(CK, RIM), Sig is a digital signature algorithm, En is a encryption algorithm.
8. PVE send (IDh, En(CK), RIM, Sr) /or (IDh, En(CK), Cr) to the OAM server.
9. The OAM server send hardware information integrity reponse to the H(e)NB, during which the OAM server sent the (IDh, Hard_info_List, En(CK), RIM, Sr) /or (IDh, Hard_info_List, En(CK), Cr) to the H(e)NB.

10. The TrE in the H(e)NB calculate session key CK’ by the recieved En(CK) and the private Key Kpri in the TrE, and get local hardware information according to the order list Hard_info_List, and then compute the RIM’ by the local hardware information, and then compute Sr’/ or Cr’ by RIM’ and CK’.

11. The TrE compares the Sr and Sr’/ or the Cr and Cr’. if they are equal then TrE save the Sr(/or Cr) and RIM.

Note: If the H(e)NB is rebooted and Sr(/or Cr) and RIM exist, the TrE can check its hardware integrity locally in the AV procedure.
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Figure A.*  Overview process of the Mechanism to transfer RIM of hardware to TrE
	End of modifications
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