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1. Introduction 

Clause 4.1.1 of TR 33.828 introduces various terms, among them "end-to-middle" ("e2m") security and "end-to-access-edge" ("e2ae") security. Later on, some parts of TR 33.828 focus on e2m security, others on e2ae security as the counterpart of end-to-end security. We don't consider this an issue. However, it seems adequate to state in the TR that e2ae security is a special case of e2m security and correct any inconsistent usage of the two terms.
Clause 4.1.1 of TR 33.828 introduces further "e2e security" as opposed to "e2m2e security", making clear that if on the path between the endpoints a network entity has access to cleartext media, this is NOT e2e security. No effort has been made to verify that e2e is never used at places where e2m2e would have been correct. However, some erroneous or "deprecated" appearances of the terms should be corrected.
Clause 7.2 describes a specific e2ae security solution using the term "e2æ security". No effort is made in this pCR to change the description of this specific solution proposal.

2. Proposal 

 We propose the following changes to TR 33.828 (all marked using MS-Word revision marks in the following):


**********************START OF 1. CHANGE***************************

4.1.1
General

IMS media security may serve different purposes and its relevance for different user groups may vary according to its design and features. The main division of users into groups that may have different requirements on an IMS media security solution is: the general public (private persons), enterprise users, and users from National Security, Public Safety or other governmental organizations (NSPS users).

A first purpose could be to have secure media over all access networks, a second could be to specify an end-to-end media security solution to satisfy the general public, while a third could be to provide high quality end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities, etc. 

It should be noted that the protocols for the actual media plane protection are uncontroversial as the working assumption is to use well established protocols like SRTP and PSK-TLS. Thus the open issues are with respect to how the key management solution is designed and where the end-points for the media protection are located. Figure 1 gives an overview of the security endpoints that may be involved.
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Figure 1: Illustration of the different types of media security endpoints

When the IMS network is trusted, transmitted media may be protected only between the UE and a Media Security Function (MSF) at the edge of the IMS. This case is shown as end-to-access-edge (e2ae). The case when one or more network nodes should be allowed to have access to the plaintext media is denoted end-to-middle-to-end (e2m2e). In cases when media should be forwarded over legacy systems we have an end-to-middle (e2m) use case in which the security is terminated in the network. (e2ae security is a special case of e2m security.) Finally, there is a “true” end-to-end (e2e) security use case in which only the end-point UEs have access to plaintext media. 

To handle these use cases the terminals and the network may communicate the security capabilities and the desired/accepted security functionality. Terminals need not necessarily be able to differentiate all the different cases shown in the figure above and the exact functionality is ffs. 
**********************END OF 1. CHANGE***************************

**********************START OF 2. CHANGE***************************

4.1.4
Enhanced end-to-end protection

Many user groups have well established security requirements for protection of their communication, e.g. enterprises, NSPS organizations, and government authorities. The trust model adopted in these cases is based on a need-to-know model. Keys should only be available where needed and only in authorized entities. The same is of course true also for plaintext media. An end-to-end protection should preferably also securely indicate the identities of the caller and the callee.

To serve the different user groups' different requirements, there has to be user control of the application of end-to-end media protection. Some organizations may prefer to have security initiated by specific user request to make sure that the user takes notice that security is turned on or not, some may want to apply security based on the callee identity, and others would like to configure it as an automatic service used without user intervention. The user must have access to full information about the security status of his call and warnings may be required if default security options are not complied with. However, a user should be able to configure the security set-up to give the same user experience as when making an unprotected call. 

The user registers his end-to-end media capabilities and preferences with the IMS system. The system may support media security by providing media plane security termination at gateways for interoperability with legacy systems, e2m2e security for the purpose of transcoding, end-to-end protected store and forward of media, etc. All this has of course to be based on a user policy allowing it. A user may then either configure his device to always try to use media security, or he can indicate manually or in his address book when media security should be used.

**********************END OF 2. CHANGE***************************

**********************START OF 3. CHANGE***************************

4.2.5
Group and conference calls

Another use case is in group communication, e.g. conference calls with end-to-end security. In one realization of this type of service all users have access to the same key, the group key. In another realization separate group keys per sender are used. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes, e.g performing distribution of the group key directly from a key management server to each user in the group. If end-to-end security isn’t required, the conference bridge may decrypt and then re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Note that a conference bridge needs access to media in cleartext for a type of group communication where participants expect the bridge to mix media streams, like in a normal conference call. Still group key management could yield simple and efficient solutions also for this case. Note that use of group keys is not the only solution for securing conferences.
**********************END OF 3. CHANGE***************************

**********************START OF 4. CHANGE***************************

4.7
Transcoders

Transcoders are devices in the network that need to change the media coding or make other necessary modifications of the media streams. For example RFC 4117 [4117] describes the usage of transcoders in the context of SIP showing examples when media streams are "transcoded" between audio and text as one of the communication endpoints could be deaf or hearing impaired. 

As is described in clause 5.4.1 of TS 23.228 [3], the MGW may support transcoding between a codec used by the UE in the IM CN subsystem and the codec being used in the network of the other party. In general a MRFP may perform transcoding and/or other media stream processing.

In order to support this use case media protection needs to be terminated before or at the transcoder.

The current IMS architecture as described in TS 23.228 [3] has specified that transcoding function may be present in the TrGW, the MRFP and the CS/IMS-MGW. The local breakout and optimal media routing work in SA2 may define requirements to provide the transcoding service via these Functional Entities to media flows for roaming UE in the Visited packet switching network [18]

Hence it is necessary that the media security architecture shall not prevent a visited network from providing transcoding service on behalf of flows for roaming UE.

4.8
PSTN-GW

PSTN gateway provides interworking between IMS networks and circuit switched PSTN. 

According to clause 5.4.1 of TS 23.228 [3] the IM CN subsystem is also able to interwork with the CS networks (e.g. PSTN, ISDN, CS domain of some PLMN) by supporting, for example, AMR to G.711 transcoding in the IMS MGW element. Furthermore to allow interworking between users of the IM CN subsystem and IP multimedia fixed terminals and other codecs may (this is implementation dependent) be supported by the MGW. I.e. MGW is expected to act as a PSTN-GW. 

In order to support this use case media protection needs to be terminated before or at the PSTN-GW.


[image: image2]
Figure 2: A simplified view of PSTN – IMS interworking

4.9
Termination of media security in an AS

An IMS session is not always setup between two UEs. It may also be terminated in an Application Server (AS). 

In order to support this use case media protection needs to be terminated before or at the AS.

**********************END OF 4. CHANGE***************************

**********************START OF 5. CHANGE***************************

6.3.3.1 
End-to-access-edge 

Figure 5 shows the originating procedures for session establishment using e2ae security.

**********************END OF 5. CHANGE***************************

**********************START OF 6. CHANGE***************************

6.3.3.2
End-to-end 

Figure 6 shows the originating procedures for session establishment using e2e security. 

**********************END OF 6. CHANGE***************************

**********************START OF 7. CHANGE***************************

6.3.4.1
End-to-access-edge 

Figure 7 shows the terminating procedures for session establishment using e2ae security. 

**********************END OF 7. CHANGE***************************

**********************START OF 8. CHANGE***************************

6.3.4.2
End-to-end 

Figure 8 shows the terminating procedures for session establishment using e2e security. 

**********************END OF CHANGES***************************
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