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1
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2
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3
Rationale

· Until now we in SA3 have only looked into security of H(e)NB and secure access of H(e)NB to the core network.
· If we do not provide security solutions for access by users then the whole work till now will be futile, i.e., we will have a secure network that might provide access to anyone.
4.
Introduction

In SA3, for H(e)NB security activity, no work is done regarding UE access. Secure UE access can be broken down to security of Closed Subscriber Group (CSG) solution and access control. To-date SA3 has referred to specification of other working groups (WGs) for access control regarding security and no work is done on security of CSG. Security is the responsibility of SA3 and we cannot expect it to be done by other WGs. In this document we present a study of access control and CSG security in different specifications to show the hole being left behind and finally propose the steps ahead.

5. RAN3 TS 25.467

H(e)NB study started from RAN groups thus let us first look at the RAN activity given in TS 25.467 that we also refer in our specification. In RAN3 TS 25.467v8.2.0 access control appears only in the two sections and these only talk about the case of registration. The registration message sequence are given below. The missing points are:

· Complete solution for CSG security

· Adequate security for messages is not considered
· Acess control for mobility is not considered
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Figure 1: RAN3 TS 25.467v8.2.0 Section 5.1: UE Registration: case of non-CSG-UEs / -HNBs.
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Figure 2: RAN3 TS 25.467v8.2.0 Section 5.1: UE Registration: case of non-CSG-UEs / -HNBs.

6.
SA2 TR 23.830
The SA2 TR is still under development but it already talks about the required architecture related to CSG. In this section the requirements from SA2 TR are presented and security requirements / issues these requirements from SA2 bring are discussed.
6.1
TR 23.830v0.5.0 Section 4.2.2: HNB Architectural Requirements
· Support for CSGs and Allowed CSG List handling
· The Allowed CSG List shall be provided as part of the CSG subscriber’s subscription data to the SGSN/MSC/VLR.

· When a CSG subscriber group is updated, the affected UEs’ CSG subscription data shall be updated in the HSS. And then the HSS pushes updated subscription data to SGSN/MSC/VLR. 

· The Allowed CSG List can be updated in the UE according to the result of attach, RAU/LAU, service request and detach procedures or by application level mechanisms such as OMA DM procedures. --> It should not be possible to forge the message(s) with the Allowed CSG List. User should have option to decide whether to join a CSG else Allowed CSG List can be forced causing various attacks.

· If a release 8 UE is rejected to access a CSG cell with the reject cause indicating it is not allowed to access a CSG cell, the UE shall remove the corresponding CSG ID from its locally stored Allowed CSG List. --> It should not be possible to forge the reject message.

· If a release 8 UE is accepted to access a CSG cell whose CSG ID is not included in the UE’s locally stored Allowed CSG List, the UE shall add corresponding CSG ID into its locally stored Allowed CSG List. --> It should not be possible for rogue HNB to get in between.
· Access control
· For pre-release 8 UEs, access control for HNB shall be performed in HNB GW and optionally in HNB --> Means to prevent connectivity to rogue HNBs should be provided
· If the release 8 SGSN/MSC/VLR receives a NAS request message from the HNB GW together with an indication that the request is from a release 8 UE, the SGSN/MSC/VLR shall perform access control for HNB during corresponding attach, detach, service request, RAU and location update procedures. --> As RAN is not performing access control, the core must check UE authorisation for all connections.
· The release 8 UE shall be notified of the cause of rejection by the network if it is not allowed to access a CSG cell. --> It should not be possible to forge the reject message.

· When a CSG ID which is not included in the UE`s Allowed CSG List is manually selected by the user, a RAU or location update procedure via the selected CSG cell shall be triggered immediately by the UE to allow the SGSN or MSC/VLR to perform CSG access control. --> Check should happen for all cases and not only for a new CSG ID.

· Mobility management

· The system shall allow flexibility on RAI/LAI assignment for CSG cells and non-CSG cells.

· The handover procedure from HNB to macro NodeB reuses the existing relocation procedure for macro NB

· For idle UE mobility from HNB to Macro NB, the location area update procedure/routing area update procedure is reused if necessary

· For Idle UE mobility from Macro NB to HNB, access control shall be performed within LAU/RAU procedure if it is initiated by the UE. This applies both to CSG capable UEs and non-CSG capable UEs. --> What about handover case? Also what about handover between HNBs?
6.2
TR 23.830v0.5.0 Section 4.3.1: HeNB Architectural Requirements
· Support for CSGs and Allowed CSG List handling
· All Rel-8 onwards UEs supporting CSG functionality shall maintain a list of allowed CSG identities. This list can be empty in case the UE does not belong to any CSG. --> This list should be stored securely.
· Each cell of a HeNB may belong to, at maximum, one CSG. It shall be possible for cells of a HeNB to belong to different CSGs and hence have different CSG IDs. --> Secure intra-HeNB mobility and access control required.
· The Allowed CSG List shall be provided as part of the CSG subscriber’s subscription data to the MME.

· When a CSG subscriber group is updated, the affected UEs’ CSG subscription data shall be updated in the HSS. And then the HSS pushes updated subscription data to the MME. --> Secure means to create and update CSG required.
· The Allowed CSG List can be updated in the UE according to the result of attach, TAU, service request and detach procedures or by application level mechanisms such as OMA DM procedures. --> Secure procedure required.
· If a release 8 UE is rejected to access a CSG cell with the reject cause indicating it is not allowed to access a CSG cell, the UE shall remove the corresponding CSG ID from its locally stored Allowed CSG List. --> Secure reject message required.
· If a release 8 UE is accepted to access a CSG cell whose CSG ID is not included in the UE’s locally stored Allowed CSG List, the UE shall add corresponding CSG ID into its locally stored Allowed CSG List. --> Secure H(e)NB identification required otherwise UE can end up listing rogue CSG IDs in allowed CSG list.
· Access control

· The MME shall perform access control for the UEs accessing through CSG cells during attach, combined attach, detach, service request and TAU procedures. --> What about the case of handover?
· The UE shall be notified of the cause of rejection by the network if it is not allowed to access a CSG cell.

· When a CSG ID which is not included in the UE’s Allowed CSG List is manually selected by the user, a TAU procedure via the selected CSG cell shall be triggered immediately by the UE to allow MME to perform CSG access control. --> Access Control should always happen 
7.

Other Specifications
In this section we look at specification work in other working groups.
· TS 22.220: “Service requirements for HNBs and HeNBs”
This TS discusses requirements but it, of course, does not discuss security aspects. In this TS there are several points that are of security concern:
· CSG Manager can control who is member of CSG
· Allowed CSG list exists in UE

· There can be different CSG types for purposes like cost etc.

· Roaming should be possible

· CSG manager can add time-limit for temporary user

· There can be user controlled allowed CSG List (User CSG List) besides the Allowed CSG List sent from the network

· H(e)NB can work in Hybrid mode i.e. both open and closed modes

· TS 24.008: “Mobile radio interface Layer 3 specification; Core network protocols”
Access control related issue is spread throughout the document. It is clear that security aspects is not taken in consideration.

· TS 24.301: “Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)”
Access control related issue is spread throughout the document. In current specification UE does not send CSG ID to the network but it is sent by HeNB on S1. Thus to provide binding between the two messages the HeNB must parse NAS messages; this is certainly not wanted.

Above few sentences are just an example of access control status in the given spec. It is clear that security aspects is not taken in consideration.
· TS 25.367: “Mobile Procedures for HNBs; Overall Description; Stage 2”
Discusses mobility related rules from radio perspective. There is nothing about access control during mobility.
8.

SA3 TR 33.820 and TS 33.xyz
When it comes to access control our TR and TS simply refer to the work of other WGs or we do not have anything; see below. Besides access control we do not pay any consideration to CSG security. Below the contents on access control in SA3s’ H(e)NB security related TR and TS are given showing the current situation.
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9.
Conclusions and Proposals

The study presented in this document shows that there has been no careful consideration of creating a secure CSG based solution; this in turn also impacts the access control. CSG and access control are the backbone providing secure communication of users over the H(e)NB. Thus following is proposed in this meeting for our work on H(e)NB security:
· Modify table of contents of TR and TS to cater for study and solutions regarding security CSG and access control. Separate documents propose such modification the table of contents.

· For proper study, come up with a high level understanding of CSG aspect and access control. A proposal for such high level message flow based on various documents is given in a separate document together with security requirements.

· Take appropriate security requirements in consideration. Initial proposal given in separate document.

· Develop secure CSG management and access control solutions
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4.Optional Access Control (IMSI, HNB)


1. RRC Connection Est. UE identity, UE Rel, UE Cap, .. 
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