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Decision/action requested

Acceptance of proposed text as input for PUCI TR Section 8.
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References

3
Rationale

Enhancement of PUCI work

4
Detailed proposal
In this document we present a pCR for TR 33.837 with explanatory text for Section 8.2.1. 

*****************************************FIRST CHANGE*****************************************

8.2
Evaluation of Alternatives

8.2.1
Evaluation of Individual Methods for SPIT/UC Protection
This clause evaluates the SPIT/UC Protection according to the criteria, established in chapter 8.1. The chosen ratings are ‘positive’, ‘medium’, ‘negative’ and ‘not applicable (n.a.)’. Positive means that the effect of a UC solution concerning a criterion is positive, regardless how the criterion is formulated.

Example: Criterion 12 Latency

Does the approach significantly add to the latency between the initiation and completion of desired communications?

The rating ‘positive’ for this criterion means that the approach doesn’t significantly add to the latency.

The evaluated SPIT/UC Protection methods are described as individual modules without interactions. However, they could be combined by the PUCI AS in order to take protective action based on the feedback after execution of these individual methods. This is described in the IMR Solution Section 7.2.5.3 PUCI with Supplementary Services and 3rd Party PUCI AS.
Editor’s Note: Due to the big number of cells in the table below, it was not possible to agree on the content and this needs to be revisited.

	Evaluation Criteria
	7.3.3.1

Simple Black List
	7.3.3.2

White List with Consent Mailbox
	7.3.3.3

White List with Consent Mailbox protected by Black List
	7.3.3.4 Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA
	7.3.3.5

White List Consent Achievement by IN Server

	1
	Impact on standards
	positive
	positive
	positive
	positive
	positive

	2
	Simplicity

Technical Solution / User

Experience
	positive / medium1
	positive / medium1
	positive / medium1
	positive / medium1
	positive / medium1

	3
	OPEX
	positive
	positive
	positive
	positive
	positive

	4
	CAPEX
	positive
	positive
	positive
	positive
	positive

	5
	Service agnostic
	positive
	positive
	positive
	medium11
	positive

	6
	Modular
	positive
	positive
	positive
	positive
	positive

	7
	Scalable
	positive
	positive
	positive
	positive
	positive

	8
	5.2.3.1

Bulk UC
	positive2
	positive6
	positive6
	positive12
	positive12

	
	5.2.3.2

Targeted UC
	positive
	positive6
	positive6
	positive13
	positive13

	
	5.2.4

Call Service Charge
	medium3
	positive6
	positive6
	positive13
	positive13

	
	5.2.5

Roaming Cost
	medium3
	positive6
	positive6
	positive13
	positive13

	8
	5.2.6

Call Back Cost
	medium3
	positive6
	positive6
	positive13
	positive13

	
	5.2.7

Phishing
	medium3
	positive6
	positive6
	positive13
	positive13

	
	5.2.8

Network Hijacking
	negative
	negative
	negative
	negative
	negative

	
	5.2.9

UE Hijacking
	medium3
	positive6
	positive6
	positive13
	positive13

	
	5.2.10

Sender Forging
	negative
	positive7
	positive7
	positive7
	positive7

	
	5.2.11

Degraded Service Quality

DoS / DDoS
	medium3 / negative
	positive6 / positive6
	positive6 / positive6
	positive6 / positive6
	positive6 / positive6

	
	5.2.12

Service Non Adoption
	positive4
	positive4
	positive4
	positive4
	positive4

	
	3GR-UC-1

User UC Reporting
	positive
	positive
	positive
	positive
	positive

	
	3GR-UC-2

UC Reports Auditable
	positive
	n.a.8
	medium10
	medium10
	medium10

	
	3GR-UC-3

Request UC Status
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	
	3GR-UC-4

Challenge UC Justification
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	
	3GR-UC-5

Extract Info on UC Likelihood
	positive
	n.a.8
	medium10
	medium10
	medium10

	
	3GR-UC-6

Convey UC Indication
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	
	3GR-UC-7

Variation in Comm. Handling
	positive
	positive
	positive
	positive14
	positive 14

	
	3GR-UC-8

UC Prot. Requests Auditable
	positive
	n.a.
	medium10
	medium10
	medium10

	9
	Unintrusive
	positive
	medium9
	medium9
	medium9
	medium9

	10
	a

Unwanted Calls Blocked?
	positive2,5
	positive6
	positive6
	positive6
	positive6

	
	b

Unwanted Calls Adjustable?
	positive2
	positive6
	positive6
	positive6
	positive6

	
	c

Desired Calls Blocked?
	positive2
	positive
	positive
	positive
	positive

	10
	d

Desired Calls Adjustable?
	positive2
	positive
	positive
	positive
	positive

	11
	Latency
	positive
	positive
	positive
	positive
	positive

	12
	Network Load
	positive
	positive
	positive
	positive
	positive

	13
	Forged sender Info
	negative
	positive6,7
	positive6,7
	positive6,7
	positive6,7

	14
	Legacy

Interworking
	positive 
	positive 
	positive 
	positive 
	positive 


1
Basis for user experience rating ‘medium’ is a comparison with a call without nuisance by UC

2
Assumption for the rating positive is that the UC source is identified and put on the Black List 

and that the sender identity is not forged. Sender identity forging is rated in a separate point

(see 13)

3
The rating ‘medium’ means that the Black List approach is working, if once the malicious
source is identified and put on the Black List. For e.g. a phishing attack this may be one step too late, if the first phishing attempt was successful.

4
Compared to the status without UC protection, leading to service non-adoption, the protection by a Black List is positive, although the user has to expend some efforts to protect himself

5
The detection of the UC source in this solution is done by the user

6
Compared to the Black List approach the White List only forwards trusted users. Therefore e.g.
Roaming Cost attacks are also prevented. A circumvention of the White List is only possible if either consent with the user is achieved or an entry of the White List can be guessed which is usually too much effort for an attacker (exception may be phishing)

7
Sender forging is only suited to circumvent a Black List but it doesn’t help to circumvent a White List

8
As White Lists only forward trusted users, UC sources are excluded but not blacklisted in an auditable way

9
Compared to Black Lists, White Lists are more intrusive because a legitimate caller not being on the White List of the callee has first to achieve consent

10
In this approach where the consent mailbox is additionally protected by a Black List, it is possible to identify and to list known UC sources

11
With the audio CAPTCHA the SPIT prevention profile is service specific, but the basic configuration could also work for other services, but with another kind of CAPTCHA

12
Especially bulk UC is effectively prevented by either the CAPTCHA or the IN server

13
With the complex SPIT/UC prevention scenarios (CAPTCHA, IN server) these kind of attacks are prevented one step more effective than with a pure White List approach. The effort for the attackers will usually not pay under commercial aspects (exception may be phishing)

14
The two complex SPIT/UC prevention scenarios offer a large variety of user specific configurations to adapt the SPIT/UC prevention profile to his personal needs
***************************************END  OF  CHANGES***************************************
