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Candidate solution 2 “UICC based solution with no remote subscription provisioning and change” is evaluated.
**** Start of changes ****

7.4
Alternative 2 

	EVALUATION CRITERION
	COMMENTS

	1 Security
	+  Can leverage reputation of the current UICC/USIM as a security device outside this new context   

+ May have restricted service usage ie “UICCs used within M2ME might have a specifically designed service profile in the core network, e.g. restricting their usage to the precise scope/purpose they were inserted in the genuine M2MEs (e.g. Speech Service “T11” could not be provisioned to a USIM/UICC to be used as authentication token in a vending machine”. 

- Protection against unauthorised removal claimed as “out of scope” and “implementation dependent”  Editors Note: A contribution from the Alt  2 authors on this to bring this into scope is expected at  SA3#56 

+/- Radio interface session keys may be copied/inserted on an exposed UICC–M2ME interface. Although the session keys used in M2M applications may have a quite limited scope, the requirements to protect keys (crossing the UICC-ME interface) may, in some specific use cases, be higher for M2M devices than for personal devices, due to 1) the unguarded, unattended nature of the M2M devices, and also that 2) many M2M devices may have a gateway capability, so a compromise may increase the impact of key exposure over the UICC-ME interface for specific use cases. The ETSI/3GPP secure channel specifications (ETSI TS 102 484 / 3GPP TS 33.110), which require a shared secret or other type of credential, may be used to protect the UICC-M2ME interface if required. It is FFS to what extent these countermeasures are useful and needed for M2ME.  Alternatively physical security mechanisms may be used to protect the UICC-M2ME interface if required and these mechanisms can have more strength on an M2M device than on a consumer device.



	2 Initial choice of operator
	- The initial choice of operator has to be made at the time that the UICC is installed

+ The initial choice of operator is performed by physically inserting a UICC of the chosen MNO in the M2ME. This applies even if the choice occurs after the devices are installed in the field. The existing M2M business shows that possible technical and logistic issues deriving from this step do not seem to be a major issue from a MNO perspective, for many use cases: the initial insertion of the selected UICC may be carried out by properly trained people.  


	3 Operator change
	+ It can be performed by physically replacing the UICC in the M2ME.. This procedure uses existing process and does not impact on M2ME manufacturers
-  No specific functionality specified and relies on direct human interaction with device   

	4 Remote management
	+ Some limited functionality (but not operator change) is provided for using existing OTA protocols

-  No specific functionality specified and relies on direct human interaction with device   

	5 Legal and regulatory impact
	-  Although protection against unauthorised removal claimed as out of scope and implementation dependent, some implementations may fall foul of national regulations on fair competition

”  Editors Note: A contribution from the Alt  2 authors on this to bring this into scope is expected at  SA3#56 

+ Due to the vast M2M business, the appropriate  protection against unauthorised removal, of the UICCis  defined and implemented case by case, taking also into account possible applicable regulatory requirements (e.g. on fair competition
+ May  help “MNO’s to fulfil their obligations towards regulatory and other governments to guarantee secure authentication and billing” GSMA SCaG), if  the security issues listed in 1 above are addressed   

	6 Flexibility to adapt to new requirements
	+ Automatic tracking and alignment with consumer UICC developments  

+ This solution can be applied with traditional UICC (as currently shown by the existing M2M market) and also with UICCs with a new Form Factor, specifically designed to take in possible M2M peculiarity and/or requirements
- May not track developments in M2M using other alternative solutions     

	7 Viability of trust model
	- See security section 1 above on trust needed for  UICC- M2ME interface vulnerabilities and countermeasures 

+ Trust model unchanged from current model for consumer terminals. 

+ The currently existing M2M market relies on this solution


	8 Suitability to mass market deployment
	-  lack of remote change of subscription may limit to small and or local  M2M deployments  

+ the need of replacing the UICC to perform a possible change of subscription is part of the initial investment required to the new MNO to increase its M2M customer base.   

	9 Impact on subscription management systems
	+ No impact

	10 Impact on network infrastructure
	+ No impact

	11  Impact on terminal
	- Dependent on how the security issues in 1 above are addressed  

+no impact unless measures used to remove threat of unauthorised UICC removal are implemented

	12  Impact on 3GPP specifications
	+ no impact: the exiting M2M market relies on this solution.  The appropriate implementation-dependent measures that may be needed to implement (depending on the specific M2M use case) to avoid possible unauthorised UICC removal are out of the scope of 3GPP.


6.1.2.4
Threat analysis of Alternative 2: UICC based solution without remote subscription provisioning and change

6.1.2.4.1 Introduction

The descriptions of the attacks and the assessment of their likelihood and impact assume the lack of security counter-measures not introduced earlier. The risk analysis will therefore allow suitable counter-measures to be identified.
The alternative analysed here assumes that a standard UICC and application eg USIM is used 

6.1.2.4.2 Summary of Threats and Assigned Risk Levels

The table below presents a convenient summary of the identified threats and the risk levels that have been assigned to them.

Table XXXXX Threats
	THREAT

#
	BRIEF DESCRIPTION
	RISK

LEVEL

	1
	UICC is removed from M2ME 
	Serious

	2
	UICC its removed from M2ME A and inserted into M2ME B 
	Serious

	3
	UICC is inserted into Rogue M2ME ( cf 3GPP2 rogue shell)  
	Serious

	4
	Radio interface session keys may be copied/inserted on an exposed UICC–M2ME interface. Although the session keys used in M2M applications may have a quite limited scope, the requirements to protect keys (crossing the UICC-ME interface) may, in some specific use cases, be higher for M2M devices than for personal devices, due to 1) the unguarded, unattended nature of the M2M devices, and also that 2) many M2M devices may have a gateway capability, so a compromise may increase the impact of key exposure over the UICC-ME interface for specific use cases.
	Serious


6.1.2.4.3 Threats and Counter-Measures

The ETSI/3GPP secure channel specifications (ETSI TS 102 484 / 3GPP TS 33.110), which require a shared secret or other type of credential, may be used to protect the UICC-M2ME interface if required. It is FFS to what extent these countermeasures are useful and needed for M2ME.  Alternatively physical security mechanisms may be used to protect the UICC-M2ME interface if required and these mechanisms can have more strength on an M2M device than on a consumer device.

