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pCR  S3-091344    TS: IMS media plane security

***** New Clause *****
Annex X1 (Normative)

HTTP based key management messages
This annex specifies the HTTP based key management procedures between the KMS and the UE. It defines the following HTTP based procedures:

-
TBS Ticket Request;

-
TBS Ticket Resolve;
X1.1 Key management procedures
The UE shall send the requests to the KMS in the message-body of a HTTP POST request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [X3];

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "ticketrequest” or "ticketresolve”, i.e. Request-URI takes the form of "/keymanagement?requesttype=ticketrequest";

-
the header field Host shall contain the full KMS URI (e.g. kms.operator.example:1234);

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [X5];

-
the message-body shall contain a base64 encoded MIKEY message. Either a REQUEST_INIT or a RESOLVE_INIT message corresponding to the requesttype parameter in the Request-URI. The MIKEY messages are specified in draft-nn-mikey-ticket-00 [X7].

-
the UE may add additional URI parameters to the Request-URI;

-
the UE may add additional header fields;
The UE sends the HTTP POST to the KMS. The KMS checks that the HTTP POST is valid, and extracts the request for further processing.
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After processing, the KMS shall return the HTTP 200 OK to the UE.

The KMS shall populate HTTP response as follows:

-
the status code shall be 200 OK;

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [X5];
-
the message-body shall contain a base64 encoded MIKEY message. Either a REQUEST_RESP or a RESOLVE_RESP message corresponding to the MIKEY message in the HTTP POST, or a Error message specifying the error that occurred. The response messages are specified in draft-nn-mikey-ticket-00 [X7] and the Error message is specified in RFC 3830 [X5].

-
the KMS may add additional header fields;
The KMS shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid.
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X1.2 Error situations
The HTTP procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [X3]. The 4xx status code indicates that the UE seems to have erred, and the 5xx status code indicates that the KMS is aware that it has erred.

Table XXX: HTTP Status Codes used for key management errors

	HTTP Status Code
	HTTP Error
	UE should repeat the request
	Description
	KMS error

	400
	Bad Request
	No
	Request could not be understood
	Request was missing, or malformed

	401
	Unauthorized
	Yes
	Request requires authentication
	Authentication pending

	402
	Payment Required
	No
	Reserved for future use
	-

	403
	Forbidden
	No
	KMS understood the request, but is refusing to fulfil it
	The request was valid, but subscriber is not allowed to make the request or request contained unacceptable parameters

	404
	Not Found
	No
	KMS has not found anything matching the Request‑URI
	The Request-URI was malformed and KMS cannot fulfil the request

	405
	Method not allowed
	No
	The method specified in the Request-Line is not allowed for the resource identified by the Request-URI.
	

	406 to 417
	*
	No
	Not used by KMS
	-

	500
	Internal Server Error
	No
	Not used by KMS
	-

	501
	Not Implemented
	No
	KMS does not support the requested functionality
	The server does not contain particular KMS service requested

	502
	Bad Gateway
	No
	Not used by KMS
	-

	503
	Service Unavailable
	Yes
	KMS service is currently unavailable
	KMS is temporarily unavailable, UE may repeat the request after delay indicated by "Retry-After" header

	504
	Gateway Timeout
	No
	The server, while acting as a gateway or proxy, did not receive a timely response from the upstream server
	The KMS did not get response over Zn interface.

	505
	HTTP Version Not Supported
	No
	KMS does not support the HTTP protocol version that was used in the request line
	UE should use HTTP/1.1 version with KMS


***** End of new Clause *****
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