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pCR  S3-091341    TS: IMS media plane security

***** Start of change *****

5
IMS media plane security features
< Describes the security functions common to both e2m and e2e. Describes interactions and issues of coexistence of e2m and e2e>
5.1
Media integrity and confidentiality protection
Media plane security aims for privacy of media; confidentiality protection shall be used and use of integrity protection is recommended. For media to be allowed to be sent without integrity protection, it should be assessed that the resulting threat level is sufficiently low for the use case in question. It should be noted however that the use of integrity and/or confidentiality protection is always subject to local policy and regulation of the network entities taking part in the key establishment process

For RTP based traffic, media plane confidentiality and integrity is provided by SRTP [X4] where the key material provided by this specification shall serve as SRTP master key. 

Depending on key management protocol used, the integrity/confidentiality is provided on different terms. The MIKEY TICKET security is mainly from IMS UE to IMS UE without the possibility for network elements to terminate the security and/or intercept the plaintext media. SDES is can be provided between IMS UE and IMS UE, but will always allow the network to terminate the integrity / confidentiality protection. 



5.2
Authentication and authorization
< Policing of scope of protection/authorization. No authentication for e2m. Authentication against KMS. >
5.2.1
SDES security
5.2.2
MIKEY TICKET security

User authentication and authorization shall be performed as described in Clause 6.2.3. 

In the MIKEY TICKEThigh quality end-to-end security solution the KMS can perform policy control regarding e.g. who is allowed to set up connections with secured media to whom. Other ticket features defined in MIKEY-TICKET [X7] such as reuse of tickets, forking key generation and terminating side authentication can also be controlled by the KMS.  

Authorization of ticket requests to the KMS is based on an authenticated user identity carried in the request message.  The user may request a specific type of ticket but the KMS can control the actual settings.

When the terminating side requests the KMS to resolve a ticket and return the keys to use, the KMS checks that the terminating user is authorized to resolve the ticket. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user in the request message. 

When user authentication is based on GBA, the IMS UE uses its GBA BTID as authenticated identifier. The NAF-key identified by the BTID is used for protection of the message exchange.

Mutual authentication between initiating and terminating users is achieved based on trust in the KMS. The terminating side will be assured of the initiating IMS UE identity as its (KMS User) identity will be included in the ticket and ticket integrity will be verified by the KMS and reported. The initiator will get assurance about the identity of the terminating user when receiving the TRANSFER_RESP message. The message will include a token (IDmod) generated by the KMS which includes a (KMS User) Identity representing the entity requesting the KMS to resolve the ticket. As the resolve request is authenticated by the KMS, the initiator gets assurance about the terminating side (KMSM User) identity. 

As the MIKEY TICKET high quality end-to-end security solution only provides end-to-end security there is no need for control and policing regarding the scope of media protection. 

If there is a need in the network to detect that MIKEY TICKET high quality end-to-end security is used it can be done by inspecting the SDP parts of the SIP signalling, in particular the key management lines (use of MIKEY-TICKET).

5.3
Security properties of key management, distribution and derivation

< e2m key management and e2e key management properties. No procedures. >

5.2.1
SDES security

5.3.2
MIKEY TICKET security

Key management, distribution and derivation shall be performed as described in Clause 6.2.3.  It is performed in accordance with MIKEY-TICKET [X7].  In particular the key derivation functions of MIKEY in RFC 3830 [X5] are reused.

MIKEY-TICKET extends the concepts from MIKEY in RFC 3830 [X5] to cover ticket based key management. The basic exchanges between a user and the KMS used in this specification are security-wise modelled after MIKEY PSK and exhibit the same security properties.

These exchanges are performed over HTTP [X3] and the security is based on the message security offered by MIKEY-TICKET.

The ticket transfer exchange is also modelled after MIKEY PSK but instead of directly using shared keys for message protection and protection of TGKs/TEKs, these keys are carried in the ticket and made available to the users from the KMS. Assuming that the KMS is secure this will render this exchange the same security properties as MIKEY PSK.

Access to KMS is a single source of failure in the system and depending on service requirements back-up solutions should be considered. It would be possible to replicate the KMS functionality and e.g. use another address for access. It is also possible to use different KMS's for ticket requests and ticket resolves. 

The KMS and the BSF are critical components in the system and their availability should be protected. Measures to protect against denial of service attacks should be installed. 
***** End of change *****
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