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Introduction and Proposal

Currently TR 33.812 does not analyze other issues brought by UICC-based solutions in alternative 3a and alternative 3b, which are like the ones in alternative 2 of section 5.3. So this contribution adds some issues analysis and then requirements to 5.4.
We propose that SA3 studies the addition and accepts it for integration into TR 33.812.
Pseudo-CR
**************First change***************
5.4.3 Requirements for removable UICC-based solution 
If alternative 3a and alternative 3b both use removable UICC-based solutions for the initial provisioning of M2ME, some following issues should be taken into account.
· Initial provisioning of a new M2ME with a new USIM application from an operator of an M2M subscriber’s choice. 
· Cloning prevention. 
· Unauthorized removal of a UICC from the M2ME.    
5.4.3.1 
Initial provisioning of a new M2ME with a new USIM application from an operator of the M2M subscriber’s choice 

From a MNO perspective this step is straightforward as it simply consists in inserting a UICC of the operator of the M2M subscriber’s choice in the M2ME. 

This approach is also straightforward, for many use cases, from an M2MEmanufacturer’s point of view, as the manufacturing process is kept completely independent from the operator finally chosen by the M2M subscriber (exactly as is the case for 3GPP handsets).  However, for some M2ME use cases, e.g. where very small devices are required, the requirement to provide a physical interface for UICC insertion may be problematic.

Possible technical and logistic issues deriving from this step do not seem to be a major issue from a MNO perspective, for many use cases: the initial insertion of the selected UICC may be carried out as part of the M2ME set-up/deployment phase, e.g. by properly trained people.  However, for some use cases, the expense involved in physically provisioning large numbers of M2MEs with respective UICCs may not be cost-effective

5.4.3.2 
Cloning prevention 

In the M2M perspective, the “cloning” issue arises when a potential attacker attempts to get (directly or indirectly) the security credentials and functions securely stored in a genuine M2ME to reuse them in a “malicious” one or, simply, to perform other fraudulent scenarios (e.g. to get services at the M2ME subscriber’s expenses). 

The alternative in question assumes that the M2ME security credentials and functions are securely stored in a UICC, i.e. in a tamper-resistant environment, that from a 3GPP MNO perspective is well proven and explicitly designed to prevent such a cloning issues, since GSM times. For this reason, the usage of a UICC is perceived as an adequate solution to store M2M security credentials and functions. 

As a further measure to discourage possible cloning attempts in the M2M scenario, UICCs used within an M2ME might have a specifically designed service profile in the core network, e.g. restricting their usage to the precise scope/purpose for which they were inserted in the genuine M2MEs (e.g. Speech Service “T11” could not be provisioned to a USIM/UICC to be used as authentication token in a vending machine). 

5.4.3.3 
Prevention from unauthorized removal of a UICC from the M2ME
It is envisaged that in some specific M2M use cases, there could be the motivation for a potential attacker and/or for the legitimate M2ME end user to perform an unauthorized removal of the M2ME’s security credentials and functions securely stored within a certain M2ME. 

If those credentials and functions are securely stored in a UICC, it is perceived that appropriate implementation-dependent measures can be put in place to physically prevent, in an adequate and effective way, any unauthorized removal of the UICC from the M2ME. The counter-measures should not adversely affect the authorized removal of UICC.
The definition of the above-mentioned implementation-dependent measures is out of the scope of 3GPP.
************End Change*************
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