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======================1st change begin======================
7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED 

7.2.5.1
Transition to EMM-DEREGISTERED
There are different reasons for transition to the EMM-DEREGISTERED state. In all cases the UE and MME shall do the following

1. 
They shall delete any mapped or partial security contexts if they hold.

Handling of the remaining authentication data for each of these cases are given below. As these are NAS messages, they will be integrity protected when a security context exists in the UE and MME.

1.
Attach reject: All authentication data shall be removed from the UE and MME

2.
Detach:

a.
UE-initiated

i.
If the reason is switch off then all the remaining authentication data shall be removed from the UE and MME with the exception of:

-
the full native EPS NAS security context (as in clause 6.1.1), which should remain stored in the MME and UE, and

-
any unused authentication vectors, which may remain stored in the MME.

ii.
If the reason is not switch off then MME and UE shall keep all the remaining authentication data. 

b.
MME-initiated

i.
Explicit: all the remaining authentication data shall be kept in the UE and MME if the detach type is re-attach.

ii.
Implicit: all the remaining authentication data shall be kept in the UE and MME. 

c.
HSS-initiated: If the message is "subscription withdrawn" then all the remaining authentication data shall be removed from the UE and MME.

If the USIM supports EMM parameters storage then the ME shall update the EPS NAS security context parameters on the USIM, excluding the keys KNASint and KNASenc, with the values of the full native EPS security context if it has one and if so mark the EPS NAS security context on the USIM as valid. Otherwise, the ME shall update the EPS NAS security context, excluding the keys KNASint and KNASenc, in its non-volatile memory with its values of the full native EPS security context if it has one and if so mark the EPS NAS security context in its non-volatile memory as valid. 
3.
TAU reject: There are various reasons for TAU reject. The action to be taken shall be as given in TS 24.301.

For the case that the MME or the UE enter EMM-DEREGISTERED state without using any of the above procedures, the handling of the remaining authentication data shall be as specified in TS 24.301 [9].

=====================1st change end ======================
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