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1 Introduction

This contribution proposes changes on the content of ‘location locking’ to current text in draft H(e)NB security TS. 
2 Proposed changes

******************start of first changes*****************************
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Security Procedures in H(e)NB
6.3 Device Location Authentication and Authorization
In order to counter location related threats, three steps can be distinguished in principle: 

1. Identification of the H(e)NB location

2. Authentication (verification) of the location information

3. Authorization of H(e)NB operation
The core network obtains the information of the H(e)NB location and compares it with the corresponding H(e)NB location information stored. If they match, then the core network grants H(e)NB service access based on the H(e)NB location information. 
The location information of the H(e)NB,i.e.the identification of the location, can be obtained from

· the IP address of the broadband access device, or

· the information of macro-cells surrounding the H(e)NB, or

· the location information from the GPS embedded in the H(e)NB itself or in the UE which is camping on the H(e)NB.
In order to ensure that the obtained location information is trusted, the integrity of the location functions and certain data should be protected by TrE 

8
Security Aspects of H(e)NB Management

8.1
Location Locking
Location verification procedure should take place after a secure tunnel is established from the HNB to the SeGW.

The entity that used to verify the location can be H(e)MS. The contract location shall exist in H(e)MS already before the location verification process. The contract location can be defined by operator when H(e)NB service is subscribed.
8.1.1
Solution based on IP Address
A H(e)NB is normally connected to the IP network via some access device (e.g. DSL modem, cable modem, home router, etc.) and has an IP address assigned by broadband access provider. The line identifier to which the access device  is connected with (e.g. DSL line ID) can be seen on the broadband service provider.By binding the access line location identifier of the broadband access network with the geographical information, the operator can locate the H(e)NB.
The assigned IP address, user identification and location information related to IP address are stored in the network database. According to the IP address sent by H(e)NB, the mobile core network can query the network database to obtain the line identifier bound with the IP address, and/or the address information (even the longitude and latitude values).
The IP network shall provide interface for the H(e)NB operator. Through the interface, the mobile core network is able to query the geographic location information based on the IP address.
These are applicable only when this information is available to the H(e)NB.
8.1.2
Solution based on H(e)NB Reports of Neighbouring Macro-cells
To be able to determine H(e)NB location based on macro cell information, a H(e)NB shall be installed in the coverage of a macro cell, have a 3G or 2G receiver, and be able to switch to the receiver working state to scan the neighbouring macro 3G or 2G cells of the H(e)NB.
The location locking mechanism based on macro-cells is similar to the method using IP addresses but the location information is presented in the form of information about macro-cells, such as RF level information and Broadcast information (PLMN ID，LAI or Cell ID ).

The authentication of H(e)NB location is described as following.

The H(e)NB sends an Request message to the H(e)MS. The message carries the information such as location area and cell ID of the neighbouring macro cells. H(e)MS compares the information of neighbouring macro cells with the saved H(e)NB profile to determine whether to allow the H(e)NB to connect to the network through the bound cell or location area. If the information of neighbouring macro cells does not match the H(e)NB profile, the H(e)MS returns a H(e)NB Response message to refuse the H(e)NB access and indicates "invalid location" as the cause value. If the information of neighbouring macro cells matches the H(e)NB profile, the following procedure can continue. 
8.1.3
Solution based on IP Address and H(e)NB Reports of Neighbouring Macro-cells
A macro cell has a large coverage area and therefore, simply using the cell information may not meet accuracy requirements for certain use cases. Using a combination of the IP address and the macro cell information could improve the accuracy. 
 The process is described as following: 

a, H(e)MS receives the message from H(e)NB, which carries its IP address and the location information( e.g.cell ID) of the surrounding macro cell. 

b, According to the IP address, H(e)MS queries network database  to obtain the access line location identifier, which is used to identify the access line location of the H(e)NB.

c, H(e)MS judges whether the obtained access line location identifier is the same with the stored one, and additionally whether the received location information of the macro cell is the same with the stored ones. If they are both the same, it can be ascertained that the H(e)NB location is not changed.
e, Other procedure can be continues only after successful location verification in the H(e)MS, like H(e)MS  provisions configuration parameters to the H(e)NB.
This solution improves the security of the location authentication scheme over solution based on either IP address alone or macro-cells alone by requiring an attacker to overcome two barriers to succeed
8.1.4 Location Locking solution Options
Which of the above approaches to use depends on a number of factors, such as security level /accuracy level demonded by operator, H(e)NB deployment limitation. It is recommended that the above methods are supported by vendors, selected by operators according to actual status.
Annex B (informative):
B.1
Location verification based on IP adress flow Example

The NASS( Network Attachment Subsystem) standard in TISPAN [13]has defined the interface through which the mobile core network is able to query the geographic location information based on the IP address. The network-based database introduced in 8.1.1 can be the CLF (connectivity Session Location and Repository Function) element .CLF registers the following information provided by NACF(network access configuration function ), and make them relevant: the IP address located to the fixed access point, the network location information, and geography location information. CLF provides e2 interface for service layer entity. The reference document [14] specifies e2 interface based on Diameter protocol.

The entity used to query CLF shall be the H(e)MS.
The contract location shall exist in H(e)MS already before the location verification process. The contract location can be defined by operator when H(e)NB service is subscribed
Location Authentication procedure consists of the following steps:  

a, H(e)NB sends request message to H(e)MS, carrying its IP address in this message.
b, According to the IP address, H(e)MS queries the CLF to obtain the access line location identifier.

c, H(e)MS authenticates whether the access line location identifier stored in H(e)MS(i.e. the legal contract location) corresponds to the location identifier it retrieves from CLF based on IP address obtained from the H(e)NB. If it is the same, it can be ascertained that the H(e)NB location has not been changed.
d, Other procedure can be continues only after successful location verification in the H(e)MS, like H(e)MS  provisions configuration parameters to the H(e)NB. 
NOTE: The location information is stored in H(e)MS as a subscription profile is more reasonable. Thus, the messages related to location authentication between H(e)MS and H(e)NB is forwarded by SeGW. The role of the SeGW in enforcing admission of the H(e)NB to the network is omitted here for simplicity. The same applies to the other methods below.
NOTE:  The above procedure provide a effective method to query CLF according the H(e)NB IP address .If the CLF is not avaible for mobile operator, similar methods using the broadband connection information can be implemented  like the above.
*********************end of changes ************************


















































































































