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1. Introduction

This contribution proposes a method to establish initial trust between an eNodeB and a Security Gateway (SEG) without requiring pre-configuration of the eNodeB.
2. Background

Setting up IPsec SA between eNB and a SEG using IKEv2 (RFC 4306) with certificate-based authentication requires that each IKE peer can establish a trust path from the IKE peer’s certificate to a trusted root. 
The companion contribution S3-091261 defines a security model and requirements that will be addressed by the proposed method in this contribution. 

3. Proposed method for initial trust establishment
3.1 Assumptions
Basic assumption for the deployment phase are two distinct PKI hierarchies:

· An eNB Vendor PKI issues certificates to eNB. These certificates are independent of the target network and deployment location.
· An Operator PKI issues certificates to SEGs. These certificates are independent of the eNB types that will connect to it.

Both PKIs do not need to have public trusted roots.
3.2 Relation to NDS/AF
TS 33.310 (NDS/AF) proposes to use cross-certification to establish inter-domain trust. This concept can be re-used for the backhaul case. In contrast to operator interconnection, the eNB to SEG setup is asymmetrical. This results in two main differences to the existing NDS/AF scenario:

· SA setup is always initiated by the eNB (scenario 1.1.3 instead of 1.1.1 in RFC 4306)
· Peer-specific security-relevant provisioning shall be avoided on the eNB side, but may be done on the SEG side.
3.3 Proposed method
The method is described in the following table, which shows the actions from both PKI perspectives.
	Logical step in trust establishment
	Vendor / eNB perspective
	Operator / SEG perspective

	Independent offline preparation
	Setup Vendor PKI (VPKI)

Issue certificates to eNB

Store root certificate of VPKI as trusted root in eNB

Prepare/maintain VCRL
	Setup Operator PKI (OPKI)

Issue certificates to SEG

Store root certificate of OPKI as trusted root in SEG/repository

Store/maintain OCRL in repository

	Contract setup phase
	Send root certificate of VPKI to operator

Cross-sign root certificate of OPKI with the VPKI root.
Optional: send recent VCRL to operator

Optional: send shipping list with eNB identities to operator
	Store root certificate of VPKI as (second) trusted root in SEG/repository.
Store cross-signed OPKI root certificate in SEG/repository

Optional: store VCRL in SEG/repository

Optional: store list with eNB identities in authorisation database

	Information now stored per NE
	eNB certificate
VPKI root as trusted root


	SEG certificate
VPKI and OPKI roots as trusted roots

Cross-signed OPKI root certificate

	Connect eNB, initiate IKEv2
	
	

	Information received online
	SEG certificate
Cross-signed OPKI root certificate

OCRL
	eNB certificate
VCRL

	Peer authentication
	eNB has a complete path of trust and can authenticate the SEG:
SEG certificate -> cross-certificate -> VPKI root
	SEG has a complete path of trust and can authenticate the eNB:
eNB certificate -> VPKI root


Note 1:
Information received online could be sent in IKEv2 CERT payloads, or could be retrieved from a repository.
Note 2:
OCSP queries could also be used instead of CRL.
Note 3:
Automatic connectivity setup of eNB and detection of SEG and repository addresses is FFS, and probably out of scope for SA3. DHCP could be used to automatically provide such information to the eNB.
Note 4:
Both VPKI and OPKI may have intermediate CAs. In that case, the intermediate CA certificates must also be received by the peers online. RFC 4306 requires that IKEv2 peers support four CERT payloads, which might not be sufficient. In this case, the peers need to retreive missing certificates from a repository.
3.4 Trust considerations
This section provides a short consideration about trust assumptions that the certificates convey, and whether the proposed method is in line with current business models.

In simple words, certificates of the peers convey the following messages:
eNB:
“VPKI certifies that this element was built by vendor X”

SEG:
“OPKI certifies that this element belongs to the network of operator Y”

Both statements do not go beyond current implicit assumptions made during element deployment. Actions performed during the “contract setup phase” document the mutual decision that vendor X equipment shall be installed in network Y.  Therefore, use of certificates is in line with existing business relations. Certificates just allow to check mentioned statements and decisions remotely in a secure and automated manner.
There could be a concern that issuing certificates to elements could bring additional liability to the issuer, e.g. in case an element was maliciously modified. However, such liabilities already exist for both parties without having certificates. They are subject to contracts and national legislation.
3.5 Extensions of the method
After the steps described in section 3.3, IKEv2 and IPsec SA can be established between eNB and SEG. These SA could be used directly for backhaul security according to TS 33.401. 
Alternatively, the SEG could only give the eNB access to a certificate enrolment server at this initial stage. The eNB could use the enrolment server to get a new certificate directly signed by the OPKI. The new OPKI certificate could be used subsequently to establish the fully functional backhaul security. Benefit of an OPKI certificate in the eNB is that trust and certificate management is in the hand of one party after the initial installation.
The eNB should retain its original VPKI certificate, so that it can always be reset to factory state, ready to go through another initial trust establishment.
4. Proposal for Approval
It is proposed to agree the method described in section 3 of this contribution as one candidate solution for backhaul security establishment.
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