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1. Introduction
The purpose of the contribution is to address statefulness issue stated in editor’s notes that KMS needs to maintain state in order to keep keys per user pair.  The contribution also gives an e2m protection between sender and receiver’s mailbox server in case there is no existing mutual anthentication and intergration protection mechanism between the sender and the recever’s mailbox in place.
2. pCR  to TR33.828 <v1.3.0>
7.4.3.3
Deferred delivery 
Figure 17 shows the procedure for the deferred delivery solution. For the sake of simplicity the random number used in each message to prevent replay attack is omitted in the message diagram.
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Figure 17: Signalling diagram for deferred delivery

1a. User A bootstraps with KMS to establish a shared key Ka. If GBA is not support, User A can use other authentication method to get shared key Ka

1m. Mailbox AS can establish a secure connection with KMS by IPsec, TLS, GBA, etc by which KMS and mailbox AS can have a shared secret Km.
2a. IMS UE-A generates a random number Ra.
2b. IMS UE-A sends an INVITE message which includes the following parameters: plain identity of user A, ID-A, plain identity of user B, ID-B and Ea (Ra, ID-A, ID-B) (encrypted Ra, ID-A, ID-B with key Ka) to IMS network. 
3. IMS network forward INVITE message to User B’s mailbox server.

4. Once receive the INVITE message from user A, User B’s mailbox server sends a request message, which includes the following parameters: plain ID-A, plain ID-B, Ea (Ra, ID-A, ID-B) and  Em(ID-A,ID-Bm) to the KMS to request media key K, where ID-Bm is the identity of user B’s mailbox. 
5. KMS uses Ka, Km to get decrypted Ra, ID-A, ID-B from Ea (Ra, ID-A, ID-B) and ID-A, ID-Bm from Em(ID-A,ID-Bm), compares the decrypted ID-A with plain ID-A to make sure they are same, and checks wether ID-Bm is IMS UE-B’s mailbox’s identity. Then KMS generates the media key K by performing a key derivation function based on the random number Ra and ID-A.. KMS encrypts the random Ra and the media key K using Ka to get the Ea(Ra, K), and as ID-Bm indicates IMS UE-B’s mailbox, KMS encryptes the shared key Ka using its own key Kkms to get Ekms(Ka).


6. KMS sends Ea(Ra, K) and Ekms(Ka) to IMS UE-B’s mailbox server in the response message. 

7. IMS UE-B’s mailbox server sends the Ea(Ra, K) to IMS network in the response message to IMS UE-A.
8. IMS network forwards the response message to IMS UE-A.
After the above-mentioned procedure, IMS UE-A gets the media key K while IMS UE-B’s mailbox server has no way to get the media key K. So the IMS UE-B’s mailbox server cannot access the plaintext of the media.

Once the IMS UE-B is online, it first gets security parameters including ID-A, ID-B, Ea(Ra, ID-A, ID-B) from its mailbox server. From those security parameters, IMS UE-B gets to know there is a deferred media for it from user A, it will send a request including the parameters that it gets from the mailbox to KMS to ask for the media key.The message diagram in Figure 18 shows the procedure where IMS UE-B fetches the media key from KMS.
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Figure 18: Message flow when IMS UE-B is online
1b.  IMS UE-B bootstraps with KMS to establish a shared key Kb. If GBA is not support, IMS UE-B can use other authentication method to get shared key Kb
2 IMS UE-B sends a request including its identity ID-B to its mailbox server.
3 IMS UE-B’s mailbox server response to user B with the messing including following security parameters: ID-A, ID-B, Ea(Ra, ID-A,ID-B), Ekms(Ka). 
4 IMS UE-B sends a request message to KMS including ID-A, ID-B, Ea(Ra, ID-A,ID-B), Ekms(Ka), Eb(ID-A,ID-B). 
5 KMS gets Ka by decrypting Ekms(Ka) using Kkms. Then KMS uses Ka, Kb to decrypt the Ea(ID-A,ID-B) and Eb(ID-A,ID-B) and compares the decrypted ID-A, ID-B with plain ID-A , ID-B to make sure they are same. Then KMS derives the media key K based on Ra and ID-A.
6 KMS encrypts the K using Kb to get the Eb(K), and then sends the Eb(K) to IMS UE-B in the response message. 

After the procedureIMS UE-B also gets the media key K, then IMS UE-B can retrieve the deferred media from mailbox server. 
Notes:
To prevent mailbox from DoS or MitM attack, the procedure illuratated in figure 17 can also be improved in the way that a shared key (Ke2m) between IMS UE-A and the mailbox server can be derived to ensure the mutual authencation and intergration protection between IMS UE-A and the mailbox server in case there is no existing mutual authentaion and intergraton protection mechanism in place.  See figure 19.
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Figure 19: Signalling diagram for deferred delivery with e2m protection

As shown in Fig. 19, KMS generates Ke2m and K at the same time.  Then KMS deliveries the Ke2m protected by Ka and Km respectively to ensure only user B’s mailbox server and IMS UE-A can get the Ke2m.  With the shared key Ke2m, mailbox server and IMS UE-A can use Ke2m to do mutually authentiaon and transport protection.
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