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1
Introduction
The purpose of this contribution is to add some new user scenarios for group and conference call.
2. pCR to TR33.828-v1.3.0

4.2.5
Group and conference calls

Another use case is in group communication, e.g. conference calls with true end-to-end security. In one realization of this type of service all users have access to the same key, the group key. In another realization separate group keys per sender are used. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes, e.g performing distribution of the group key directly from a key management server to each user in the group. If true end-to-end security isn’t required, the conference bridge may decrypt and then re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Note that a conference bridge needs access to media in cleartext for a type of group communication where participants expect the bridge to mix media streams, like in a normal conference call. Still group key management could yield simple and efficient solutions also for this case. Note that use of group keys is not the only solution for securing conferences.
According to different session setup procedure, conference call can be classified into two kinds:

1. Passive Join: The chairman of the conference call calls each pariticipant one-by-one or all-at-once to hold the conference call. All participants except the chairman join the conference call passively.
2. Active Join:  All eligiable participants share the same secret, eg. “IP address, user name, password,.etc.”, and join the conference call by themselves. .
There is also a scenario where only one participant is allowed to speak in the conference call at a time. In this case the conferenence bridge is not a mixer but a middle box to co-ordicate the conference all. This is the user case with true end-to-end security.























































































































































































