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1
Introduction

This pCR updates the solution for conference call and gives clarification to resolve the editor’s note. It is proposed that SA3 agrees on the changes.
2. pCR to TR33.828-v1.3.0
7.4.3.5
Group and conference calls

Figure 19 shows the procedure for the conference call. 
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Figure 19: Message flow for group and conference calls

1a. IMS UE-A bootstraps with KMS to establish a shared key Ka.

1b. IMS UE-B bootstraps with KMS to establish a shared key Kb.
1c. IMS UE-C bootstraps with KMS to establish a shared key Kc.
Note: Ka/Kb/Kc may be established through GBA mechanism where KMS is a NAF, or other methods.
2a. IMS UE-A generates a random Ra.
2. IMS UE-A sends an INVITE message which includes the following parameters: plain identity of user A ID-A, plain identity of user B ID-B and Ea (Ra, ID-A, ID-B) (encrypted Ra, ID-A, ID-B with key Ka).
3. IMS Network forwards the invite message to IMS UE-B.
4a. IMS UE-A generates a random Ra.
4. IMS UE-B sends a request message, which includes the following parameters: plain ID-A，plain ID-B and Ea (Ra, ID-A, ID-B) and Eb(Rb,ID-A,ID-B) to the KMS to request the media key.
5. The KMS use plain ID-A, plain ID-B to get Ka, Kb, and use Ka, Kb to get decrypted ID-A, ID-B from Ea (Ra,ID-A, ID-B) and Eb(Rb,ID-A,ID-B), and compare the decrypted ID-A, ID-B with plain ID-A , ID-B  to make sure they are same. KMS then generates the key K1 for media protection between UE-A and Conference Bridge and the key K2 for media protection between IMS UE-B and Conference Bridge.
6. KMS use Ka to encrypt the Ra and K1 to get Ea(Ra, K1) and use Kb to encrypt the Rb and K2 to get Eb(Rb,K2), then send Ea(Ra, K1) and Eb(Rb,K2) to IMS UE-B in response message.

7. IMS UE-B get K2 by decrypting Eb(Rb,K2) using Kb, then send Ea(Ra,K1) to IMS netwok in response message.

8. IMS network forward the Ea (Ra, K1) to IMS UE-A in response message. Thus IMS UE-A can get the K1 by decrypting Ea(Ra, K1).
9. IMS UE-A sends an INVITE message which includes the following parameters: plain identity of user A ID-A, plain identity of user C ID-C and Ea(Ra,ID-A,ID-C). (Encrypted Ra, ID-A, ID-C with key Ka).

Notes: Step 9 can be implemented concurrently with step 2.

 Technically step 2 to 8 can be implemented concurrently or in sequence with step 9 to 15. It depends on different user practice. The chairman of conference call may call each participant one by one or call each participant all at once. The step 2 to 8 is independent of the step 9 to 15 with only one correlation that the Ra used in step 2 to 8 and step 9 to 15 is same. So KMS can use Ra as input parameter to generate the K1 to ensure IMS UE-A always gets the same K1 after calling a new percipient.
10. IMS Network forwards the INVITE message to IMS UE-C.
11a: IMS UE-C generate random number Rc
11. IMS UE-C sends a request message, which includes the following parameters: plain ID-A，plain ID-C and Ea (Ra,ID-A, ID-C) and Ec(Rc,ID-A,ID-C) to the KMS to request the media key.
12. The KMS use plain ID-A, plain ID-C to get Ka, Kc and use Ka, Kc to get decrypted ID-A, ID-C from Ea (Ra,ID-A, ID-C) and Ec(Rc,ID-A,ID-C), and compare the decrypted ID-A, ID-C with plain ID-A , ID-C  to make sure that they are same. KMS then re-produce the key K1 for media protection between UE-A and Conference Bridge and generate the key K3 for media protection between UE-C and Conference Bridge.


13. KMS use Ka to encrypte the Ra,K1 to get Ea(Ra,K1) and use Kc to encrypt the Rc, K3 to get Ec(Rc,K3), then send Ea(Ra, K1) and Ec(Rc,K3) to UE-C in response message.
14. IMS UE-C get K3 by decrypting the Ec(Rc,K3) using Kc, and then send Ea(Ra,K1) to IMS network in response message.

15. IMS network forward the Ea(Ra, K1) to IMS UE-A.
After the above-mentioned steps, the IMS UE-A, IMS UE-B and IMS UE-C get the media key K1, K2 and K3 with KMS respectively. 

The following diagram shows that the Conference Bridge communicates with KMS in a secure way to obtain K1, K2 and K3 from the KMS. The conference bridge then has the shared secrets it needs to communicate securely with IMS UE-A, IMS UE-B and IMS UE-C respectively.   
Editor’s Note: It needs to be clarified how the Conference Bridge can communicate securely with the KMS, e.g. using NDS/IP.
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Figure 20: Key distribution for conference calling
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