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Editorial changes and extension of requirements
**** Start of changes ****

4.3.1
Security requirements
From the analysis in clause 4.2, the following requirements can be derived: 

· It should be possible to prevent theft of or tampering with the subscription. The following options could be considered:

Option A: The physical UICC is mechanically attached to the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment). This option may require:
· A mechanism to logically bind a UICC with the M2ME, e.g. a device pairing mechanism

· Additional mechanical protection mechanisms which are out of scope of 3GPP

· Optionally network based restrictions of services assigned to a subscription (Service Profile)
Option B: The MCIM application is integrated within the M2M equipment in a trusted environment (TRE) (without a physical UICC). This option may require:

· A secure execution environment; 

· A secure storage environment that protects secrets;

· A mechanism to prevent the loading of unauthorised software on the M2M equipment (“secure boot”);

· Sufficient physical protection against attacks (comparable to a UICC); 

· Support of at least one algorithm and mode of operation, preferably two algorithms and mode of operation

comment: what is the algorithm (authentication ?) used for and what is meant by mode of operation ?
· Tamper resistance;  

· Secure storage and use of credentials that are established using secure methods (e.g. no plaintext input of credentials over the air);
NOTE:
The network can also restrict the range of services the M2M can use e.g. by setting the M2M subscription to a data-only subscription with a limited low data volume in the network.

· Optional provision of  means of detection and reporting (to a TBD network entity) of evidence of tampering on the MCIM functionality  or the trusted environment (TRE) within the M2M equipment that provides such functionality;

· To fulfil other relevant requirements. Those relevant requirement might be originated from one or several of the following documents OMTP TR0 [5], OMTP TR1 [6], TCG [3], GSMA/EICTA Principles concerning handset theft [7] and other relevant industry standards on prevention against attack.

Option C: Physically removable UICC. This option may require:
· A mechanism to logically bind a UICC with the M2ME, e.g. a device pairing mechanism

· Additional mechanical protection mechanisms which are out of scope of 3GPP

· Network based restrictions of services assigned to a subscription (Service Profile)
· For the integrated MCIM option, it should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable MCIM application.
· For the integrated MCIM option, it should be possible to securely initially provision a new MCIM application to the M2M equipment.

· For the mechanically attached UICC and integrated MCIM options, it may be required to securely change the subscription in the M2M equipment remotely.

· Data traffic sent or received by an M2M terminal should have the same protection against eavesdropping or modifications as traffic processed by any 3GPP UE.
· Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences for the GSM and UMTS industry and shall therefore be prevented.

· Any new security relevant functionality or process shall not jeopardise an operator's ability to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

**** End of changes ****

