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********************** start change 1**********************************

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 

Access Security Management Entity: entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME

Activation of security context: the process of taking into use a security context. 

Authentication data: Data that is part of a security context or of authentication vectors. 

Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)

Current security context: The security context which in a given system (E-UTRAN or UTRAN/GERAN respectively) with a registered UE has been taken into use by the given system most recently. Note that, in E-UTRAN, a current security context originating from a mapped context may exist simultaneously with a native context, while, in UTRAN/GERAN, only one security context can exist at a time. A current security context exists in MME and SGSN respectively whenever a UE is registered. When the UE is simultaneously registered with both, MME and SGSN, then current EPS and UMTS security contexts exist simultaneously.

ECM-CONNECTED state:  This is as defined in TS 23.401 [2]. The term ECM-CONNECTED state corresponds to the term EMM-CONNECTED mode used in TS 24.301 [9].

ECM-IDLE state: As defined in TS 23.401 [2]. The term ECM-IDLE state corresponds to the term EMM-IDLE mode used in TS 24.301 [9].

EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: A state that is established between a user and a serving network domain. At both ends "EPS security context data" is stored, that consists of the EPS NAS security context, and the EPS AS security context.

EPS AS security context: the cryptographic keys at AS level with their identifiers, the Next Hop parameter NH, the Next Hop Chaining Counter parameter NCC used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms and counters used for replay protection. Note that the EPS AS security context only exists when the UE is in ECM-CONNECTED state and is otherwise void.
NOTE: NH and NCC need to be stored also at the MME during connected mode.
EPS NAS security context: This context consists of KASME with the associated key set identifier, the keys KNASint and KNASenc, the UE security capabilities, the identifiers of the selected NAS integrity and encryption algorithms, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT values are used for cached and mapped EPS NAS security contexts, respectively.The distinction between native and mapped EPS security contexts also applies to EPS NAS security contexts. 
Legacy security context: A security context which has been established according to TS 33.102 [4].

Mapped security context: Security context created by converting the current security context in the source system to a security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys.
Native EPS security context: An EPS security context whose KASME was created by a run of EPS AKA. 

Re-derivation of NAS keys: derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter)

Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter

Re-keying of KeNB: derivation of a new KeNB from a new KASME (i.e., after an AKA has taken place)

Re-keying of NAS keys: derivation of new NAS keys from a new KASME
UE Security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. This includes capabilities for EPS AS and NAS, and includes capabilities for UTRAN and GERAN if these access types are supported by the UE.
UE EPS security capabilities: The UE security capabilities for EPS AS and NAS.
********************** end change 1**********************************

********************** start change 2**********************************
7.2.6.3
ECM-CONNECTED to ECM-IDLE transition 

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the corresponding UE. 
In particular, on ECM-CONNECTED to ECM-IDLE transitions:

· The eNB and the UE shall delete the AS security context
· MME and the UE shall keep the EPS NAS security context stored. MME shall delete NH and NCC.

If the USIM supports EMM parameters storage, then the ME shall update the EPS NAS security context parameters on the USIM with its current values of the native EPS NAS security context and mark the EPS NAS security context on the USIM as valid. Otherwise, the ME shall update the EPS NAS security context in its non-volatile memory with the current values of the native EPS NAS security context and mark the EPS NAS security context in its non-volatile memory as valid.
********************** end change 2**********************************

********************** start change 3**********************************
7.2.8.4.3
S1-Handover

When an S1-handover is performed, the source eNB shall not send any keys to the MME in the S1 HANDOVER REQUIRED message.

Upon reception of the HANDOVER REQUIRED message the source MME shall compute a fresh {NH, NCC} pair from its stored data using the function defined in Annex A.4. The source MME shall store that fresh pair and send it to the target MME in the S10 FORWARD RELOCATION REQUEST message. 
The target MME shall store locally the {NH, NCC} pair received from the source MME. 
The target MME shall then send the received {NH, NCC} pair to the target eNB within the S1 HANDOVER REQUEST.

Upon receipt of the S1 HANDOVER REQUEST from the target MME, the target eNB shall compute the KeNB to be used with the UE by performing the key derivation defined in Annex A.5 with the fresh{NH, NCC} pair in the S1 HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target eNB shall include the NCC value from the received {NH, NCC} pair into the HO Command to the UE and remove any existing unused stored {NH, NCC} pairs. 

NOTE: The source MME may be the same as the target MME in the description in this subclause. If so the single MME performs the roles of both the source and target MME, i.e. the MME calculates and stores the fresh {NH, NCC} pair and sends this to the target eNB.
********************** end change 3**********************************
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