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*** BEGIN CHANGES ***
4.1
General

The following subclauses outline an overview of the security architecture for trusted and untrusted non-3GPP accesses to connect to 3GPP EPS. It outlines the needed security features to connect such a non-3GPP access to the 3GPP EPS. Non-3GPP access specific security is outside the scope of the present document.

Figure 4.1-1 gives an overview of the security architecture of a typical non-3GPP access while connected to the 3GPP EPC.
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Figure 4.1-1: Security Architecture of Non-3GPP Access and 3GPP EPS
NOTE:
USIM applies in case of terminal with 3GPP access capabilities, cf. clause 6.1.

Five security feature groups are defined. Each of these feature groups accomplishes certain security objectives:

-
Network access security (I): the set of security features that provide users with secure access to services while terminated at 3GPP EPC. Radio Access protection is a non-3GPP access specific and outside the scope of the present document.

-
Network domain security (II): the set of security features that enable nodes to securely exchange signaling data, and protect against attacks on the wireline network.

-
Non-3GPP domain security (III): the set of security features are a non-3GPP access specific and outside the scope of the present document.

-
Application domain security (IV): the set of security features that enable applications in the user and in the provider domain to securely exchange messages.

-
User domain security (V): the set of security features that secure access to the mobile station. If the terminal does not support 3GPP access capabilities, 3GPP does not specify how user domain security is achieved.
*** NEXT CHANGE ***
6.3
Fast re-authentication procedure for trusted access

Fast re-authentication for EAP-AKA' is specified in [23]. Fast re-authentication re-uses keys derived on the previous full authentication. Fast re-authentication does not involve the HSS nor the credentials used with EAP-AKA’ (e.g. USIM application in case of terminal with 3GPP access capabilities), and does not involve the handling of AKA authentication vectors, which makes the procedure faster and reduces the load on the HSS and, in particular, the Authentication Centre.

UE and 3GPP AAA server shall implement fast re-authentication for EAP-AKA'. Its use is optional and depends on operator policy. If fast re-authentication for EAP-AKA' is used the 3GPP AAA server shall indicate this to the UE by means of sending the re-authentication identity to the UE as in step 13 of subclause 6.2.

The security level of fast re-authentication for EAP-AKA' is lower as it does not prove the presence of the credentials used with EAP-AKA’ (e.g. presence of USIM application in case of terminal with 3GPP access capabilities) on the user side. The operator should take this into account when defining the policy on fast re-authentication.

Fast re-authentications for EAP-AKA' generates new keys MSK, which may be used for renewing session key used for protection in the non-3GPP access network.

The access network identity shall not change when going from the full to the fast re-authentication process. If this happens, the re-authentication process shall be terminated as defined in [23].

In this section it is described how the process works for trusted non-3GPP access to EPS.
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Figure 6.3-1: Non-3GPP Fast Re-authentication
1. Non-3GPP Access Network sends an EAP Request/Identity to the UE.

2. UE replies with an EAP Response/Identity containing a re-authentication identity (this identity was previously delivered by AAA server in a full authentication procedure).

3. The Non-3GPP Access Network forwards the EAP Response/Identity to the AAA server. Intermediate Proxy AAA's may perform routing and forwarding functions.

4. The AAA server initiates the Counter (which was initialized to one in the full authentication process) and sends it in the EAP Request message, together with the NONCE, the MAC (calculated over the NONCE) and a protected re-authentication ID for a next fast re-authentication. If the AAA server is not able to deliver a re-authentication identity, next time the UE shall force a full-authentication (to avoid the use of the re-authentication identity more than once).

The 3GPP AAA Server may send a result indication to the UE, in order to indicate that the success result message at the end of the process shall be protected (if the outcome is successful). The protection of result messages depends on home operator's policies.

The 3GPP AAA server may fail to recognize the identity as it may have been altered by proxies. In this case, the 3GPP AAA server may, as in the case of a full authentication, instead perform an EAP AKA' method specific identity request; i.e. "EAP-Request/AKA' identity [Any identity]" in order to obtain a more reliable identity, in analogy of step 7 of the full EAP AKA' authentication. This should however only be used in case the server fails to recognize the identity, as otherwise the purpose of fast re-authentication is defeated.

5. The Non-3GPP Access Network forwards the EAP Request message to the UE.

6. The UE verifies that the Counter value is fresh and the MAC is correct, and it sends the EAP Response message with the same Counter value (it is up to the AAA server to step it up) and a calculated MAC.

The UE shall include in this message the result indication if it received the same indication from the 3GPP AAA. Otherwise, the UE shall omit this indication.

7. The Non-3GPP Access Network forwards the response toward the AAA server.

8. The AAA server verifies that the Counter value is the same as it sent, and the MAC is correct, and sends the message EAP Request/AKA'-Notification, previous to the EAP Success message, if the 3GPP AAA Server requested previously to use protected success result indications. The message EAP Request/AKA'-Notification is MAC protected, and includes an encrypted copy the Counter used in the present re-authentication process.

9. The Non-3GPP Access Network forwards the EAP Request/AKA'-Notification message to the UE.

10. The UE sends the EAP Response/AKA'-Notification.

11. The Non-3GPP Access Network forwards the EAP Response/AKA'-Notification message toward the 3GPP AAA server. The 3GPP AAA Server shall ignore the contents of this message.

12. The AAA server sends an EAP Success message. If some extra keying material was generated for Access Network specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived keying material in the underlying AAA protocol message. (i.e., not at EAP level). The Non-3GPP Access Network stores the keying material which may be used in communication with the authenticated UE.

13. The EAP Success message is forwarded to the UE.

The re-authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no response from the UE after a network request. In that case, the EAP AKA' process will be terminated as specified in [23] and an indication shall be sent to HSS/HLR.

*** NEXT CHANGE ***
9.2.2.1
General

The DS-MIPv6 security is based on IPsec as defined in RFC4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA shall use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 

· EAP-AKA, as specified in RFC 4187 [7], within IKEv2, as specified in RFC4877 [2] and RFC 4306 [3], is used to authenticate UEs.

The following properties are needed to provide secure S2c over a Trusted Non-3GPP Access:

· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access.

· The Trusted Access protects against source IP address spoofing.

· The Trusted Access and PDN GW will have a secure link between them to transfer the user's data across.

· The Trusted Access and EPC need to co-ordinate when the UE detaches from the Trusted Access in order to ensure that the IP address that was assigned to the UE is not be used by another UE without EPC being aware of the change (i.e. enable the PDN GW to remove the CoA address binding for the old UE).

These properties ensure that the traffic the PDN GW is receiving has originated at the UE while UE is attached to the Trusted Access. 

NOTE 1:
If Trusted Access and EPC do not co-ordinate regarding UE detachment then the UE that was re-assigned the IP address would be capable of impersonating traffic until the binding in PDN GW timed out. NOTE 2:
Procedures internal to the Trusted Access are outside the scope of the present document. 

The allocation of IP addresses in the access network may provide the last property listed above. If the IP address is not re-allocated until after the MIP Binding has expired or IKE Dead Peer Detection has been run. This means that the PDN GW will no longer associate the old UE to the IP address once the new UE gets the IP address and hence there is no risk of impersonation attacks.

PCC may also be used to provide the last property listed above in access networks that support it. In the case that PCC is used, a GW control session is established between the Trusted Access and the PCRF. This GW control session is identified by the UE ID and the IP address allocated to the UE (i.e. CoA if DSMIPv6 is used). Using the GW control session, the UE is restricted to limited access; in particular, the Trusted Access restricts the forwarding of the packets only to IKEv2 and BU messages until the binding at the PDN GW is established. The Trusted Access knows when the binding is established at the PDN GW because it receives an update of the GW control session. The flows for this control of policy are given in section(s) 6.3 and 6.6.2 of TS 23.402. This prevents a UE that attaches to the Trusted Access from sending non-signalling traffic to the PDN GW until it has completed a BU with the PDN GW and prevents an impersonation attack. 

*** END OF CHANGES ***
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