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Decision/action requested

Agreement to incorporate the proposed text into the TS re H(e)NB security
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References

S3-090623: TS 33.xyz v0.0.1: Technical Specification Group Services and System Aspects; 3GPP Security Aspect of Home NodeB and Home eNodeB;
TR 33.820 v8.0.0: Technical Specification Group Service and System Aspects; Security of H(e)NB;
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Introduction

This contribution comments on S3-090845 from Qualcomm, Airvana, Nokia, and Nokia Siemens Network where they proposed some content for the currently empty subsection 5.1.2 Trusted environment (TrE) of the draft TS on security aspects of H(e)NB, and proposes some revised text for it. 

Some of the text proposed in S3-090845 are agreed to by InterDigital, but several additional requirements are proposed to be added and some changes to the proposed text from S3-090845 are proposed to be modified for clarity. Some of the major proposed modified or additional requirements and their rationale are given below:

1. Proposed Modification of Requirement: That the TrE shall be based on an immutable, irremovable H/W root of trust.
Rationale: 

Such an immutable, irremovable H/W-based root of trust is essential to build trust into the boot process and local integrity checking process mandated for the TrE. An irremovable and H/W based RoT ensures that the TrE is bound to the H(e)NB device and cannot be simulated on another device. Immutability is essential to guarantee the integrity and authenticity of the TrE built from it. 
2. Proposed Added Requirement:
That the TrE shall provide functions for trusted time

Rationale: 

The notion of trusted time is already prevalently described in the TR 33.820. Moreover, in the TR, the Trusted Environment (TrE) of the H(e)NB is already envisioned to provide functions to protect time synchronization functionality of the H(e)NB, according to the approved TR 33.820 v8.0.0 Section 5.1.3, especially threat number 25, Section 6.3.Countemeasures 26 b), and section 7.11.2 Ed Notes 3. 

A trusted way of time stamping will be beneficial for such applications as time-stamped signing of device validation information. Validation of certificates used for authentication can also benefit by gaining an additional measure of time information protected by the TrE. 

We therefore believe that TrE should be required to provide a trusted time functionality. 

3. Proposed Added Requirement:
That the TrE shall perform sensitive functions (such as storing private keys, credentials and sensitive data and providing cryptographic calculations using those private keys) needed for binding device validation and device authentication.
Rational:  

The TR 33.820 v8.0.0, in Section 8.1 already recommends that device authentication shall be securely bound to device integrity validation. 

4. Proposed Added Requirement:
That the TrE shall be able to set up encryption keys with the SeGW and use such keys to protect backhaul links between the H(e)NB and the SeGW. 

Rational:  

The TR 33.820 v8.0.0, in Section 7. currently envisions that all signalling, bearer, and management plane traffic over the interface between H(e)NB and SeGW should be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the (device) authentication procedure. Since in the TR, the TrE is envisioned as being responsible for performing many security sensitive functions within the H(e)NB, and also since device authentication - out of which the encryption key for the backhaul link protection is set up – is largely done by the TrE, it makes sense to require the TrE to be responsible for setting up the encryption keys for the use in IPSec tunnels to/from the SeGW and use such keys to protect backhaul links to/from the SeGW. 
The text proposed in S3-090845 did not use any revision marks, since section 5.1.2 is currently empty, i.e. all of the proposed text from S3-090845 is new. The only revision marks are due to InterDigital’s proposed modification from this current document S3-091047, against the text proposed in S3-090845. 
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Detailed proposal
*********************START OF CONTRIBUTION************************

5.1.2 Trusted Environment (TrE) 

5.1.2.1 General
The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data.
All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

The TrE shall be built from an irremovable, immutable HW-based root of trust by way of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset. The root of trust shall be physically bound to the H(e)NB. The secure boot process shall include checks of the integrity of every loaded or started component of the TrE. Only successfully verified components shall be loaded or started. The TrE may similarly verify other components of the H(e)NB (e.g. operating system and further programs) during and after the boot process.
The TrE shall protect a trusted time source which may be used to validate certificates or issue cryptographically signed time-stamp messages.

The TrE shall perform sensitive functions (such as storing private keys, credentials and sensitive data and providing cryptographic calculations using those private keys) needed to perform H(e)NB device validation as specifically described in clause 7.1 and to bind H(e)NB device validation to device authentication.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys and using such keys to protect the device authentication protocol messages) needed for H(e)NB device authentication with the operator network, as specifically described in clause 7.2.
The TrE shall perform sensitive functions needed to set up cryptographic keys with the SeGW to protect the backhaul links between the H(e)NB and the SeGW.

*********************END OF CONTRIBUTION************************


