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Candidate solution 1a “TRE based solution with remote subscription provisioning and change” is evaluated according to the evaluation criteria in version 1.3.0 of TR33 812. A method of classifying the evaluation comments  is proposed and used.

**** Start of changes ****

7.2
Alternative 1 a: TRE based solution with remote subscription provisioning and change

“+”      means a positive comment

“-“Means a negative comment

“U” means that it was impossible to evaluate the solution, due to insufficient information in the description of the solution

	EVALUATION CRITERION
	COMMENTS

	1 Security
	- Physical protection for the subscription credentials held in the M2ME is addressed by the requirements pertaining to the embedded TRE
.



+ It incorporates device integrity validation performed from within the TRE. 

U: Security of this alternative will depend on the design and implementation of the TRE, the interface  between the TRE and the rest of the M2ME, the protocols used for the TRE to perform its specified functions, and the security of the downloadable MCIM credentials, data and applications. 

- Trust in the security of the TRE to similar degrees as the existing trust conferred on the UICC may be challenging to achieve in the short term. 

+ Security of the discovery, registration and MCIM download process is provided though the use of proven protocols such as OMA DM and supported by the TRE

+ MCIMs are cryptographically protected to provide end-to-end security.

	2 Initial choice of operator
	+ The operator  (SHO) can be chosen before or after the M2ME has been deployed.

	3 Operator change
	+ Change of operator is performed remotely, i.e. with no need to visit the M2ME.

	4 Remote management
	+  Fully supported
 for remote subscription provisioning and re-provisioning, and can use proven protocols such as OMA DM.

	5 Legal and regulatory impact
	- Some impact on legal / regulations due to new architecture is anticipated. 

- Regulators may require that it be demonstrated or otherwise attested that the security of this alternative be equal or equivalent to UICC-based approaches. 

+ Regulators may regard this alternative as being of benefit to M2M subscribers, due to its non-restrictive nature.

	6 Flexibility to adapt to new requirements
	+ Allows great flexibility to the owners/subscribers of the M2ME in terms of provisioning and subscription management. 

+ Allows operators to invalidate existing credentials and applications and to download and use new credentials and applications.  

	7 Viability of trust model
	U: The trust model described in this alternative la appears to be valid but has not yet been tested in field.
- The trust model goes beyond current trust model

	8 Suitability to mass market deployment
	+ Costs are minimised by making it un-necessary to send personnel to the M2ME to service subscription-related credentials or functionality.

	9 Impact on subscription management systems
	- This will have a significant impact, although some of the change may be handled by introducing new protocols into the systems, rather than new physical entities.

	10 Impact on network infrastructure
	- Some impact is foreseen, but many functions/services will be subsumed by existing servers (e.g. use of OMA DM server for registration).

	11  Impact on terminal
	- The TRE will have an impact in terms of design, development, component cost and possibly certification costs.

+  This alternative eliminates the need for discrete components such as UICCs and their connection devices, power supplies and external clocks, thus saving cost and space and improving reliability.

	12  Impact on 3GPP specifications
	- There will be some work to be done but much of the assurance of the security of the TRE may be outside 3GPP and may rely on industry practices, as is the case with UICC.


�Presence of requirements does not mean that corresponding solution will be available. TRE has no proven security. 


�Remote management of the subscription does not reduce the change of M2M2 device credentials becoming subject to theft, invalidation since those credentials are still stored on the M2ME and are targets to attacks. 


�The security will depend on the security level of the whole system, so it will also depend on the M2ME security level. 





