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Abstract of the contribution: This contribution propose response to an LS form RAN2 on Relay Security 
Introduction 
RAN2 sent SA3 an LS (R2-092711 = S3-090764) to ask SA3’s opinion on some possible security concerns within their work on Relays. In their LS, RAN2 provide some details of their progress on Relays, which is summarised below. 

The following architecture has been agreed by RAN2
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that includes the following node and interfaces:

Nodes:

· Donor-eNB: eNB to which Relay-Node connects wirelessly to

· Relay-Node: entity which exists between Donor-eNB and UE

· UE: could be LTE Rel-8 UE (i.e. backward compatibility is supported)

Interfaces:

· Uu: interface between UE and Relay-Node

· Un: interface between Relay-Node and Donor-eNB

RAN1 has concluded that “type 1” Relay-Nodes should be supported by LTE-advanced. A “type 1” Relay-Node is seen as an eNB from UE perspective. RAN2 further discussed the protocol architecture for “type 1” Relay-Node and concluded as follows:

1) On Uu interface, all AS control plane protocols are terminated in the Relay-Node

2) On Uu interface, all AS user plane protocols are terminated in the Relay-Node

3) Un interface should be standardized in 3GPP specification

4) On Un interface, user plane will have MAC, RLC and PDCP. It is FFS if they are identical to Uu MAC, RLC and PDCP

5) On Un interface, control plane is still FFS

A consequence of proposing to 1) and 2) is that the user plane and control plane will terminate in the Relay-Node. RAN2 would like to verify if SA3 has any security concerns with this approach. In particular RAN2 asks SA3 the following questions: 
Question A: Is there any security concern in terminating control plane protocol of Uu in Relay-Node from SA3 point of view?

Question B: Is there any security concern in terminating user plane protocol of Uu in Relay-Node from SA3 point of view?

Discussion 

There are two additional security threats to consider here:

1. the security of the transport of the user and control plane from the Relay-Node to the Donor-eNB; 

2. the security of the user and control plane while in the Relay-Node

To counter the first threat, there would be no problem extending the Network Domain Control Plane protection and the Backhaul link user plane protection as described in clause 11 and 12 of TS 33.401 to the Relay node. Depending on the security provided by the wireless link, which is still ffs, it may not be necessary to use either one or both of these. The exact details of this interaction will need to be studied as the work becomes more mature. In summary, there is no concern about the security of terminating either the user or control plane in the Relay Node from the perspective of security of the link between the Relay-Node and Donor-eNB.

[InterDigital] We agree with the above assessment. 
Relay-Nodes will not be deployed in more insecure locations than HeNBs (i.e. under the direct control of a potential attacker) 
[InterDigital] We do not agree with the above assumption. Limiting the deployment location of Relay-Nodes may significantly reduce its usefulness, since it may not be possible to fully realize the capacity or coverage beneif to using Relay-Nodes with strict location limitation due to security concerns. 
and hence the platform security measures would not need to be any stronger than those of HeNBs. 
[InterDigital] Therefore, we believe that the platform security measures for Relay-Nodes may need to be at least as strong as that of the HeNBs. In fact, Relay-Nodes ma need stronger platform security since, unlike the H(e)NBs that are likely to be at least cursorily watched over / protected by the Hosting Party (e.g. homeowner), there may be no such security protection for Relay-Nodes if they are deployed at public places. 
In general the security of the location that Relay-Nodes will be deployed in is likely to be somewhere between the eNB and HeNBs. [InterDigital] We do not agree with this assessment. This assumption does not seem to be realistic. 

Since the platform security measures available provide sufficient security for HeNBs, then there are no concerns on protecting the user and control plane in the Relay-Nodes. [InterDigital] We think that the Relay-Nodes may need more user and control plane protection than H(e)NBs. Other than the possibly more vulnerable open-place deployment location concern, another concern is that a compromised Relay-Node may impact service to many more users than a compromised H(e)NB, since a H(e)NB will likely have an inherently more limited coverage and number of subscribers (the closed subscriber group, for example) than a Relay-Node. 
Even when considering the Relay-Node as a possible additional vulnerable place where the user and control plane is in the clear would still mean that the attacker needs to compromise at least one of these places. Hence this is a not a significant risk over the security of the systems without Relay-Nodes. [InterDigital] Yes, we agree that a compromise on a Relay-Node is probably not a significant risk over the security of the systems without the Relay-Nodes. It may cause, however, a network resource allocation and coverage threats whose impacts may be greater than the case of compromised H(e)NBs. 
In addition, it should also be noted that LTE was designed to limit the risk of compromise of an eNBs by the introduction of forward security in general and in particular the ability to have S1-handovers if an operator wishes from an eNB. [InerDigital] Yes this is a mitigating factor. However, we note that HeNBs would benefit from the LTE forward security and S1 handover exactly the same way, so this cannot be used as a threat assessment discount factor for Relay-Nodes compared to HeNBs. 
In summary, SA3 should reply to RAN2 that it has no security concerns about either of the cases asked by RAN2 
[InterDigital] We believe that threats and security concerns for Relay-Nodes should be studied further, and that SA3 should reply accordingly to RAN2. 
