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1. Introduction
Currently, clause 13 in TS33.401 mistakenly reference clause 5.3.1. while it is supposed to reference clause 5.3.2. Clause 5.3.2 lists of the security requirements for the eNB setup and configuration. The second requirement mandates that communication between the remote/local O&M systems and the eNB shall be mutually authenticated. In addition, the fourth requirement mandates the eNB to authorize any data or software change. 
On the other hand, clause 13 describes how to secure eNB management plane over S1 backhaul in a way similar to S1-MME and S1-U. Additionally, clause 13 describes how S1 management plane, S1-M can be secured using IPsec tunnel mode when a SeGW is deployed. However, clause 13 does not address the second requirement stated under clause 5.3.2 but it clearly under specifies what is needed when a SeGW is not deployed..
The purpose of this contribution is to highlight the incomplete specification in clause 13 and consequently propose a clarification which addresses all the requirements as per clause 5.3.2 and specifically what can be used to secure the O&M communication between the eNB and the O&M system, e.g., EM, when a SeGW is not deployed. In addition, a companion CR against TS33.401 with the changes is proposed.
2. Discussion
Clause 13 is supposed to reference the list of security requirements in clause 5.3.2 not clause 5.3.1. This needs to be corrected. Clause 5.3.2 captures the security requirements for the communication between the eNB and the O&M System.
Currently, clause 13 proposes the following for securing the O&M traffic between the eNB and the O&M System, e.g., EM:
2.1. Using S1 interface with IPsec and SeGW
Clause 13 assumes that the O&M system exist as part of the EPC. Therefore, a proposal for securing the O&M interface using an interface similar to S1-MME and S1-U is proposed. Not only that, but clause 13 indicates that the same S1 backhaul can be used to secure O&M traffic between the eNB and the O&M system.

The conclusion of using S1 backhaul led to the recommendation of using IPsec with Tunnel mode between the eNB and the O&M system when a SeGW is present. Although this proposal ensures a hop-by-hop security, but it does not clearly specify all the options for securing O&M communications between the eNB and the O&M system if a SeGW is not deployed.
2.2.  End-to-End Security

In order to satisfy requirements 2 and 4 in clause 5.3.2 of TS 33.401, an end-to-end security is required for the eNB and the O&M system mutual authentication and in order to allow the eNB to authorize software and data changes. Currently, clause 13 indicates that it is possible to use end-to-end security on top of the IPsec tunnel used to protect S1 interface between the eNB and the SeGW. In addition, when a SeGW is not used, clause 13 optionally suggests that an end-to-end security option is possible by terminating the IPsec tunnel between the eNB and the O&M System at the EM. However, clause 13 is short of mandating IPsec tunnel mode on the EM, nor describe what can be used when the deployment scenario makes no sense for the EM to use IPsec tunnel mode, e.g. when SSH, TLS, or IPsec transport mode is used.
2.3. Miscellaneous
· Clause 13 should reference clause 5.3.2 for the security requirements for eNB setup and configuration, but not clause 5.3.1.
· Clause 13 specifies that “To achieve this protection, it is required to implement IPsec ESP according to RFC 4303 [7] as profiled by TS 33.210 [5], with confidentiality, integrity and replay protection”, however, it does not explicitly mention which nodes are the targets of this requirement.

· Clause 13 makes it optional to terminate the IPsec tunnel on a SeGW. On the other hand, when the SeGW is not available in the deployment, clause 13 makes it also optional for terminating the IPsec tunnel t at the EM but still short from mandating it nor specifying other alternatives. 
In the case when SeGW is not present, the O&M traffic between the eNB and the EM may be secured using different mechanisms than IPsec tunnel, e.g., application layer protocol which uses for example SSH as specified by in TS32.101.
3. Conclusion

This contribution analyzed the current proposal for securing the O&M traffic between the eNB and the O&M System, e.g., EM as per clause 13 of TS33.401. The following are the findings of this contribution:
· Clause 13 should reference clause 5.3.2 not clause 5.3.1. This needs to be corrected.

· A hop-by-hop security solution for O&M traffic between the eNB and the EM as proposed in clause 13 does not satisfy the requirements of clause 5.3.2 where the eNB and the EM needs to be mutually authenticated and the eNB needs to have the ability to authorize any data or software change.

· In order to satisfy clause 5.3.2, security requirement, an end-to-end security is still required on top of the IPsec tunnel over S1-M, which is suggested in clause 13. This introduces a complexity that in some deployment is not necessary and does not have any security value add.

· Clause 13 of TS33.401 needs to address the security requirements where a SeGW is not deployed and the use of IPsec tunnel mode between the eNB and the EM is not the most effective option. In other words, allow the use of an end-to-end security between the eNB and the EM using other secure mechanisms, e.g. SSH, SSL/TLS, IPsec transport mode.
Nortel believe that SA3 need to discuss and adopt the companion CR which allows the option of securing O&M traffic between eNB and EM using an end-to-end security mechanism, e.g. SSH, while no SeGW is being deployed or used.
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