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1
Introduction
To enable emergency calls for UE's that are not able to authenticate to the network it was decided to use a NULL integrity protection algorithm (EIA0) and NULL encryption algorithm (EEA0) in the SA3 ad-hoc in March.
However, it is important that the introduction of EIA0 does not lead to that false base station attacks becomes viable. This paper discusses the selection of EIA0 in various situations.

2
Selection of EIA0 on NAS level
Selection of EIA0 for NAS protection should only happen when the UE is in LSM or the MME cannot authenticate the UE.
If the UE has no USIM inserted or if the UE fails the AKA run, the UE knows that the MME could not authenticate it, so it is not a problem for the UE to decide to accept a NAS SMC indicating EIA0/EEA0. 

The main problem is that if the MME tries to authenticate the UE but the AKA run fails for unknown reasons, or if the MME can not retrieve AVs for the UE, the MME has no way of securely inform the UE about this fact. This is because there are no keys which both MME and UE know are shared, and that can be used to integrity protect such a NAS message.
One option is for the MME to send a (non-protected) NAS SMC selecting EIA0/EEA0 to the UE in this case, and the UE would then know that it is only allowed to set up emergency bearers.

This opens up for a false network attack, which can be implemented using a false eNB. However, the attacks that can be leveraged from this are very limited, since the UE only will be able to set up emergency calls on the emergency bearers. 

Because it is acceptable for the user/UE to do an emergency call even if there is no USIM inserted, the risk of the false base station attack in this limited case is acceptable. 
Proposal 0: MME shall only select "no security" for a UE if:

· The MME is unable to authenticate the UE

· The UE is in limited service mode

· The policy of the MME is such that unauthenticated emergency calls are allowed.

3
Selection of EIA0 on AS level
In the following discussion, it is assumed that the UE cannot be authenticated by the MME and is to setup an emergency call. Hence EIA0 needs to be selected for AS protection.

It is assumed that it is not required to switch to EIA0 from another integrity algorithm during an X2 handover. This is not a big restriction, as such functionality does not seem to be needed for EC anyhow.
3.1
Initial AS context activation
Initial AS context activation is a result of one of the NAS procedures Attach, Service request or TAU with the active flag set. At initial AS context activation the MME runs a S1 UE INITIAL CONTEXT SETUP procedure with the eNB. Since RAN3 prefers to keep the eNB "service unaware", the MME is proposed to include only EIA0 and EEA0 in the UE EPS security capabilities to the eNB. The effect of doing this is that the eNB will, using the already defined algorithm selection mechanism, select EIA0 and EEA0 for the AS protection.
As initial AS context activation happens after initial NAS context activation, the UE shall only accept an AS SMC selecting EIA0 if EIA0 is activated for the NAS context. Using this rule the selection of EIA0 for the AS context is as secure as the selection of EIA0 for the NAS context.
Proposal 1: MME sends only EIA0 and EEA0 to the eNB in the S1 UE INITIAL CONTEXT SETUP procedure.

Proposal 2: The UE shall only accept an AS SMC selecting EIA0 if EIA0 is already selected for the NAS security context (indicated via a NAS SMC).
3.2
S1 Handover

At S1 handover, the MME sends the UE EPS security capabilities to the target eNB in the S1 HANDOVER REQUEST message. This situation is the same as for initial AS context activation. That is, the MME can dictate the use of EIA0/EEA0 on AS level by including only these algorithms in the UE security capabilities.
Proposal 3: MME sends only EIA0 and EEA0 as UE EPS security capabilities to the eNB in the S1 HANDOVER REQUEST message.
The target eNB will here select EIA0/EEA0 for the AS security context using the existing AS algorithm selection rules. The target eNB will hence select EIA0/EE0 and signal this to the UE in the target eNB to source eNB transparent RRC container which is then put into the RRC handover command by the source eNB and given to the UE.
An S1 handover only can happen after initial NAS context activation. Hence the UE shall only accept an RRC handover command selecting EIA0 if EIA0 is activated for the NAS context. Further, if the UE was able to use a non-dummy integrity algorithm with the source eNB, then there is no reason why the target eNB should switch to EIA0. If the target eNB tries to do a bidding down attack to from a proper integrity algorithm to EIA0 by selecting EIA0 in the handover command, then the UE would not accept this since EIA0 is not used on NAS level.
Using the above rules for the UE accepting EIA0 for the AS context is as secure as the selection of EIA0 for the NAS context. Under the assumption that the selection of EIA0 for the NAS context was done properly, neither the source eNB, nor the target eNB, can perform a bidding down attack to EIA0.
Proposal 4: The UE shall only accept an RRC handover command selecting EIA0 if EIA0 is already selected for the NAS security context (indicated via a NAS SMC).
3.3
X2 Handover

At the X2 handover the source eNB will send the UE EPS security capabilities to the target eNB. Since the MME has sent down UE EPS security capabilities only containing EIA0/EEA0 to the RAN at some point, this is what the source eNB will send to the target eNB. The target eNB will select EIA0/EEA0 by using the existing AS algorithm selection mechanism.

By using proposal 4 above, the UE will not switch to EIA0/EEA0 unless they are already used for the NAS protection and were already used to protect the communication with the source eNB. So target eNB cannot perform a bidding down attack.

The target eNB will report to the MME in the S1 PATH SWITCH REQUEST message the received UE EPS security capabilities. The MME will hence detect bidding down attacks attempted by the source eNB using the existing mechanisms.
3.4
IRAT handover from GERAN/UTRAN

During an IRAT handover to E-UTRAN from GERAN/UTRAN the MME will use the mapped EPS security context to derive keys for the UE. In case UE was not authenticated in GERAN/UTRAN and was in LSM, then the MME shall inform the target eNB in the S1 HANDOVER REQUEST message that the UE EPS security capabilities are EIA0/EEA0. From the eNB and UE point of view, AS algorithm selection works the same as in S1 handover. Hence proposal 3 and proposal 4 applies here as well.
4
Backwards compatibility issues

eNBs that are Rel-8 do not support EC and neither do they support EIA0. For this reason, they will respond with an error on S1 if the MME requires them to use EIA0 during an initial set up or an S1 handover.

If a Rel-9 eNB tries to perform an X2 handover to a Rel-8 eNB using EIA0, then the target eNB (Rel-8) would reject the handover and the source eNB (Rel-9) would have to chose another eNB as target for the handover.
5
Conclusion and Proposal
In conclusion, it is proposed that the above proposals are endorsed and that the CR in S3-090824 (which implements the proposals in TS 33.401 for Rel-9) is agreed by SA3. 
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