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1
Introduction
Basicly there are two way to deliver key for group and conference call. One is that KMS deliver the same group key. Another is that each participant needs to communicate with Conference Bridge using the unique key. Conference Bridge acted as a mixer to receive the media steam from each participant and combine together and then send the combined information back to each participant.

In following table, I give the advantage and shortcoming for each method.
	Group Key
	advantage
	The computation load for conference bridge is low considering conference bridge only needs to use one key to encrypte the media.

	
	shortcoming
	Need to re-key when one user join or leave, which will cause a lot of signalling overhead. 

	Unqiue Key for each participant
	advantage
	No need to re-key when group member changed. 

	
	shortcoming
	Conference bridge needs to manage a lot of keys with every participant.

Conference bridge need generate the encrypted media using different keys. Computation load on conference bridge is high, causing single-point failure.


Technically if the group member keeps changing, each participant with a unique key is better; otherwise the group key method is better. Therefore the solution cannot be in favour of any particular method. If UE-A, UE-B and UE-C talk with conference bridge using K1,K2 and K3 respectively, The solution should give the KMS the permission to decide the values of K1, K2, and K3 according to different situation. 
The following section gives an example of how security associations are set up for a group communication.  

Notes: the K1, K2, K3 in the example MAY/MAY NOT be unique.
2. pCR to TR33.828-v1.2.0

7.4.3.5
Group and conference calls


The following diagram shows the procedure of the conference call solution. For sake of simplicity the random number used in each message to prevent replay attack is omitted in the message diagram.


[image: image1]
1a. UE-A bootstraps with KMS to establish a shared key Ka.

1b. UE-B bootstraps with KMS to establish a shared key Kb.
1c. UE-C bootstraps with KMS to establish a shared key Kc.
Note: Ka/Kb/Kc may be established through GBA mechanism where KMS is a NAF, or other methods.

2. UE-A sends an INVITE message which includes the following parameters: plain identity of user A ID-A, plain identity of user B ID-B and Ea (ID-A, ID-B) (encrypted ID-A, ID-B with key Ka).
3. IMS Network forwards the invite message to UE-B.
4. UE-B sends a request message, which includes the following parameters: plain ID-A，plain ID-B and Ea (ID-A, ID-B) and Eb(ID-A,ID-B) to the KMS to request the media key.
5. The KMS use plain ID-A, plain ID-B to get Ka, Kb, and use Ka, Kb to get decrypted ID-A, ID-B from Ea (ID-A, ID-B) and Eb(ID-A,ID-B), and compare the decrypted ID-A, ID-B with plain ID-A , ID-B  to make sure they are same. KMS then generates the key K1 for media protection between UE-A and Conference Bridge and the key K2 for media protection between UE-B and Conference Bridge.
6. KMS use Ka to encrypt the K1 to get Ea(K1) and use Kb to encrypt the K2 to get Eb(K2), then send Ea(K1) and Eb(K2) to UE-B in reponse message.

7. UE-B get K2 by decrypting Eb(K2) using Kb, then send Ea(K1) to IMS netwok in response message.

8. IMS network forward the Ea (K1) to UE-A in response message.

9. UE-A sends an INVITE meesage which includes the following parameters: plain identiy of user A ID-A, plain identity of user C ID-C and Ea(ID-A,ID-C). (Encrypted ID-A, ID-C with key Ka).
Notes: Step 9 can be implemented concurrently with step 2.
10. IMS Network forwards the INVITE message to UE-C.
11. UE-C sends a request message, which includes the following parameters: plain ID-A，plain ID-C and Ea (ID-A, ID-C) and Ec(ID-A,ID-C) to the KMS to request the media key.
12. The KMS use plain ID-A, plain ID-C to get Ka, Kc and use Ka, Kc to get decrypted ID-A, ID-C from Ea (ID-A, ID-C) and Ec(ID-A,ID-C), and compare the decrypted ID-A, ID-C with plain ID-A , ID-C  to make sure that they are same. KMS then generates the key K1 for media protection between UE-A and Conference Bridge and the key K3 for media protection between UE-C and Conference Bridge.
Notes: The K1 generated in this step is same as the one generated in step 5.

13. KMS use Ka to encrypte the K1 to get Ea(K1) and use Kc to encrypt the K3 to get Ec(K3), then send Ea(K1) and Ec(K3) to UE-C in response message.
14. UE-C get K3 by decrypting the Ec(K3) using Kc, and then send Ea(K1) to IMS network in response message.

15. IMS network forward the Ea(K1) to UE-A.
After above-mentioned steps, the UE-A, UE-B and UE-C get the media key K1, K2 and K3 with KMS respectively. 

The following diagram shows that the Conference Bridge communicate with KMS through a secure way, by which the conference bridge can get K1, K2 and K3 from KMS, Then the conference bridge have the shared secret with UE-A, UE-B, UE-C respectively.   
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