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1 Introduction

The security procedure of HSPA SRVCC was introduced in S3-090127 and the corresponding CR S3-090313 was agreed and added in TS33.102. However further revision is need. One is to replace the stored CS keys with the derived CS keys in UTRAN. The other is the procedure for the GSM subscriber is added. 
2 Discussion

2.1 Replace the stored CS keys with the derived CS keys 
In S3-090313 the mapped CS security context is used for the remainder of the voice call in the CS domain.

The concern is if there are stored parameters CKCS and IKCS in the UE and the target MSC server, there may be one KSI value indicating two different key sets, and it’s impossible to replace the stored parameters CKCS||IKCS with CK'CS||IK'CS in the target MSC server because the mapped CS key won’t be sent there. 

However in this way the SRVCC can’t further hand over to GERAN, because there isn’t a way for the VLR to get the key. So the CK’/IK’ shall be sent to the target MSC server in HSPA SRVCC to UTRAN/ GERAN.

Since the target MSC server aslo has the derived security keys and key index, the derived keys can replace the stored keys in the target MSC sever and the UE.

2.2 HSPA SRVCC for GSM subscribers
In S3-090313 the SRVCC procedure is only for the UMTS subscribers. The procedure for the GSM subscribers is missing.

Although there is Kc in the source SGSN and can be used in GERAN for the GSM subscribers, to avoid the reply attack later, NONCE is also used here to derive the Kc’ from Kc. The procedure is similar as for the UMTS subscribes and the same KDF as is used. The input Key is the concatenation of Kc || Kc || Kc || Kc || (which are 64 bits each).
3 Conclusion and proposal

We kindly ask SA3 to agree the solution in S3-090xxx and add it to 3GPP TS 33.102.























































