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	Modified Section


7.5.2.4
Semi-Autonomous Validation


The H(e)NB may perform a semi-autonomous validation of the integrity of the H(e)NB. The following steps can apply:
1. The TrE is built via a secure start-up process, which ensures it to be in a predefined secure state. The purpose of this step is to ensure the integrity of the most basic security components of the H(e)NB. This is achieved by loading and/or starting only those components which have successfully passed local integrity verification. 
2. 
a. 
b. 
3. The secure start-up is then extended to other predefined components of the H(e)NB.
4. After secure start-up, further checks could take place either by the TrE itself or by a measuring component in the H(e)NB external to the TrE but integrity-protected by the TrE. In such later-stage checks, integrity of other components, configurations, or parameters of the rest of the H(e)NB are checked when they are loaded  or started, or at other, pre-defined  run-time time events, wherever such are available to the measuring component. 
5. The measured components are validated locally by comparing the measurements to reference metrics. The reference metrics are supplied to the H(e)NB for the secure start-up with the same mechanisms as those used in autonomous validation, e.g. coming from the MNO directly or trusted third parties. Depending on the outcome of the local validation, only the valid components are loaded. As an option, MNOs could implemenent local policies which allow or deny network access in the case that some components fail local integrity validation. 
6. A record of all measurements made during secure start-up in step 1 and 2 and those in step 3 are stored integrity-protected by the TrE. This record can be pre-processed data, by storing only the outcome of local integrity validation decisions and reference pointers to the reference metrics and measurements used for the validation. 

7. 

8. The SeGW can initiate the following steps during or after authenticating the H(e)NB and before allowing access to the CN.

a. The TrE provides integrity protected indicators (e.g. URNs which point to a trusted third party hosting the reference metrics and other H(e)NB data) to the H(e)NB. The set of indicators  is used to describe the state of the H(e)NB and its components and may include the reference metrics, manufacturer, make, model, version, HW and SW build numbers, TrE capabilities and properties, local security policies, etc. Optionally this information could be included in the IKEv2 certificate used for authentication (see section 7.6.2.3).
b. The fact, that the H(e)NB initiates the authentication protocol implies that a successful secure start-up took place, and hence indicates that the TrE has been built to a secure pre-defined state. As an option, the TrE additionally protects the pre-processed measurement records cryptographically and passes them to the H(e)NB.

c. The H(e)NB communicates the data necessary for validation to the SeGW which forwards it to the PVE. If included, the SeGW also forwards the pre-processed measurement data.

d. The PVE uses the indicators to retrieve the H(e)NB information from a trusted third party. Using this reporting mechanism, the PVE can gain fine-grained information on the components, software, hardware and possibly configuration of the H(e)NB. The MNO can establish policies at the PVE for a fine-grained network access control for the H(e)NB based on this information. Further actions, such as assigning a quarantine network, remediation, software roll-backs, etc. could be implemented.

e. The PVE forwards the outcome of this external validation to the SeGW which can decide whether to allow the H(e)NB to move forward with device authentication.

9. A method for re-validation can be implemented such that the SeGW requests a re-validation of the H(e)NB. A reboot of the H(e)NB may be requested by the SeGW, allowing for a full re-validation of the H(e)NB. Alternatively, re-validation without reboot is possible for all components loaded after secure start-up by reloading them. As a reboot will cause a coverage outage of several minutes and is highly undesirable by MNOs, this option may be preferred.


PVE and OAM are able to remotely manage the H(e)NB through the SeGW, and therefore protect the CN from compromised H(e)NB devices.

NOTE: communication protocols between H(e)NB and these entities is ffs.
End of modifications
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