3GPP TSG-RAN WG2 Meeting #65bis


R2-092696
Seoul, Korea, March 23 – 27, 2009
Title:
LS on potential ETWS security threat in UTRAN
Release:
Rel-8
Work Item:
ETWS
Source:
TSG RAN WG2
To:
TSG SA WG3
Cc:
TSG SA WG2, TSG CT WG1, TSG GERAN WG2
Contact Person:


Name:
Martin van der Zee
Tel. Number:
+46 70 6460467
E-mail Address:
martin.van-der-zee@stericsson.com
1. Overall Description:

RAN2 has discovered a possible security issue with ETWS and duplicate detection. 
So far, RAN2 has assumed that ETWS duplication detection is performed in RRC before an indication is sent to upper layers. However, when ETWS security is configured, the assumption is that the validation of the digital signature takes place in upper layers, i.e. after the duplication detection.
If ETWS is implemented in this way in the UE, there is a (theoretical) risk that an ETWS alarm is blocked, if an attacker (man in the middle) manages to send a fraudulent ETWS PRIMARY NOTIFICATION WITH SECURITY message to the UE, including the correct "Message Identifier" and "Serial Number" values, but with an invalid "ETWS warning security information", before the genuine ETWS PRIMARY NOTIFICATION WITH SECURITY message is received. In this situation, the genuine ETWS message is blocked by the duplication detection in RRC and does not reach the upper layers.
RAN2 also notes that the "Message Identifier" and "Serial Number" values are transmitted on the paging channel and may be copied, e.g. from the PAGING TYPE 1 message for the purpose of an attack of this kind.
RAN2 has also discussed ways to avoid this threat and identified two options:

· The security thread is avoided by performing the ETWS duplication on “Message Identifier”, “Serial Number” and “ETWS warning security information”. A fraudulent message would not be detected as duplicate and forwarded to the upper layers, where verification fails, and the fraudulent message is discarded.

· The security thread is also avoided by performing the ETWS duplication only on ETWS PRIMARY NOTIFICATION WITH SECURITY message after the verification of the digital signature. A fraudulent message would then not be considered for duplication detection. However, the implication of such solution is either that RRC should not perform the ETWS duplication detection in this case, or that the verification of the digital signature should be modelled as an RRC operation to perform before the duplication detection.

A similar potential security issue, as described for UTRAN above, applies to E-UTRAN.

From a security perspective TSG RAN WG2 would like to get clarification on the following two issues:

1. Does SA3 consider the security threat described above to be valid, and should actions be taken to avoid it?

2. If SA3 thinks that the possible security threat should be addressed, can RAN2 select any of the following two options?:

· Duplication detection is performed on “Message Identifier”, “Serial Number” and “ETWS warning security information”. In case security is configured verification is performed after duplicate detection.
· Digital signature verification is performed before duplicate detection based on “Message Identifier” and “Serial Number” is performed.

2. Actions:

To SA3
TSG RAN WG2 kindly asks TSG SA WG3 to provide answers to questions above.
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