Page 1



3GPP TSG SA WG3 Security - S3#55
S3-090718
Shanghai, China, 11-15 May 2009 
revision of S3-090585
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	33.401
	CR
	184
	(

rev
	-
	(

Current version:
	8.3.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Corrections for Attach procedure

	
	

	Source to WG:
(

	Huawei 

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	2009-2-25

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	The mapped security context should not be used after a transition to EMM-DEREGISTERED.

	
	

	Summary of change:
(

	Make explicit statement that ONLY a native security contexts shall be used to protect the Attach procedure.

	
	

	Consequences if 
(

not approved:
	There may some misunderstandings for security contexts in Attach procedure.

	
	

	Clauses affected:
(

	7.2.5.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	Affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** BEGIN CHANGE ***
7.2.5.2
Transition away from EMM-DEREGISTERED

7.2.5.2.1
General

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two cases to consider, either a complete native EPS NAS security context exists, or it does not.

7.2.5.2.2
With existing native EPS NAS security context

If there is a native EPS NAS security context, the UE transmits a NAS Attach Request message. This message is integrity protected, and the NAS COUNT of the Attach Request message is used to derive the KeNB with the KDF as specified in Annex A. As a result of the NAS Attach Request, the eNB sends an AS SMC to the UE with the current eKSI indicating the current KASME. 

When the UE receives the AS SMC, it uses the NAS COUNTof the Attach/Service Request message (i.e. the uplink NAS COUNT) that triggered the AS SMC to be sent as freshness parameter in the derivation of the KeNB. From this KeNB the RRC protection keys and the UP protection keys are derived as described in subclause 7.2.1. 

The same procedure for refreshing KeNB can be used regardless of the fact if the UE is connecting to the same MME to which it was connected previously or to a different MME. In case UE connects to a different MME and this MME supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as input using the KDF as specified in Annex A. 

In addition, there is a need for the MME to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new keys.

If the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS security context on the USIM as invalid at the end of the transition away from EMM-DEREGISTRED. Otherwise, the ME shall mark the stored EPS NAS security context on its non-volatile memory as invalid at the end of the transition. 

7.2.5.2.3
With run of EPS AKA

If there is no native EPS NAS security context available an EPS AKA run is required. If there is a native EPS NAS security context available the MME may decide to run an EPS AKA after the Attach Request but before the corresponding AS SMC), the NAS (uplink and downlink) COUNTs are reset to start values, and the start value of the uplink NAS COUNTshall be used as freshness parameter in the KeNB derivation from the fresh KASME (after AKA) when UE receives AS SMC Command with the new eKSI indicating that the fresh KASME is used to derive the KeNB The KDF as specified in Annex A shall be used to derive the KeNB.

NOTE:
Using the start value for the uplink NAS COUNTin this case cannot lead to the same combination of KASME and NAS COUNTbeing used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the MME after AKA is the NAS SMC complete message. 

The NAS SMC complete message will include the start value of the NAS COUNTthat is used as freshness parameter in the KeNB derivation and the KASME is fresh. After an AKA, a NAS SMC needs to be sent from the MME to the UE in order to take the new NAS keys into use. Both NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

If the USIM supports EMM parameters storage, the ME shall mark the stored EPS NAS security context on the USIM as invalid. Otherwise, the ME shall mark the storedEPS NAS security context on its non-volatile memory as invalid.

*** END CHANGES ***
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