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15
Security Aspects of Emergency Call Handling

15.1
General 
Support for EPS emergency calling is defined in the TS 23.401 [2]. Limited service state of a UE is defined in TS 23.122 [24]. The E-UTRAN Initial Attach procedure is used for Emergency Attach by UEs that need to perform emergency services but cannot gain normal services from the network. 
For an Emergency Attach the UE shall set the Attach Type to "Emergency" and the IMSI shall be included if the UE does not have a valid GUTI or a valid P-TMSI available. The IMEI shall be included when the UE has no IMSI, no valid GUTI, and no valid P-TMSI [2].

For an Emergency Attach the MME applies the parameters from MME Emergency Configuration Data for the emergency bearer establishment. Any potentially stored IMSI related subscription data is ignored by the MME [2]. 

For an Emergency Attach the MME shall not send any Notify Request to an HSS for an unauthenticated UE.  For authenticated emergency attached UEs, the MME performs HSS notification similar to that for normal attached UEs if the subscription data indicates that the user is allowed to perform handover to non-3GPP accesses [2].
Editor’s note: it is FFS which identity  (IMSI, IMEI, or both when available) is used for emergency attach.

15.2
Security procedures applied

UEs that are not in limited service state, shall initiate normal initial attach when not already attached  to receive emergency EPS services.

The security mode procedure shall be applied as part of emergency call establishment as defined in TS 23.401[2]. Thus, integrity protection (and optionally ciphering) shall be applied as for a non-emergency call. If authentication of the USIM fails for any reason, the emergency call shall proceed as in Clause 15.3 d) below. Once the call is in progress with integrity protection (and optionally ciphering) applied, failure of integrity checking or ciphering is an unusual circumstance and must be treated in the same manner as other equipment failures, that is, the call will terminate.

15.3
Security procedures not applied

For an emergency attached UE, i.e. for UEs that have only emergency EPS bearers established, there is no AS security context information included in the S1 control messages and there is no NAS level security, since the UE cannot be authenticated.

As defined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service mode without the network having to apply ciphering or integrity protection for either AS or NAS. 
The following are the only cases  where the "security procedure not applied" option may be used:

a)
Authentication is impossible because the USIM is absent;

b)
Authentication is impossible because the serving network cannot obtain authentication vectors due to a network failure;

c)
Authentication is impossible because the USIM is in limited service mode in the serving network (e.g. there is no roaming agreement or the IMSI is barred, etc.);

d)
Authentication is possible but the serving network cannot successfully authenticate the USIM. 
15.4
Security threats and associated countermeasures
Editors Note: Content of this Clause is FFS. There are possible DOS attacks on the availability of Emergency Calling in Limited Service Mode, Since attacking LSM UEs are not being authenticated by definition, applying traffic throttling in real-time to mitigate such an attack is not possible. However, collecting all possible information about UEs and running it through post-real-time OM&A system (i.e., Fraud Management System) may prove itself  practical by pointing out malicious offenders. For purposes of post-real-time processing of emergency calls in limited service mode it may be desirable to always collect, where possible both, IMSI and IMEI. For example, for subclauses b), c), and d) of the Clause 15.3 collection and storage of un-authenticated IMSI together with IMEI might be recommended, while for the subclause a) - just IMEI.
	End of 2nd Modified Section
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