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1. Overall Description:

SA3 thanks RAN2 for their questions on security parameter handling (R2-087430/S3-090113).
RAN2 asked the following:

"Question 1: Can CT1 define the contents of these containers (i.e., one for Handover to E-UTRAN and the other of Handover from E-UTRAN) in their specification? Will they be NAS messages or some IE groups only? And do SA3 and CT1 think this information should be NAS integrity protected? …”
Reply by SA3:
SA3 believes that there is no need for NAS integrity protection of these containers. 

The only risk SA3 could identify was an attempted bidding down attack by modification of UE EPS security capabilities sent over GERAN to the SGSN and forwarded to the MME before a GERAN to E-UTRAN HO. This modification could be possible as GERAN does not have integrity protection. But then a NAS integrity protection on the container would not help as the MME already has a wrong belief about the UE capabilities. Furthermore, the mismatch of UE EPS security capabilities on the UE and the network side would be discovered in a subsequent TAU procedure. 
Question on Key Indicator:
For Intra-LTE handover, RAN2 also discussed the definition of Key Indicator. RAN2 was not sure whether the AS layer really needs to signal the eKSI as such. Currently RAN2 believes that signalling only one bit in the AS layer, to indicate if the KASME has been changed or not, would be enough. Thus, in case of normal handover (i.e., not due to the security reason, but due to e.g., radio condition), this indicator tells to the UE that the UE shall continue using the AS keys based on the KASME to which the current AS keys are associated. In case AKA has been run by the NAS or key has been changed from mapped to cached KASME, the MME transfers this Key Indicator to the eNB in the S1: UE Context Modification message and the eNB triggers an intra-cell handover including this Key Indicator in the Handover Command (=RRC Connection Reconfiguration message). Thus, the UE will be able to generate new AS keys associated to the latest KASME. Therefore, at the moment, RAN2 decided to signal only this one bit Key Indicator in the RRC message."
Reply by SA3:

SA3 notes that there may be cases where the UE and the MME have different beliefs about the K_ASME, which was agreed latest. An example of how such a key mismatch between UE and MME may occur is given in the following:

AKA can be run in the NAS layer independently of handovers, and it may be the case that the AKA run has been completed from the UE point of view, but not from the MME point of view at the time of HO. Then UE and MME may consider different keys as the KASME resulting from the latest AKA run. Similarly, a NAS SMC could be successfully completed from an UE point of view, but not from an MME point of view. In normal situations, the MME will notice this situation and correct by resending the appropriate message. However, when a handover comes in the way, this correction may be no longer possible.
SA3 trusts that RAN2 has studied the above and similar possibilities of key mismatch at the NAS level and its possible consequences for the AS level. 
In addition, SA3 would like to add that SA3 has not identified any security loophole in either AS or NAS resulting from any such mismatch. 
While SA3 discussed the above question on the Key indicator also RAN2’s choice to signal only two bits of the NCC (cf. TS 33.401, clause 7.2.8) was discussed. SA3 would like to inform RAN2 of the following concerns: 

There was some concern in SA3 that an NCC of 2 bits, as used by RAN2 at the AS level, may lead to possible errors due to NCC wrap around.
SA3 sees no security issue with the length of NCC but would like to point out the following issue.

If UE and MME get out of sync regarding NH belonging to a particular NCC because of NCC wrap around, NH and NCC would have to be synchronized again between UE, eNB and MME before AS communication will be possible again. This synchronization happens during idle to active state transition.
2. Actions:

To RAN2:

SA3 kindly asks to take the above answers into account.
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